Page 5 of 5
Draft as of 16 August 2011

INTELLIGENCE COOPERATION IN MULTIFUNCTIONAL INTERNATIONAL PEACE OPERATIONS – RESTRAINTS AND CHALLENGES

                       Col (Ret) Jan-Inge Svensson Folke Bernadotteacademy

Abstract

Intelligence is a tool for power and traditionally very sensitive by nature. Well-established and bureaucratic resistance, international positioning and working methods hamper cooperation concerning intelligence. In a multifunctional and multinational peace operation a lot of informal structures are intertwined with formal structures. It is up to the member states in international organizations and alliances to decide what intelligence they do and do not share with their partners.

There are many views on intelligence. What is considering collecting of information by one organization is considering intelligence gathering by some and as “espionage” by another.

Introduction
There are several challenges and problems relating to intelligence management in international peace operations. Experiences from different missions tell us how difficult it can be to make intelligence flow between different civil, police and military actors.

The tasks of the United Nations (UN), European Union (EU), African Union (AU) and NATO are expanding. We have moved from straightforward peacekeeping missions with clear and distinct military roles, to complex multifunctional missions. Old form of intelligence about equipment and order of battles are no longer satisfactory. Intelligence is now needed about drug trafficking, rebel factions, organized crime, refuges, food and medical needs. We also have to concern about soil, air, and water and toxically material that could harm the mission. We have to understand the complex mix of organizational, institutional and bureaucratic factors that create or hamper cooperation.

Military intelligence through the years has been a basically closed arena for multilateral cooperation. Special bilateral arrangements have been the normal form of intelligence cooperation between nations, mainly in the military sphere. Normally these agreements do neither encompass exchange of intelligence between military and civilian organizations nor Non Governmental Organizations (NGO´s).

In order to create a picture of the widest spectrum in a multifunctional mission cooperation is necessary between military, police, Governmental- and International organisations and NGO`s. Intelligence services need to communicate with each other, and multi-lateral agreements need to be established to governing the collection, analysis and sharing of intelligence

Information-sharing among EU Memberstates…….

Member states are the ultimate decision-makers of international institutions and they do not always publicly formulate their interest towards their policy.  All EU member states are allowed to have National Intelligence Liaison Officer (NILO)/National Intelligence Cell (NIC) at the European Union Operational Headquarters  (EUOHQ) and to the Force Commanders Headquarters (FCHQ)

In international organizations it is up to the member states to decide what intelligence they do and do not share with their partners. National laws prescribe intelligence and investigative methods that constrain police and military, both legally and ideologically, in a mission. 

The institution of the EU does not collect much intelligence. Even if the EU has sought to facilitate and encourage the sharing of intelligence and law enforcement agencies of its member states, the states do not share all of the relevant intelligence In the Intelligence Division (INTEL DIV) in European Union Military Staff (EUMS) member states use their representatives to supply intelligence to the MS and European Union Situation Centre (EUSITCEN).

Sharing is explicitly made on  “voluntary” bases and the Intelligence division receives little raw intelligence from member states. Instead it relies on finished intelligence analysed by its members, which mean that sensitive details are usually heavily masked from the recipients. Member states have some interest in making sure that the European Situation Centres (EUSITCEN) reports correspond with the information upon which their national position is based. Therefore they are likely to forward intelligence that supports their interest to the centre and the SITCEN risk being fed with disinformation. 

……and within United Nations system

UN intelligence capacity has often been based on those individuals in the system that has become regional experts on the theatre of operation through own “networking” and “ data mining”. They build up contacts across agencies and organizations. The disadvantage is that when the individual expert leaves the area the knowledge is lost.  Mission participants are depending on what member states are willing to provide, but not all participants are willing to share intelligence.  Different legal systems and traditions makes cooperation inconvenient when constitutional and common law system conflict the possibilities to share intelligence.

There are many different views on intelligence in UN and in civilian and humanitarian organisations. What is considered collecting information by some, is considered intelligence gathering by others and as “espionage” by some.

In principle, the UN has access to information from a great variety of international organizations that could be relevant to a peace operation. The use of information by such organisation raises problems. Should such information be made available for a military operation there is a risk that the integrity of an agency will be questioned and the flow of information to it compromised.

A good example is the International Committee of the Red Cross (ICRC) that is reluctant to closely cooperate with the military. This is due to the ICRC, s special mandate. If the dividing line between humanitarian and military actors are blurred, the concept of humanitarian action risks being undermined by erosion of the humanitarian imperative and the politicising and militarizising of humanitarian efforts. But today the ICRC has to foster contact with other organizations such as the military in order to exchange relevant information, especially concerning the security situation. 

Intelligence, a term related to national security, covert methods, secrecy, deception and closed communities, constrain an actor from engaging in non-security aspects of a mission mandate and is contradicted by UN principles that are founded on transparency, impartiality, multilateral cooperation and protection of human rights. Member states may hesitate because intelligence submitted to the UN will be accessible to other member states and the contribution will be sanitized in order not to reveal their own capabilities and sources. 

Recent years there have been some changes in attitude among UN staff and member states towards the need for improved intelligence support to UN peace operations. If there is an increased willingness to accept intelligence by the UN, there needs to be more intelligence from the field, more intelligence from national organizations, more analysis of intelligence, and more people capable of handling and dissemination of intelligence. The outcome of the Brahimi Report is an enhanced Situation Centre in the Department for Peacekeeping Operations (DPKO) and organization of Joint Mission Analysis Centres (JMAC) in UN mission areas.

The corner stone in the establishment of JMAC is an integrated civilian, military and police structure that also incorporates representatives from key elements of the mission.

JMAC reports independently and directly to the Head of Mission and to the Mission Leadership Team (LMT). The weaknesses of the JMAC are its lack of intelligence assets and CCIRM process (Coordination, Control of Intelligence Requirement Management). There also is scepticism among other mission components on how the JMAC could provide them with analytic capacity beyond what they already have. But the more relevant products an intelligence capacity it is able to produce for its clients, the more willing they will be to share intelligence.

Restraints and challenges in intelligence cooperation

Intelligence is a tool for power. Member states can be motivated to develop intelligence capacity within the framework of UN, AU and EU in order to achieve intelligence gains, but also to score political gains. There is a tendency among member states to only support the development of intelligence capacities where benefits outweigh the cost of cooperation,

Sometime important information is not provided to EU, AU or UN because it could be political inconvenient. Troop Contributing Countries (TCN, s) tend to increase their intelligence efforts in areas where their own troops are deployed and their personnel have access through their national channels.

National interest is the guideline for collecting and sharing of intelligence. Some countries have well developed intelligence resources, outside UN, AU or EU, to support their own troops. Some of this information is not available to other participants because the member states sometimes will support their own interests that may be contrary to the mandate. Capitalizing on combined intelligence assets can only happen when international cooperation towards the same goals occurs.

My experience from United Nations Peace Operation Forces Head Quarters (UNPF HQ) is that there was a flow of intelligence beyond my control. As an intelligence officer coming from non-aligned country I had some problems getting all the necessary information, as supporting countries did not release intelligence to UN intelligence branch but to their own officers who were assigned to the branch. Some of my senior NATO officers had access to the Force Commander (a NATO general) and his deputy and to the Chief of Staff and carried out briefings on a weekly basis. I had no knowledge of what was said during these briefings. I suspect that the commanders got more than one assessment and that the assessments sometimes contradicted each other. Intelligence coming from NATO was not accessible for me by natural means. But by building up confidence and credibility, I succeeded in getting information that was necessary for me in order to evaluate the situation

Parts of the information the actors hold may not be possible to share for several reasons. However, other parts could be shared with other functions or actors that,  however, do not always happen. This is due to sceptics   and hesitation. Established routines, bureaucratic resistance, internal positioning and working methods in the different organisations also hamper cooperation. Sometime intelligence is provided face to face and with the caveat that only a few members mentioned by name will get the information. But information provided by individuals may be intended to steer the mission and in worst case to manipulate the mission.

In a multifunctional and multinational peace operation a lot of informal structures are intertwined with formal structures. Unofficial information networks are often used to pass intelligence. Also some staff has a tendency to act upon their own interests to position themselves internally and sometime obstruct sharing of intelligence. Cultural clashes may occur when military elements are interlinked into civilian organizations.

Intelligence is traditionally very sensitive by nature. Although a lot of intelligence is available from open sources it remains necessary to regulate the handling of classified material. It is fundamental to preserve operational security and to protect the sources, since life depends on it.

The UN lacks the means to attain the levels of “Secret” and “Top Secret” and there is no policy on punitive measures. To conduct security clearance on UN personnel is almost impossible. There also is a question of loyalty. Are the personnel loyal to the UN or to its own country?

Conclusions

As a first step towards creating more trust across professional cultures, it is necessary to open up the intelligence concept by emancipating from its strict connotation with national security and the military establishment. 

In order to overcome obstacles concerning intelligence sharing we have to organize training and education.

 Three unique courses are available for participants from all over the world. The first is:

“Information and Intelligence Cooperation in Multifunctional International Operations” at the Folke Bernadotte Academy on Sandö in Sweden.  (www.folkebernadotteacademy.se) 
The course is annual and participants will learn how to improve communication and cooperation between the different actors in the mission area and gain knowledge on how information and intelligence networks can be built depending on the needs and special conditions.

The second course is: “United Nations Joint Mission Analysis Centres Course” at NODEFIC in Oslo Norway.   (www.mil.no/felles/folkiv/start)  

The aim of the course is to prepare participants, with little or no prior experience in intelligence from international operations, to take part in multifunctional, multinational operations carried out by UN and to build networks and systems for collection, analysis and dissemination of intelligence. After the course they should be able to work as analysts within JMAC.

The third course is “Joint Mission Analysis Centre (JMAC) – Crisis Information Management (CiM) at CCCPA, Cairo.
The  JMAC-Crisis Information Management Course aims to strengthen skills, competencies and capacities of present and future senior and managerial level JMAC staff, be they civilian, military or police, in collecting, analysing, assessing and preparing information for better crisis management and decision making at operational levels of international multi-stakeholder peacekeeping and peace building operations. The Course will also demonstrate the opportunities and challenges of these new ICTs and social media tools and provide some reality based simulation exercises
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