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FOREWORD

For two decades, from 1988 to 2008, the author has been deeply engaged with strategy, military force structure, inter-agency and multinational operations, operations other than war (OOTW), and the role of information and intelligence in supporting policy, acquisition, and operations.


His first series of monographs focused on a needed renaissance in how governments collect, process, and exploit information to create intelligence, with specific attention to understanding global reality and crafting strategy that is sustainable and likely to be effective.

The New Craft of Intelligence: Achieving Asymmetric Advantage in the Face of Non-Traditional Threats (SSI, 2002) created original concepts and recommended doctrine for a 180( redirection within the intelligence profession, moving away from secret sources and methods and instead embracing open sources and methods that could be easily shared with what the author called the “tribes of intelligence”—in addition to the military, government, law enforcement, academia, civil society, commerce, media, and non-governmental.


Information Operations: Putting the “I” Back Into DIME (SSI, 2006) established the technical, conceptual, and doctrinal opportunities for a world in which every soldier’s primary duty is not to be a rifleman (an inherent responsibility), but rather to apply the wisdom of Col John Boyd, USAF (Ret.), and Observe, Orient, Decide, and Act (OODA)—to be at all time a consummate collector, producer, and analyst of real-world real-time information and intelligence, while also serving as a communicator at the face-to-face level.

Human Intelligence: All Humans, All Minds, All the Time (SSI, 2010) created original concepts and recommended doctrine for a second 180( redirection within Human Resources across the US Government.  For the first time, Human Intelligence (HUMINT) was defined as fifteen distinct “slices,” only four of which are classified, all of them in the aggregate not being managed effectively.  The author believes a substantive change in the management of all fifteen slices would yield, in the Information Age, a quantum improvement in strategic, operational, tactical, and technical effectiveness for each military service, each Cabinet Department, and the Republic as a whole.


With this monograph the author begins a new focus on cyber-intelligence as strategic & service design, leveraging multinational information-sharing and sense-making as a substitute for constrained investments in personnel, materiel, facilities, and overseas engagement.


Looking specifically at the new U.S. Army Cyber-Command, officially created 1 October 2010 and still in a gestation period, with a Spring 2011 assessment milestone, the author describes the initial structure (Electronic Warfare, Computer Network Operations, Psychological Operations, Military Deception, and Operations Security) as the Maginot Line of the 21st century.


He recommends instead that the U.S. Army Cyber-Command, which already sees itself as responsible for “anything with an IP address,”
 envision itself as the brain, the heart, and the soul of the U.S. Army, creating the noosphere in which all minds, all things, and all places are seamlessly connected, informed, engaged, and leveraged such that the U.S. Army is able to defeat all enemies without fighting—the acme of skill according to Sun Tzu.


He goes further, expanding on his earlier articulation of the “Core Force,”
 suggesting that the U.S. Army is the only existing organization capable of becoming the Core Force for the Department of Defense, for U.S. Whole of Government, and for Multinational Hybrid Task Forces, all of them requiring cyber-services including secure communications and reliable intelligence (decision-support).

The author strives to engage, to inform, and to provoke.  His core conclusions are that Cyber cannot be commanded but it can be nurtured and leveraged; that Cyber is everything, always such that each individual mind and each individual piece of equipment must be “live” (have an IP address) at all times; that Cyber must achieve both total external situational awareness and internal coherence and integrity of means, ways, and ends; and finally, that the U.S. Army Cyber-Command is positioned to be catalyst for a very real, very fast, and relatively inexpensive transformation of the U.S. Army.

DOUGLAS C. LOVELACE, JR.

Director
Strategic Studies Institute
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PREFACE


This monograph is intended to be a decision-support aid to those charged with the future of the U.S. Army across all mission areas, with a specific focus on how they might embrace the U.S. Army Cyber-Command as a change agent, along with the Civil Affairs Brigade (CAB).

In my view, the U.S. Army Cyber-Command should not be focused on the “Maginot Line” of Information Operations (IO) as they have been defined to date by Joint Publication 3-13.  

Electronic Warfare, Computer Network Operations, Psychological Operations, Military Deception, and Operations Security are all Industrial-Era concepts and capabilities.  They have been overtaken by 21st Century concepts and capabilities that are lacking within the U.S. Army but that can be achieved very quickly and relatively inexpensively IF (a big IF) a change in leadership mind-set can be achieved, even if only among a handful of U.S. Army leaders.

Displacing these old concepts (while taking over their personnel, budgets, facilities, and other resources) are the tri-fecta of Open Spectrum, Free/Open Source Software (F/OSS), and Open Source Intelligence (OSINT); along with deep commitments to education (both foundational and continuing), integrated whole of government and multinational operations, and a completely new approach to information security that abandons the centralized “command” model and instead leverages the reality that security in a distributed network of humans, devices, applications, and data types can only be achieved via distributed means.  Education, not technology, is how we advance.

In my view, the U.S. Army Cyber-Command could be a catalyst for deep, fast changes to Army Personnel (G-1), Army Intelligence (G-2), Army Operations & Training (G-3), Army Logistics (G-4), Army Civil-Military Operations (G-5), Army Communications & Electronics (G-6), and all Army mission areas across policy, acquisition, and operations.

On the next few pages I introduce four big concepts that are expanded upon in the balance of the monograph—although I have said these things before, notably in 1994 to the National Research Council team reviewing the U.S. Army multi-billion communications architecture,
 no one was willing to listen then.  This monograph is a new attempt—with new information—seeking to help the U.S. Army.

BIG IDEA #1:  DESIGN FORCE FOR THE INFORMATION ERA
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Elsewhere I have documented both my own research to the effect that the U.S. Government (USG) is exploiting less than 2% of the relevant information;
 others such as General Tony Zinni have testified that the secret world provided them with “at best” 4% of their command knowledge,
 while Brigadier General Mike Flynn has written that in Afghanistan national intelligence has been “irrelevant.”
  Anthony Cordesman says the same thing in a larger context.
  Despite my advocacy of Open Source Intelligence (OSINT) for the past 22 years, and despite roughly 90 governments today having OSINT organizations, we still have not made the cultural shift away from defaulting to secrets however inadequate, toward embracing the 80% to 90% that is not secret.  Now is the time to make that cultural shift.  Below is the starkest possible illustration of why this will be beneficial to the U.S. Army and through the U.S. Army, for U.S. Whole of Government and for multinational hybrid task forces.
Figure 1:  Leverage the Information Commons & the Eight Tribes

BIG IDEA #2:  DESIGN FORCE AROUND HUMAN INTELLIGENCE

Since the end of World War II and throughout the Cold War, the USG has substituted technology for thinking, a process coincident with the commoditization of the human being by corporations.
  Despite an early understanding in the 1960’s of how “special” educated and trained humans could be, we designed the force toward technology of, by, and for contractors, to the point that contractors outnumber the uniformed force in the field, a dysfuntionality made worse by the introduction of Private Military Contractors (PMC) that are expensive in both financial and logistics terms, and counter-productive in political-legal and ideo-cultural terms.


Not only are we failing to leverage full-spectrum human intelligence (HUMINT) as it exists, but we are failing to recognize that the human brain is the single inexhaustible resource we have—not just the US human brains, but multinational human brains steeped in cultural intelligence and other forms of understanding we cannot learn.
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Figure 2:  Full-Spectrum Human Intelligence

BIG IDEA #3:  ABANDON THE MAGINOT LINE LEGACY SYSTEMS
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Below is a graphic I created after studying the work of Robert Garigue, a Canadian pioneer in the Information Warfare and Cyber-Defense arenas, who died in 2007 at the age of 55.
  He was unique in my view for understanding that cyber-everything is about truth & trust, not about bits and bytes.  It is not possible to centralize cyber-anything when all of the users, devices, applications, and data are decentralized.
Figure 3: Old Control Hierarchy versus New Distributed Model


It is in this context that I present the notion that the U.S. Army Cyber-Command is destined to fail if it stays on course to do more of the wrong things righter.
  At the same time, there is every reason to believe that the Cyber-Command can lead a radical transformation of the U.S. Army across all mission areas—leader (and soldier) mind-set is everything.  We get a grip on information, human minds, and the network as an enabler of multinational truth & trust.


What we have been doing since World War II has not been working for the majority.  We keep trying to do the wrong things righter, at enormous expense, with very costly socio-economic, ideo-cultural, techno-demographic, and natural-geographic outcomes.
	Current Cyber-Command
	Proposed Cyber-Command

	Electronic Warfare
	Open Spectrum & F/OSS

	Computer Network Operations
	Data Security from Hand to Cloud

	Psychological Operations
	Public Intelligence/OSINT

	Military Deception
	Whole of Government/Multinational

	Operations Security
	Education


Figure 4:  Migrating from Industrial to Information-Era Concepts


By way of emphasis, below is General Al Gray’s 1989 depiction of the differences between the conventional threat (toward which existing Cyber-Command is oriented) and the emerging threats—threats that are now fully developed and global to local in nature—22 years wasted because no one wanted to listen to the Commandant himself.

	Conventional Threat
	Emerging Threat

	Governmental
	Non-Governmental

	Conventional/Nuclear
	Non-Conventional

	Static Orders of Battle (OOB)
	Dynamic or Random OOB

	Linear Research & Development
	Non-Linear “Off the Shelf”

	Rules of Engagement (ROE)
	No ROE—No Constraints

	Known Doctrine
	Unknown Doctrine

	Strategic Warning
	No Indications & Warning (I&W)

	Known Intelligence Assets
	Unlimited 5th Column


Figure 5: 1989 Understanding of the Threat Differences

BIG IDEA #4:  ENABLE MULTINATIONAL FORCE SOLUTIONS

This is the biggest idea of all, and requires the greatest shift in mind-set among all concerned.


The core of this idea revolves around information being the common element that can be used to voluntarily harmonize personnel, intelligence, operations, logistics, and all other aspects of war and peace—not just multinational military forces, but all “eight tribes”
 acting in concert by common interest, with information as the driver.

When AVIS, the rental car company, decided to deconstruct itself, it out-sourced everything except its databases.
  There are two major business concepts embedded in this decision.  

The first recognizes that in a complex global environment it is not cost effective to maintain forces in readiness for every possible eventuality—“on demand” services that can “mix and match” on a “just enough, just in time” basis become the lever for achieving success.

The second recognizes that the key to being successful—agile, responsive, effective—in this new “everyday chaos” is information.  Not just information, but the right information, in the right language and medium, delivered in a manner that inspires trust and therefore action.


There is a third concept, not well developed to date, but implicit in past studies and worthy of emphasis here: it is the human mind that we seek to influence, and information is how we influence the organization of a multiplicity of forces, and how we influence the minds we are seeking to engage.


Cyber-Command thus centers on the ability to collect, process, analyze, and present information to the broadest possible range of potential actors, both individual and organizational—all multi-cultural and multi-faith in nature—and do so in a manner that inspires trust through truth, and hence concerted action to common ends.  


In light of our decades of duplicity and deceit since the end of World War II and the Marshall Plan, migrating from a mind-set steeped in the power to do anything “because we can,” toward a mind-set that recognizes that multinational consensus is the only sustainable basis for peace and prosperity, is a non-trivial challenge.


Cyber-Command will be opposed by all those who have been promoted or have benefitted financially from the methods of the past.


A different way of looking at the shift can center on the current means by which the U.S. military plans for complex operations, through the Time-Phased Force and Deployment Data (TPFDD) process.


The TPFDD is a classic Industrial Era process that assumes that everything that is needed is on hand, and that it must simply be channeled by “command & control” means so as to arrive in a timely and coherent fashion. 


The Information Era process is the exact opposite.  As David Weinberg points out in his book, Everything is Miscellaneous: the Power of the New Digital Disorder,
 in the new digital era nothing can or should be “fixed” because that limits it to one owner, one use, one time access.  Instead, everything is in “free float” so that multiple parties can use it in divergent ways, sharing and deconflicting “on the fly.”


The Peace Jumpers that I proposed for Haiti in January 2010 are representative of how this new process would work.

00:00  Earthquake7.2 Magnitude  Occurs–All Communications are DOWN

00:45  Multinational Decision Support Center (MDSC) activates response cell

00:60  Trinidad & Tobago Strip Alert Air Recon Takes Off

01:30  Preliminary wide area view reaches MDSC and SOUTHCOM

02:00  SOUTHCOM Strip Alert Civil Affairs Brigade (CAB) 21 Peace Jumpers Fly 

02:30  SOUTHCOM Strip Alert CAB 21 6-Hour Response Big Bird Takes Off

04:00  CAB 21 Peace Jumpers Parachute into 4 separate locations

04:30  CAB 21 Peace Jumpers provide four separate GPS LZs for GPS-Para Drops

05:00  CAB 21 “Peace from Above” Bulk water, blankets, rations begin to drop

05:30  CAB 21 Re-Supply Masters & Emergency Medical Teams parachute in

06:00  Preliminary Multinational Needs List Generated from four locations

06:30  MDSC coordinating multinational lift to regional break-down points

Other entries in the Phi Beta Iota Public Intelligence Blog in those early days highlight the clear presence of old mind-sets unable to comprehend, much less cope with, the Haiti challenge and opportunity, and the commensurate death of the Industrial Era model for Command & Control, Communications, Computing, and Intelligence (C4I).


Now, to conclude this prefatory overview, two more illustrations—the first a multinational regional big to small logistics campaign plan that was never considered, the second a bottom-up information-driven Reserve TPFIDD, a CAB 21 Peace Jumper specialty.

Below is a snap-shot of the region and of Haiti, showing immediately available “big air” logistics break-down hubs that could have converted multinational loads into “small air” deliverables.  Similar arrangements could have been made for maritime deliverables.
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Figure 6:  Regional Logistics Big to Small Conversion Concept


Such an approach would have been needed—and may be needed in the future, because those sending assistance are still in the old mind-sets focused on big loads.   Below is illustrated a Range of Gifts Table that the Peace Jumpers could create instantly, harnessing other volunteers, to enable precision-drops in a “Peace from Above” campaign.  If combined with geodesic dome construction materials and individual home sewage composting and water purification unit running on solar and pedal power, the need for physical touchdown would be sharply reduced.  Haiti could have been—could still be—the first major [image: image6.jpg]Poverty
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multinational IO campaign in modern history.

Figure 7: Cyber-Command 21—Influencing How Others Spend


This is nothing less than the 21st Century equivalent of precision munitions, with on-demand precision giving.

Given the degree to which individuals contribute to non-governmental organizations that then mis-direct as much as 80% of the donations to their own ends, this approach has the added advantage of introducing  accountability through transparency—Peace Jumpers can train indigenous personnel to certify deliverables via Short Message Service (SMS) using the routing numbers on the deliverables corresponding to the Peace Jumper requirement as processed by CAB 21.

This concept is equally applicable to combined arms combat operations as well as combat support operations.  The reality is that we have today an unaffordable “one size” military that assumes unilateral responsibility and virtually unlimited resources, with the bulk of the budget going to dysfunctional “big” systems designed by the lowest bidder using a constellation of incoherent vendors selected for their political utility instead of their engineering competence.  In a more austere and yet more flexible modern and multinational environment, Cyber-Command can adapt this approach to coalition combat operations.


In recommending this radical but necessary departure from the past, I am acutely conscious of the imminent draconian cuts in defense spending.  The good news is that so much money is being wasted now, that alert commanders can “beat the dive” by cutting the old sooner, and rapidly launching new initiatives are that are cheaper, better, and faster, in essence staying one step ahead of the cuts.


This is, I believe, a “win-win” situation for U.S. Army leaders willing to engage with the reality that a top-down unilateral technology-driven approach to warfare—and to peace—is no longer sustainable.

It’s time we start doing the right things.  The U.S. Army Cyber-Command seems like a great place to start.  Smart, Stable, Successful.  GO ARMY.
CYBER-COMMAND: ALL MINDS,
ALL THINGS, ALL PLACES, ALL THE TIME

INTRODUCTION


Since 1989, when then Commandant of the Marine Corps, General Al Gray, published “Global Intelligence Challenges of the 1990’s,”
 and the results of  the first Marine Corps Intelligence Center (MCIA) product, Overview of Planning and Programming Factors for Expeditionary Operations in the Third World,
 were disseminated, strategists and strategic-level intelligence professionals have known that we have a military that is too heavy, too complicated, too expensive, and too unreliable for 21st Century needs.


Within the Marine Corps, and firmly grounded on the evidence developed by the MCIA, two force structure studies in a row were told that we needed to move at least 5% of the shooters over to the thinkers box.  In both instances, the traditional mantra, “protect the shooters,” made the painstakingly-developed evidence moot.


The U.S. Army Strategy Conferences from 1995-1998 took on this disconnect, and the Army conference in 1998, “Challenging the United States Symmetrically and Asymmetrically: Can American Be Defeated?,” concluded with clarity that we not only did not have the needed force for the war after next, but that we needed four forces after next, not one: a Big War Force, a Small War & Constabulary Force, a Peace Force, and a Homeland Defense Force.


As with the Marine Corps, nothing came of this thoughtful gathering of evidence and presentation of alternative courses.


Finally, in 2004, the Defense Science Board published Transitions to and from Hostilities, and later, a study on Strategic Communications.
  Little happened, and despite the implications of the 2001 9/11 attack and the subsequent drawn-out failures in Iraq and Afghanistan, it was not until 2009 that stabilization & reconstruction operations were elevated (in theory) to be co-equal to kinetic operations.  At the same time, the field of Information Operations (IO) began to emerge, and from that, in 2010, both a national and multiple individual military service Cyber-Commands were formed.

CYBER-COMMAND CONCEPT: FRANKENSTEIN


Writing for the Army War College in 2004, Lieutenant Colonel Andrew B. Seward, USA, offers the following this apt overview.

“In a perfect world, a superior method for determining IO capabilities would be to conduct a visionary approach by answering the basic question, “what do we want to accomplish using IO?”  Once that question is answered, the next logical question would be, “what capabilities will we need to accomplish this?”  This method is euphemistically referred to as the “Eve” method, thus called because the biblical character Eve was created out of Adam’s rib bone based upon God’s vision of what was required for Adam.
  An “Eve”-based model of IO would develop capabilities that could best directly accomplish the desired IO endstate.


“However, a more apt analogy for describing the reality of IO capabilities today might be “Frankenstein” rather than “Eve”.  Whereas Frankenstein the monster was created by stitching together available body parts to form a whole body, we are striving to achieve our desired IO endstate using a stitched-together amalgamation of IO capabilities currently at hand.  The “Frankenstein” model is reality.  A cursory review of joint military suggests that a combining of existing military capabilities or related activities forms the current doctrinal basis of IO capabilities.  What are these IO capabilities and related activities to be applied?  According to Joint Pub 3-13, they comprise the existing functions known as Operations Security (OPSEC), Military Deception, Psychological Operations (PSYOPS), Electronic Warfare (EW), Physical Attack/Destruction, Computer Network Attack, Civil Affairs (CA), Special Information Operations (SIO), Information Assurance (IA), Education, Training, and Awareness, Intelligence Support, Physical Security, Counterdeception, Counter-Propaganda, Counterintelligence (CI), Public Affairs (PA), Command Information, and Offensive IO Support.
  Some of these functions, notably OPSEC and EW, are found in both the existing categories of ‘Offensive IO’ and ‘Defensive IO’.”


To this we would only add, quoting Paul Strassman, then Director of Defense Information, “Information Technology makes bad management worse.”
  


Below is an illustration from LtCol Seward’s paper, converted to a list to enhance visibility of the pieces of the Cyber/IO organziation.

Comprehensive

Internal

Protective (Information Assurance, Physical Security, OPSEC, EW, Offensive IO Support)

Resistive (Information Assurance, Counter-Propaganda, Counter-Deception, Counter-Intelligence, EW)

Restorative (Information Assurance)

Shared

Dissemination (Education, Training, & Awareness; Command Information, Civil Affairs, Public Affairs)

Acquisition (Intelligence Support, EW, PSYOP, Civil Affairs, Public Affairs)

Assessment (Intelligence Support, Education, Training, & Awareness, Civil Affairs, Public Affairs, EW)

External

Physical Effects (Physical Attack, EW, Offensive IO Support)

Persuasion (PSYOP, Military Deception, Civil Affairs, Public Affairs, Offensive IO Support, OPSEC)

Exploitation (SIO, CAN, Military Deception)
Figure 8:  Cyber-Command as Frankenstein Kludge


As we contemplate the emergence of national, departmental, and service-level  “cyber-commands,” the above cannot be seen as anything other than a “kludge.”  One must ask the question:
 WHO needs to know WHAT, WHEN, to what END, in what FORM? and the corollary to that question: WHO needs to be blocked from knowing WHAT, WHEN, and HOW?  Other more fundamental questions should also be asked: what is the mission of the U.S. Army?  How should the U.S. Army transform to be the “Core Force” for 21st Century operations?

This is called “functional analysis.”  The US Government has forgotten how to do it.  Knowing who needs to know what comes before the supporting questions of how, when, and where, and the related questions of information assurance, information reliability, and information security.

A major aspect of the mission assessment for the new Cyber-Command must center on the degree to which the system today defaults to classified or “system-high” information processing, to the exclusion of both unclassified information (the bulk of the needed relevant information) and of the multinational and non-governmental partners who must be integrated at least in terms of information-sharing and sense-making, regardless of what formal protocols might or might not exist.


IF a decision is made to default to unclassified information AND to default to multinational campaign planning, THEN the U.S. Army has an opportunity to back away from extraordinarily complex and expensive legacy systems—or at least narrow their employment to selected “Big War” units and mission areas—while exploring the very significant economies of cost and force available in the open world and specifically at the intersection of Open Spectrum, Free/Open Source Software (F/OSS), and Open Source Intelligence (OSINT). 


IMPORTANT:  Whole of Government as well as state and local environments have precisely the same need for unclassified information-sharing and sense-making with modest information security needs as do all of the tribes operating in the multinational and non-governmental environment.


THIS MEANS that the U.S. Army Cyber-Command could, if it pursues this course of investigation and exploitation, be the lead element in moving away from a Cold War force paradigm dominated by unilateral secrecy and complex technologies and databases that are generally not inter-operable and very often not relevant at all to the needs of the moment (e.g. the needs of a company commander in Afghanistan or a Civil Affairs team in the Sudan); and instead move toward a 21st Century force paradigm that acknowledges that 80% or more of the money, the personnel, the materiel, and the information needed to be effective in pursuing desired outcomes are not under our control, never will be, but can be influenced with cyber-services.
JOINT PUBLICATION 3-13


Recognizing that the U.S. Army Cyber-Command is in gestation and is intended to be something more than “just” Information Operations (IO), we should at least examine this doctrinal document.


Right up front, assuming a five year cycle, this 2006 publication should be re-written in 2011, and the U.S. Army should strive to be the lead element in developing the joint as well as the multinational and non-governmental concepts and doctrine for the new release.


JP 3-13 defaults to classified, citing as primary guidance National Disclosure Policy (NDP) 1, National Policy and Procedures for the Disclosure of Classified Military Information to Foreign Governments and International Organizations and DODI O-3600.2 Information Operations (IO) Security Classification Guidance.  In my view, the first step that must be taken is to create a concept of operations and an architecture that default instead to unclassified information-sharing, multinational and non-governmental sense-making, and time-based security.

Immediately noticeable as absent from the existing document are education & training, intelligence as a principal function, and research.  The design of systems that interact with humans, and the design of the human education & training as well as operational over-sight and over-lapping human authorities, are in my view a critical part of Cyber-Command.  IO training should not be service-specific, it must even go beyond joint toward multinational, such as now being developed for the United Nations by the Folke Bernadette Academy in Sweden, where multinational information-sharing courses are offered.

Treating IO training for personnel in general as “cultural awareness” is completely off-the-mark.  What we are really seeking is a total blending of humans with the network, such that “we” move as one, think as one, and the network is of, by, and for humans, not an isolated entity maintained by contractors at great expense without making substantive contributions to the policy, acquisition, and operation of every mission area.


While Computer Network Operations (CNO) encompasses everything with an IP address, the doctrine appears to lack emphasis on how the totality of the managed network impacts on warning, analytics, and decision-support (intelligence) at every point across the U.S. Army, across every mission area, at every level.


The document states that the information environment is phsycial, informational, and cognitive, but it appears to focus more on what we might do to the enemy (assumes to be relatively advanced in the electronic arena), less so on our own personnel.  The document says: “To succeed, it is necessary for US forces to gain and maintain information superiority.”
  


My understanding of information superiority may be more complex than most, but it includes, at a minimum:

1.  Complete exploitation of the entire spectrum without conflict

2.  Reliable hardware and software that is fully integrated and without proprietary constraints, bugs, and other hidden costs

3.  Timely access to all relevant information in all languages and mediums all the time.


The document addresses public affairs, civil affairs, and support to public diplomacy as being “related” to IO rather than fully integrated.  At the same time, throughout the document, and this may be its greatest flaw, the intelligence community has seen fit to entrench a very strong “don’t expect much.”  The constant refrain that “long lead times” will be needed is an admission of known incapacity.

The incapacity of conventional intelligence to play well with IO is reiterated with the attempt to separate Signals Intelligence (SIGINT) from Electronic Warfare (EW) and Electronic Counter-Intelligence (ECI).  This reiterates, in my mind at least, the probable need for the network to be both the computer and the intelligence community.


The document is completely lacking in providing for the full integration of multinational and non-governmental elements into all aspects of IO.  While it makes reference to exploiting the knowledge of multinational partners, it does not contemplate an integration of multinational intelligence, communications, or IO however defined.

If the information environment is “the aggregate of all individuals, organizations, and systems that collect, process, disseminate, or act on information,” then IO is about everything always.


As a case in point, the National Geo-spacial (Intelligence) Agency (NGA), National Security Agency (NSA), and Defense Intelligence Agency (DIA) are treated as remote data support elements, not as subordinate elements of a much larger cyber force.


In the same section of the document, the cognitive dimension is not focused on support to cognition.  The minds of our own personnel are treated as being isolated from the network, and no provision is made for seamlessly integrating human minds and automated data that is visualized for each mind on a just enough just in time just right basis.  A major advance in IO will come from the creation of a network able to ingest all data, process most of it at machine speed, and provide to each human all of the automated tools they need in something the size of a Borg earpiece with microphone and eye-screen.


Cyber-Command, to be effective, must make sense of the data, not just move it around and protect it.  Hence, the authorities of Cyber-Command must be comprehensive, and very often will have to take precedence over the authorities of the mission area commander.


What really jumps out across the document is the need to revisit all authorities having anything to do with the electronic environment, the hardware and software associated with that environment, the multi-media multi-level secure data it carries, and the totality of the policy, acquisition, and operations training, equipping, and organizing of the total force.


Equally clear is the need to revisit core information and intelligence requirements from a human stand-point.  Right now the system appears to be defined by databases and agency or service specific systems, none of which are interoperable.  The solution in the document, “liaison officers” is untenable for the simple reason that absent machine-speed interoperability, the entire purpose of having a system is defeated—it becomes a burden on our OODA loop instead of an enabler.

The entire document isolates IO from everything else, rather than treating IO as an integrator and enabler for unity of command or unity of effort.  This lack will be even greater if multinational and non-governmental capabilities are not fully embraced in the drafting of the 2011 version of the document.

In this light, it is clear that JP 3-08 Interagency, Intergovernment Organization, and Nongovernmental Organization Coordination during Joint Operations, Volume I, would appear to need a complete re-do, hopefully in partnership with the Civil Affairs, Public Affairs, Staff Judge Advocate, Medical, and Military Police specialists, among others.  The two documents should—must—be redone together. 

The transfer of J-39 into the Cyber-Command model begs for the transfer of the J-39 equivalents from the 1 through 9 counterparts.  In fact, it suggests the need for a Cyber section in every mission area.

Foreign languages are glossed over in the document.  Machine-speed foreign language translation as well as network-enabled distributed human foreign language translation must receive much more emphasis, with 33 core languages, 12 dialects of Arabic, and ultimately 183 languages provided for in the planning, programming, and budgeting of the Cyber-Command’s future years.


As I look at Joint Publication 3-13, Information Operations, I see an opportunity for the U.S. Army Cyber-Command.  Given the complexities of the various DoD and Whole of Government pieces of the intelligence, operations, and communications environment, such as the Defense Information Systems Agency (DISA), the Joint Spectrum Center (JSC), the Joint Operation Planning and Execution System (JOPES), and the Joint COMSEC Monitoring Activity (JCMA), there would appear to be a clear path toward deferring all classified cyber-command authorities, concepts, doctrine, planning, programming, and budgeting to the national Cyber-Command under the U.S. Strategic Command (USSTRATCOM), while the U.S. Army Cyber-Command takes on the task, on behalf of DoD and Whole of Government, of developing 21st Century authorities, concepts, doctrine, planning, programming, and budgeting for unclassified multinational and non-governmental information-sharing and sense-making in support of combined operations inclusive of Opposing Force (OPFOR) exercises and the creation of education and training intended to instill Operations Security (OPSEC) among all participants in any collaborative campaign.
WHO NEEDS TO KNOW WHAT, WHEN, HOW, WHY?

Rather than repeat two decades of reflection and writing on this core question, i.e. what should intelligence (decision-support) and counter-intelligence (decision defense) be doing for the commander,
 I will simply illustrate below how a zero-based “Clean Sheet” Bottom-Up intelligence and warfighting needs study might be organized.

	
	POLICY
	ACQUISITION
	OPERATIONS

	Strategic
	
	
	

	Operational
	
	
	

	Tactical
	
	
	

	Technical
	
	
	


Figure 9: Intelligence & Warfighting Needs Study

The raw fact is that the US defense budget is both out of control and headed for a very steep decline.  The human factor, once understood to be so very special, has been neglected for decades, with technology substituted for thinking, to the point that contractors often out-number uniformed personnel on the battlefield.

It can be said that the US does not have a “way of war” as much as a “way of battle,”
 and that we are now confronted with the reality that much if not most of what we have built at such great expense over the past two decades does not work, is not needed, and cannot be supported financially, logistically, or with our current state of human resources at their current level of education, training, and awareness.

We are back to the basics.  To get Cyber-Command right, we have to first ask: what is our strategy? what is the threat to our strategy?  what force structure do we need to achieve our ends?

Within all of the above, we should be asking what information do each of our elements need, from strategic corporal to action officer to commander?  How can we best communicate that information, in what form, with what timeliness, to best effect?

Only then should we be contemplating how best to organize the technology of information in order to enable information operations.
WHO NEEDS TO BE BLOCKED FROM KNOWING?
One of the continually astonishing aspects of US national security decision-making is the degree to which it is both remote from reality, and oblivious to the absurdity of its planning, programming, and budgeting decisions in relation to reality.  Most of these decisions make sense only if viewed as pork for contractors.

Looking at the U.S. military clearly immediately reveals that 4% of the force takes 80% of the casualities, and yet less than 1% of the total Pentagon budget is spent training, equipping, and organizing that force: the infantry.

There are two key points I want to make here.  First, to the degree that offensive cyber-operations or any other major national security acquisition programs detract from investing in the infantry’s capabilities and security, they must be suspect.  Second, to the extent that offensive cyber-operations ignore the reality that 90% or more of our existing and future “enemies” are less dependent on sophisticated information technologies, they must be suspect.

The “eastern” way of war has been well-illuminated by a wide range of books, among which those by H. John Poole, such as Phantom Soldier: The Enemy’s Answer to U.S. Firepower
 stand out.  Human education, training, and awareness is the means by which U.S. technical weight is off-set to the point of defeat, as in Viet-Nam, or bankruptcy, as in Iraq and Afghanistan.  Worse, the raw fact is that U.S. secret intelligence is incapable of supporting our commander’s in the acquisition and engagement of “small war” or “unconventional” targets,
 and even when dealing with the totality of an entire regional command, U.S. secret intelligence provides, “at best,” 4% of the regional commander’s knowledge as employed in the execution of his duties.

It is in this context that I propose a fresh look at our priorities in the Cyber-Command arena.  We can start with what do we need to know about reality?  what do we need to know to make Constitutionally-sound decisions about national security that are unequivocably in the public interest?  what do we need to know to train, equip, and organize our force to be effective against all enemies, domestic and foreign, given a severe economic decline and a severe destabilization of the world, with over 175 failed states at this time?

FROM COLD WAR TO HOT PEACE

In the 21st Century, the Industrial Era paradigm comprised of closed systems, bureaucracy, information-hoarding, lanes in the road, and a top-down hierarchical structure is displaced.  That old paradigm is a kinetic paradigm, one well-suited to orchestrating the massing of physical objects intended to have a physical effect across physical terrain.
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Before looking at five aspects of the proposed Cyber-Command, we should first establish the context: what is the threat?  The below figure illustrates the high-level threats to humanity as determined by LtGen Dr. Brent Scowcroft, USAF (Ret.) and other distinguished persons.

Figure 10:  Intelligence Maturity


In this construct, the complexity of the targets requires a commensurate complexity of sources & methods that cannot be developed nor applied in the traditional unilateral manner.  This one figure captures the radically altered environment in which the Cyber-Command must operate.


Rather than spend time critiquing Cold War era emphasis on Electronic Warfare (against the Soviets), Computer Network Operations (also known as Pentagon spaghetti), Psychological Operations (fool the stupid first), Military Deception (when you have static lines), and Operations Security (scare your own into silence), I want here to set forth in simple terms some concepts for consideration.  Uniformed commanders and their staffs will make the choices, my sole purpose with this monograph is to articulate alternatives that may not be under consideration because neither the existing government personnel nor their long-standing contractors are attuned to these alternatives.


Below Figure 4 is repeated.  This section will address each of the five elements of  the proposed Cyber-Command.
	Current Cyber-Command
	Proposed Cyber-Command

	Electronic Warfare
	Open Spectrum & F/OSS

	Computer Network Operations
	Data Security from Hand to Cloud

	Psychological Operations
	Public Intelligence/OSINT

	Military Deception
	Whole of Government/Multinational

	Operations Security
	Education


Figure 11: Focus on the Future


The future is open, inclusive, and citizen-centered.  I struggled with the data entry and date inter-operability challenges while serving in the Office of Information Technology (OIT) in the Directorate of Administration (DA) at the Central Intelligence Agency (CIA).  I learned two things: first, that no one nation, much less any one organization, can “capture” all information in all languages all the time; and second, that it is possible to create an environment where all of the information is accessible to all—it must however be an open shared environment.
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Below is illustrated in one single graphic all of the “opens” that are converging, with an emphasis on the three opens that are recommended for emphasis within the U.S. Army Cyber-Command.

Figure 12:  Open Everything


The above is illustrative, not definitive.  Of course we need spies and secrecy, the point is that we have those, we do not have the authorities, concepts, doctrine, training, equipment, and organization to leverage all the “opens,” and that is the take-way from this section: the U.S. Army Cyber-Command can and should “get a grip” on t he all of the opens because it is the only way the U.S. Army will be able to achieve its role as a “Core Force” for Whole of Government/multinational operations in which information is the common currency and the means by which the U.S. Army leads, influences, nurtures, and effects.


The next concept we must address is that of data integrity, a much larger concept than data “security.”  This is less about keeping data secret, and more about assuring that the provenance of  the data is known—is the data truthful and can it be trusted?  First, data integrity must originate, be embedded, at the point of creation, and be fully enveloped in both data at rest encryption protection, and with persistent attributes of time, date, space, and human originator.  Second, the cloud, where all of the data will reside and mix, cannot be secured in the classical sense of the word.  

Below is an illustration of the cloud of clouds, side by side an illustration of the current fragmentation of knowledge.  Humans, not machines, will be central to relevant data acquisition and exploitation, in this environment.
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Figure 13:  Human Cloud of Clouds Accessing Knowledge


Psychological Operations (PSYOP) assume that an external perception can be crafted, delivered, and implanted effectively.  This may have been the case at one time, it is no longer the case.  Furthermore, at its best, PSYOP training for enlisted personnel consisted largely of instruction on how to load air canisters with leaflets, and set up other forms of equipment, all having nothing to do with the content or the context.


Today at least ninety governments have Open Source Intelligence (OSINT) units, in large part because the North Atlantic Treaty Organization (NATO), then under General William Clark, USA, “bought in” to the concept and funded both a briefing for all of the flag officers and colonels in charge of military intelligence for the respective member nations (including the Partnership for Peace or PfP nations), and funded the development, publication, and global online promulgation of the NATO Open Source Handbook, the NATO Open Source Reader, and NATO Intelligence Exploitation of the Internet.


Cyber-Command faces two realities around the globe: the first is that the public is now armed with a range of devices with which to Observe, Orient, Decide, and Act (OODA); and the public is—especially in the aftermath of the WikiLeaks saga of 2010
—not at all inclined to believe anything that any government or corporation might assert without complete transparency of evidence.


In this context, cyber-command and cyber-influence must center on the truth and on trust.  Cyber-security becomes the means to share trusted truth, and that means becomes the primary service of common concern that the U.S. Army can provide to the eight tribes in every clime and place of operational interest to the USG.


This assertion will run contrary to the conventional wisdom.  The current obsession appears to be on the integrity of the physical communications and computing infrastructure, and on the process of information transfer.  Glossed over is the FACT that 4%, “at best” of the commander’s situational awareness comes from secret sources and methods; the FACT that any given command is equipped for at best two Secret Internet Protocol Router (SIPR) Networks for joint task force operations, with some commands such as the U.S. Central Command (USCENTCOM) having as many as twelve task forces at any one time, all struggling to operate at the high side.


DoD leadership is on record as saying that the military cannot do it alone, but there has been no change of substance within either DoD, where Stabilization & Reconstruction (S&R) is now supposed to be co-equal to kinetic operations, or within the rest of the USG.  Despite the publication of an ambitious Quadrennial Diplomacy & Development Review, it fails to acknowledge the reality that there is no “surge” or “expeditionary” capability in any of the civilian agencies less the Agency for International Development (AID), and there is no money for contractors, even if qualified cost-effective contractors could be found.


Below is an illustration of why humans—multinational and non-governmental humans—are so vital to the prosecution of all future campaigns by the U.S. Army, the joint services, the USG, or any multinational body.  Humans, not the network, are central.
Figure 14:  Inter-Mingled Challenges No Computer Can Handle


Finally, we come to education, the sole means by which the culture of an organization, a Cabinet Department, a Nation, or a generation can be developed, modified, or evolved.

General Peter Schoomaker, USA, then Chief of Staff of the U.S. Army, was among the first to observe that our military schools spend too much time focusing on the folding and storing of underwear, to take one memorable example.  Education today must not only address the different learning styles and interests of the Digital Natives manning the force, but must also be “on demand,” or “just enough, just in time.”


THIS MEANS that the communications network of the future is PRIMARILY an on-demand education and information-sharing network, NOT a command & control network.  That has HUGE implications for how the network should be designed, installed, maintained, and defended.



One author, Curtis J. Bonk, has produced an extraordinary book, The World is Open: How Web Technology is Revolutionizing Education. 
 From that book I list below the ten trends that I believe are equally applicable to both U.S. Army training (and of course joint and inter-agency training) but to multinational operations as well.

01 Web-Searching
02 Blended Learning
03 Free/Open Source Software (F/OSS)
04 OpenCourseWare
05 Learning Portals
06 Learners as Teachers
07 Electronic Collaboration
08 Alternative Reality including Serious Games
09 Mobile Real-Time Learning
10 Networks of Personalized Learning
Figure 15:  Ten Trends in Global Open Education

The same network that coordinated pre-educated personnel is now the network that must train mixed groups “on the fly.”  The network is the means for monitoring, for educating, for providing decision-support, for influencing, for orchestrating combined actions.
CONCLUSION
A few thoughts on key topics.

Authorities.  Cyber-Command is an opportunity to examine and modify every single authority applicable to U.S. Army policy, acquisition, and operations.


Organizations.  Every organization must be served by Cyber-Command, and it may be that the right approach is a mix of an organic Cyber-Command with distributed Cyber-Nodes within every organization.

Signal Management.  Could it be that the time has come to migrate to Open Spectrum, smart devices that share and deconflict on the fly, with security embedded in the data rather than the signal?

Enterprise Services.  The desktop is on the way out.  The laptop is too much, the hand-held too limited.  Could the answer be a combination of simple cell phones for every person, and call centers that do answers, not just signals?
Operationalize Cyber.  Should this focus on creating a network, adapting a network, adopting a network, educating the force, all?  Who needs to know what, when, how?  Leverage the cloud?
Execute Full Spectrum Cyber.  Does this strive to deconflict decades of very bad acquisition, or do a clean sheet fresh start that leverages existing social networks, or a two-track strategy>

Global Command and Control.  This is an opportunity for innovation, experimentation, and transition.  The reality is that cyber cannot be micro-managed.  It must be self-healing.  The real question here is how does one leverage the resources of others, such as Nokia, Oracle, Microsoft, IBM, to achieve “virtual” control (trusted systems)?   Might this be more about monitoring and then orchestrating rapid human intervention “by name?”
Agile Cyber Proponency.  This is a potential pot of gold at the end of the rainbow.  Be the first to actually do functional analysis across all mission areas, extending into all eight tribes, covering all high-level threats and all policy domains—leverage CAB and aggressively recruit cyber-volunteers to “Open Space” sessions, both face to face and online.  Assume everything on the planet has an IP address.  What does this mean for the future of the US Army as Core Force?
Develop and Create 21st Century Cyber Warrior.   Every soldier a collector, producer, and consumer of information and intelligence.  What does this mean, especially when one in four fail the Army’s most basic enlistment examination?
Requirements and Resources.  21,000 people and related facilities and dollars should be enough.  Consider cutting 20% immediately, pulling away from secure legacy systems, buying ten times more capability in the  open world—Open Spectrum, Free/Open Source Software, Open Source Intelligence.
GLOSSARY
21

21st Century

C4I

Command & Control, Communications, Computing, and Intelligence
CA

Civil Affairs

CAB

Civil Affairs Brigade

CAN


CI

Counter-Intelligence

CIA

Central Intelligence Agency

CNO

Computer Network Operations

COMSEC

Communications Security

DA

Directorate of Administration

DefAtt

Defense Attache

DHS

Department of Homeland Security

DIA

Defense Intelligence Agency

DISA

Defense Information Systems Agency

DOCEX

Document Exploitation

DoD

Department of Defense

EW

Electronic Warfare

F/OSS

Free/Open Source Software

FBI

Federal Bureau of Investigation

GPS

Geospacial Positioning System

HTT

Human Terrain Teams

HUMINT

Human Intelligence

I&W

Indications & Warning

IJIC

International Journal of Intelligence and Counterintelligence
IO

Information Operations
ITT

Interrogator-Translator Team

JCMA

Joint COMSEC Monitoring Activity

JOPES

Joint Operation Planning and Execution System

JSC

Joint Spectrum Center

LNO

Liaison Officer

LZ

Landing Zone

M4IS2
Multinational, Multiagency, Multidisciplinary, Multidomain, Information-Sharing & Sense-Making
MCCDC

Marine Corps Combat Development Command

MCIA

Marine Corps Intelligence Center

MDSC

Multinational Decision Support Centre

MINUSTAH
United Nations Stabilization Mission to Haiti

NATO

North Atlantic Treaty Organization

NGA

National Geo-Spacial (Intelligence) Agency

NGO

Non-Governmental Organization

NSA

National Security Agency

OIT

Office of Information Technology

OOB

Order of Battle

OODA

Observe, Orient, Decide, Act

OPFOR

Opposing Forces

OPSEC

Operations Security

OSA

Open Source Agency

OSD

Office of the Secretary of Defense

OSINT

Open Source Intelligence
PA

Public Affairs

PfP

Partnership for Peace

PMC

Private Military Contractors

PSYOP

Psychological Operations

ROE

Rules of Engagement

SIO

Sensitive Intelligence Operations

SIPR

Secret Internet Protocol Router
SME

Subject Matter Expert

SMS

Short Message Service

SOF

Special Operations Forces

TPFDD

Time-Phased Force and Deployment Data
UN

United Nations

USG

U.S. Government
USSTRATCOM
U.S. Strategic Command

BIBLIOGRAPHY
Absher, Kenneth Michael, Mind-Sets and Missiles: a First Hand Account of the Cuban Missile Crisis (SSI, September 2009).  Lessons learned include the need to avoid having our political, analytical and intelligence collection mind-sets prevent us from acquiring and accurately analyzing intelligence about our adversaries true plans and intentions. When our national security is at stake, we should not hesitate to undertake risky intelligence collection operations including espionage, to penetrate our adversary’s deceptions. We must also understand that our adversaries may not believe the gravity of our policy warnings or allow their own agendas to be influenced by diplomatic pressure.
Biddle,  Stephen D. and Jeffrey A. Friedman, The 2006 Lebanon Campaign and the Future of Warfare: Implications for Army and Defense Policy (SSI, September 2008).  Critics of irregular-warfare transformation often cite the 2006 Lebanon campaign as evidence that modern nonstate actors can wage conventional warfare in state-like ways. This analysis assesses this claim via a detailed analysis of Hezbollah’s conduct of the campaign at the tactical through theater-strategic levels of war....

Blank, Stephen J., Rethinking Asymmetric Threats (SSI, September 2003).  U.S. policymakers, officials, and writers on defense have employed the terms "asymmetric" or "asymmetry" to characterize everything from the nature of the threats we face to the nature of war and beyond. The author challenges the utility of using those terms to characterize the threats we face, one element of the broader debate over the nature of war, U.S. strategy, and the threats confronting us....
Brinkerhoff, Derick W., Ronald W. Johnson, Richard Hilland, Guide to Rebuilding Governance in Stability Operations: A Role for the Military? (SSI, June 2009).  This guide focuses on the military’s role in rebuilding and establishing a functional, effective, and legitimate nation-state; one that can assure security and stability for its citizens, defend its borders, deliver services effectively for its populace, and is responsible and accountable to its citizens....
Bunker, Robert J., Five-Dimensional (Cyber) Warfighting: Can the Army After Next be Defeated Through Complex Concepts and Technologies? (SSI, March 1998).  Dr. Bunker's scenario frontally assaults some of the premises he sees emerging from the Army After Next Project. It posits not a new peer competitor for the United States, but a new type of enemy for which, in Dr. Bunker's view, we will be ill-prepared, given our likely force development azimuths over the next two decades.

Caddell, Joseph W., Deception 101--Primer on Deception (SSI, December 2004).  The author reviews the basic concepts related to "deception," defining terms, providing historical examples, and discussing problems associated with deception....
Cerami, Joseph R. and Jay W. Boggs, The Interagency and Counterinsurgency Warfare: Aligning and Integrating Military and Civilian Roles in Stability, Security, Transition, and Reconstruction Operations (SSI, December 2007).  The contemporary challenges underpinning interagency cooperation within the U.S. Government are not entirely new. This monograph addresses the security, stability, transition, and reconstruction missions that place the most pressure on interagency communication and coordination....
Cerami, Joseph R. and Jeffrey A. Engel, Rethinking Leadership and "Whole of Government" National Security Reform: Problems, Progress, and Prospects (SSI, May 2010).  On June 24, 2009, in Washington, DC, the Bush School of Government and Public Service and Scowcroft Institute of International Affairs at Texas A&M University, and the Strategic Studies Institute of the U.S. Army War College conducted a conference on Leadership and Government Reform. Two panels discussed "Leader Development in Schools of Public Affairs" and "Leadership, National Security and 'Whole of Government' Reforms."
Copeland, Thomas E., The Information Revolution and National Security (SSI, August 2000).  No nation has made more effective use of the information revolution than the United States, but none is more dependent on information technology. To protect American security, then, military leaders and defense policymakers must understand the information revolution...
Dauber, Cori E., YouTube War: Fighting in a World of Cameras in Every Cell Phone and Photoshop on Every Computer (SSI, November 2009).  Terrorist attacks are media events designed to draw the attention of the press since, without a larger audience, a terrorist attack will have accomplished very little. Shaping the attitudes and perceptions of the public can undermine the public will to fight. This is done by shaping media coverage....
Duggan, William, Coup D'Oeil: Strategic Intuition in Army Planning (SSI, November 2005).  Dr. Duggan shows how to reconcile analytical and intuitive methods of decisionmaking by drawing on recent scientific research that brings the two together. The result is "strategic intuition," which bears remarkable resemblance to von Clausewitz's idea of coup d'oeil in his classic work, On War....
Dorff, Robert H., Daniel J. Kaufman, James M. Smith, and Linda P. Brady, Educating International Security Practitioners: Preparing to Face the Demands of the 21st Century International Security Environment (SSI, July 2001).  The authors examine the challenges of the 21st century international security environment to which future strategic leaders and policy practitioners will need to respond....
Dunlap, Charles J., Technology and the 21st Century Battlefield: Recomplicating Moral Life for the Statesman and the Soldier (SSI, January 1999).  The author starts from the traditional American notion that technology might offer a way to decrease the horror and suffering of warfare. He points out that historically this assumption is flawed in that past technological advances have only made warfare more—not less—bloody....
Echevarria II, Antulio J., An American Way of War or a Way of Battle (SSI, 1 January 2004). The author examines the principal characteristics and ideas associated with the American way of war, past and present. He argues that Americans do not have a way of war, but rather a way of battle. LTC Echevarria contends that moving from a way of battle to a way of war will require some fundamental thinking about the roles of the grammar and logic of war, about the nature of U.S. civil-military relations, and about the practical resources necessary to translate military victory into strategic success.
Echevarria II, Antulio J. and Bert B. Tussing, From "Defending Forward" to a "Global Defense-In-Depth": Globalization and Homeland Security (SSI, October 2003).  The authors have examined the scope and substance of our National Security Strategy for Homeland Security (NSHS). Disturbingly, they find that the NSHS fails to address the challenges that globalization poses for the security of the American homeland....
Echevarria II, Antulio J., Globalization and the Nature of War (SSI, March 2003).  Globalization—the spread of information and information technologies, along with greater public participation in economic and political processes—is transforming every aspect of human affairs. What is not yet clear, however, are the impacts of these trends, especially how they might affect the nature of war. This monograph argues that the Clausewitzian trinity—hostility, chance, purpose—is still a valid way of looking at the nature of war in the 21st century....
Echevarria II, Antulio J., Wars of Ideas and the War of Ideas (SSI, June 2008).  Simply put, a war of ideas is a clash of visions, concepts, and images, and— especially—the interpretation of them.  Wars of ideas can assume many forms, but they tend to fall into four general categories (though these are not necessarily exhaustive): (a) intellectual debates, (b) ideological wars, (c) wars over religious dogma, and (d) advertising campaigns. All of them are essentially about power and influence, just as with wars over territory and material resources, and their stakes, can run very high indeed.
Eder, Mari K., Challenge to Change: Developing Leaders for the Nonkinetic Fight (SSI, June 15, 2009).  Career information officers were focused on hardware and information delivery systems rather than the act of crafting information products with intent and design.

Freier, Nathan, The Strategy Deficit (SSI, March 20, 2008).  An honest survey of post-Cold War national security policy exhibits a dangerous strategy deficit.

Gray, Colin, Recognizing and Understanding Revolutionary Change in Warfare: The Sovereignty of Context (SSI, February 2006).  Revolution in Military Affairs (RMA) was the most widely used, and abused, acronym in the U.S. defense community in the 1990s. Subsequently, transformation has superseded it as the preferred term of art. For the better part of 2 decades, American defense professionals have been excited by the prospect of effecting a revolutionary change in the conduct and character of warfare....
Jablonsky, David, The Owl of Minerva Flies at Twilight: Doctrinal Change and Continuity and the Revolution in Military Affairs  (SSI, May 1994).  Revolutions in military affairs have never been strictly military phenomena. Social and political transformations in the past have also been major and often catalytic ingredients of such revolutions....
Jayamaha, Dilshika, Scott Brady, Ben Fitzgerald, and Jason Fritz, Lessons Learned from U.S. Government Law Enforcement in International Operations (SSI, December 2010).  The authors investigate how the full range of law enforcement capabilities available to the U.S. Government has been applied in pursuit of U.S. strategic objectives in Panama, Colombia, and Kosovo. This analysis identifies a number of lessons to be learned about the use of such capabilities (in a holistic sense) in current and future international operations....
Johnson II, Douglas V., Warriors in Peace Operations (SSI, January 1999).  This collection of monographs has been assembled from the 42 Personal Experience Monographs written by the U.S. Army War College (USAWC) Class of 1998. The Personal Experience Monograph program was instituted immediately after the Gulf War with the original purpose of capturing first-person histories of various aspects of that war....
Kaufmann, Greg, Stability Operations and State Building: Continuities and Contingencies (SSI, October 2008).  The current age of state building may be traced back at least to U.S. involvement in the various Balkan conflicts. But with the advent of the Global War on Terror and the subsequent interventions in Afghanistan and Iraq, the U.S. military, especially the Army and the Marines Corps, has been faced with an unprecedented challenge to reestablish entire countries and rebuild their institutions....
Maccagnan Jr., Victor, Logistics Transformation--Restarting a Stalled Process (SSI, January 2005).  Logistics transformation has simply not happened to the degree necessitated by today's strategic, operational, and tactical environment. This paper will address the question of why logistics transformation is needed, why it has not yet been realized, what must be changed to achieve a successful transformation, who must change it, and how to reenergize logistics transformation to get results and benefits now....
Matthews, Lloyd J., Challenging the United States Symmetrically and Asymmetrically: Can America be Defeated? (SSI, July 1998).  The U.S. Army War College s Ninth Annual Strategy Conference was held at Carlisle Barracks, Pennsylvania, during the period March 31-April 2, 1998. The theme of the conference was Challenging the United States Symmetrically and Asymmetrically: Can America Be Defeated?...
Mazarr, Michael J., The Revolution in Military Affairs: A Framework for Defense Planning (SSI, June 1994).  Dr. Michael J. Mazarr argues that the current revolution in military affairs is part of a larger sociopolitical transformation. The new technologies both propelling and resulting from this transformation are having a profound impact on warfare. Dr. Mazarr urges military and civilian strategists, planners, and decisionmakers to think about armed conflict in ways so novel that those used to dealing...

Metz, Steven, Armed Conflict in the 21st Century: The Information Revolution and Post-Modern Warfare (SSI, March 2000).  Dr. Steven Metz suggests that official thinking within the U.S. military may be too narrow. The information revolution, he contends, will have far-reaching strategic effects. The transformation it brings will not only be technological, but political, social, ethical and strategic as well. As he explores the impact that the information revolution may have on the conduct of armed conflict, Dr. Metz introduces a number of ideas which need further analysis, including the potential for the emergence of nontraditional, networked enemies; multidimensional asymmetry; the privatization of security; and the potential impact of technologies like robotics, nonlethality, and nanotechnology.

Metz, Steven, Rethinking Insurgency (SSI, June 2007).  To be successful at counterinsurgency, the U.S. military and defense community must rethink insurgency. This has profound implications for American strategy and military doctrine....
Mockaitis, Thomas R., Civil-Military Cooperation in Peace Operations: The Case of Kosovo (SSI, October 2004).  The humanitarian intervention in Kosovo illustrates the challenges and possibilities of civil-military cooperation (CIMIC) in peace operations. Properly analyzed, this case study yields invaluable lessons that may inform the conduct of future missions. The current missions in Iraq and Afghanistan make this study timely and relevant....

Olson, Eric T., Some of the Best Weapons for Counterinsurgents Do Not Shoot (SSI, October 2010).  Reconstruction, defined in U.S. Army Field Manual 3-07 as “the process of rebuilding degraded, damaged, or destroyed political, socioeconomic, and physical infrastructure of a country or territory to create the foundation for long-term development” has leapt to the forefront of Army priorities, measured by the important role that it plays in today’s counterinsurgency operations and its prominence in the latest doctrine. This paper examines the history of reconstruction as a part of Army operations, assesses the capabilities of today’s forces to conduct successful reconstruction operations in support of a counterinsurgency campaign, and makes recommendations to build a capability that is commensurate with the demands of our doctrine and the imperatives of the modern battlefield....
Pierce, James G., Is the Organizational Culture of the U.S. Army Congruent with the Professional Development of Its Senior Level Officer Corps? (SSI, September 2010).  In this study of the organizational culture of the U.S. Army, Dr. Pierce has reviewed a previously assumed but unverified connection between organizational culture and professional development. The study has uncovered a lack of congruence between the dominant type of organizational culture of the U.S. Army and the professional managerial/leadership skills of its senior level leaders. This observed lack of congruence may be inhibiting performance and unconsciously perpetuating a cycle of caution and an overreliance on stability and control. The data indicate that the U.S. Army is illustrative of an organization that emphasizes stability and control, and one that attempts to comprehend the ambiguity of the future through an unconscious reliance upon the successful solutions employed in the past....
Pumphrey, Carolyn, Transnational Threats: Blending Law Enforcement and Military Strategies (SSI, November 2000).  On February 2-3, 2000, the U.S. Army War College, the Triangle Institute for Security Studies, and the Duke University Center for Law, Ethics, and National Security co-sponsored a conference in Chapel Hill, North Carolina. The conference examined transnational threats, including terrorism involving weapons of mass destruction, cyber threats to the national infrastructure, and international organized crime....
Reynolds, Kevin, Defense Transformation: To What, For What? (SSI, November 2006).  Beyond enhancing the lethality of U.S. forces on the conventional battlefield, where is defense transformation headed?...
Ronis, Sheila R., Project on National Security Reform: Vision Working Group Report and Scenarios (SSI, July 2010).  On November 26, 2008, the Project on National Security Reform submitted its 2-year study of the national security system, "Forging a New Shield," to the President, President-elect, and Congress. The work of the Vision Working Group led to the formulation of the following recommendation: The country must establish a mechanism to infuse greater foresight into the Executive Branch, and in particular the national security system. This proposed mechanism, named the Center for Strategic Analysis and Assessment, would exist and operate within the Executive Office of the President. This volume details the proposed architecture and operation of the Center....
Scales, Robert H., Future Warfare (SSI, May 1999). To paraphrase Omar Bradley: it may well be the wrong war, in the wrong place, at the wrong time. But there it will be, and the American military will have to fight that conflict on its terms rather than their own. Unfortunately, military history is replete with examples of military institutions that have refused to adapt to the real conditions of war, but rather have attempted to impose their own paradigm--no matter how irrelevant or ill-suited to the actual conditions. If we cannot predict where the next war will occur or what form it will take, there are some things for which the American military can prepare as they enter the next millennium.
Seward, Andrew B., U.S. Strategic information operations: The Requirement For A Common Definition And Organizational Structure In Support Of The Global War On Terrorism (SSI, March 19, 2004).  The author evaluates and then describes the existing and continuing Information Operations (IO) concepts, doctrine, and organization as a “Frankenstein,” citing Col David O. Smith, and goes on to recommend four “clean sheet” options for creating an IO capability designed toward the desired outcomes rather than from the available inputs.
Steele, Robert D., Human Intelligence: All Humans, All Minds, All the Time (SSI, May 2010).  The author explores the centrality of Human Intelligence in meeting the needs of the U.S. Army, as well as the Department of Defense, and the whole of government, for relevant information and tailored intelligence essential to creating a national security strategy; for defining whole of government policies that work in harmony; for acquisition of the right capabilities at the right price in time to be useful; and for operations, both local and global....

Steele, Robert D., Information Operations: Putting the "I" Back Into DIME (SSI, February 01, 2006).  In the Age of Information, the primary source of National Power is information that has been converted into actionable intelligence or usable knowledge. Information Operations is the critical ingredient in early warning, peacekeeping, stabilization & reconstruction, and homeland defense.
Steele, Robert D., The New Craft of Intelligence: Achieving Asymmetric Advantage in the Face of Nontraditional Threats (SSI, February 2002).  This monograph is the third in the Strategic Studies Institute's "Studies in Asymmetry" Series. In it, the author examines two paradigm shifts--one in relation to the threat and a second in relation to intelligence methods-- while offering a new model for threat analysis and a new model for intelligence operations in support to policy, acquisition, and command engaged in nontraditional asymmetric...
Sullivan, Gordon R., and Anthony M. Coroalles, The Army in the Information Age (SSI, March 1995).  They provide insights into three critical areas: the operational environment; the emergence of simultaneity as a unifying concept in Information Age warfare; and, changes that must take place in the planning environment. The authors suggest that the challenge today is to determine what array of capabilities may be needed to perform a broader range of requirements....
Tucker, David, Confronting the Unconventional: Innovation and Transformation in Military Affairs (SSI, October 2006).  Limitations on the ability of the U.S. military to innovate and transform to deal with irregular warfare pose policy and strategy dilemmas. The best way to deal with these dilemmas is to establish a new kind of interagency organization devoted to irregular warfare and an irregular warfare organization within DoD....
Wong, Leonard, Developing Adaptive Leaders: The Crucible Experience of Operation Iraqi Freedom (SSI, June 2004).  The US Army is transforming as its lowest officer ranks are filled with leaders who have learned to deal with ambiguity, change, and complexity.  It is now the Army’s responsibility to leverage this newly created cohort and continue to develop the confidence and creativity of tomorrow’s senior leaders.
ENDNOTES
�





�








































































































�





�





�





�





�





�





�








� This statement is attributed to MG Steven W. Smith, director of the Army Cyberspace Task Force, as quoted in C. Todd Lopez, “� HYPERLINK "http://www.army.mil/-news/2010/06/02/40195-cyber-command-to-unite-network-defense-efforts/" ��Cyber command to unite network defense efforts�,” � HYPERLINK "http://www.army.mil" �www.army.mil� (2 June 2010).


� The “Core Force for Peace” has eight human functions: Strategists advising policy; Citizen Education bonded through service; Electronic Security setting standards and standing watch; Ground Truth, observing with warrior’s eyes; Constabulary, stabilizing failed states; Small Wars, dealing with random violence; Force on Force, dealing with deliberate violence; and Domestic Threat Response, addressing fires, riots, and epidemics as well as natural disasters.  The illustration appears in Robert David Steele, � HYPERLINK "http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=991" ��Human Intelligence (HUMINT): All Humans, All Minds, All the Time� (SSI, May 2010), p. x.  A graphic is � HYPERLINK "http://www.phibetaiota.net/2010/09/graphic-core-force-for-whole-of-government-operations/" ��online�.


� Robert David Steele, � HYPERLINK "http://www.phibetaiota.net/1994/10/1994-brief-to-the-national-research-council-review-of-the-army-multi-billion-dollar-future-communications-architecture/" ��“DATA MINING: Don’t Buy or Build Your Shovel Until You Know What You’re Digging Into,”� (Invited Brief to the National Research Council Review of the U.S. Army Multi-Billion Dollar Future Communications Architecture), 25 October 1994.


� Robert David Steele, � HYPERLINK "http://www.phibetaiota.net/1987/10/1987-thesis-national-security-c3i3h3-command-communications-computing-inter-agency-inter-disciplinary-inter-operability-heuristics-of-the-community-intelligence-cycle/" �National Security C3I3H3–Command, Communications, & Computing, Inter-Agency, Inter-Disciplinary, Inter-Operability, Heuristics of the Community Intelligence Cycle� (Master in Public Administration Thesis, University of Oklahoma, 1987).


� GEN Tony Zinni, as cited in Robert David Steele, “� HYPERLINK "http://www.phibetaiota.net/2007/07/open-source-intelligence-strategic/" ��Open Source Intelligence�,” Loch Johnson, Strategic Intelligence, Volume II (Westport, CT: Praeger, 2007), Chapter 6, pp. 96-122, Zinni cited on page 98.  A graphic with the full quotation is also � HYPERLINK "http://www.phibetaiota.net/2010/12/graphic-tony-zinni-on-4-at-best/" ��online�.


� MG Michael T. Flynn, CAPT Matt Pottinger, and Paul D. Batchelor, � HYPERLINK "http://www.phibetaiota.net/2010/01/reference-fixing-intel-a-blueprint-for-making-intelligence-relevant-in-afghanistan/" ��Fixing Intelligence: A Blueprint for Making Intelligence Relevant in Afghanistan� (Center for a New American Security, January 2010).


� Anthony Cordesman, � HYPERLINK "http://www.phibetaiota.net/2010/12/review-guest-salvaging-american-defense-the-challenge-of-strategic-overstretch/" ��SALVAGING AMERICAN DEFENSE: The Challenge of Strategic Overreach� (Washington, D.C.: Center for Strategic and International Studies, April 2007); his views on intelligence are summarized by Richard Wright in � HYPERLINK "http://www.phibetaiota.net/2010/12/reference-anthony-cordesman-on-intelligence/" ��Reference: Anthony Cordesman On Intelligence� (Phi Beta Iota, 23 December 2010).


� The human and moral factor, not the technologies of war, are the primary determinants of victory.  This point is made by Martin van Creveld, � HYPERLINK "http://www.phibetaiota.net/2007/03/the-changing-face-of-war-lessons-of-combat-from-the-marne-to-iraq/" ��The Changing Face of War: Lessons of Combat, from the Marne to Iraq� (Presidio, CA: Presidio Press, 2007), and also by  MacGregor Knox, � HYPERLINK "http://www.phibetaiota.net/2001/10/the-dynamics-of-military-revolution-1300-2050/" ��The Dynamics of Military Revolution, 1300-2050� (Cambridge, UK: Cambridge University Press, 2001).


� The easiest way to communicate the disappointment of communications and computing technologies in relation to both financial investment and the alternative—full use of all available human brains, is to observe that the negative return on investment (ROI) for information technology (IT) is well documented (Cf. Paul Strassman, � HYPERLINK "http://www.phibetaiota.net/2010/12/2000/04/information-productivity-assessing-information-management-costs-of-u-s-corporations/" �Information Productivity–Assessing Information Management Costs of U. S. Corporations� (New Canaan, CT: Information Economics Press, 1999), and for DoD, the two General Accountability Office (GAO) Studies, � HYPERLINK "http://www.phibetaiota.net/2010/12/2006/01/2006-general-accountability-office-gao-defense-acquisitions-dod-management-approach-and-processes-not-well-suited-to-support-development-of-global-information-grid/" �2006 General Accountability Office (GAO) Defense Acquisitions DoD Management Approach and Processes Not Well-Suited to Support Development of Global Information Grid� and � HYPERLINK "http://www.phibetaiota.net/2010/12/2004/07/2004-general-accountability-office-gao-report-defense-acquisitiions-the-global-information-grid-and-challenges-facing-its-implementation/" �2004 General Accountability Office (GAO) Report: Defense Acquisitiions: The Global Information Grid and Challenges Facing Its Implementation�), and the following quotation that concludes the book, James Bamford, � HYPERLINK "http://www.phibetaiota.net/2001/05/body-of-secrets-anatomy-of-the-ultra-secret-national-security-agency/" ��Body of Secrets: Anatomy of the Ultra-Secret National Security Agency� (New York, NY: Doubleday, 2001); the citation is also online as a � HYPERLINK "http://www.phibetaiota.net/2009/12/graphic-jim-bamford-on-the-human-brain/" ��graphic�.


“Eventually NSA may secretly achieve the ultimate in quickness, compatibility, and efficiency-a computer with petaflop and higher speeds shrunk into a container about a liter in size, and powered by only about ten watts of power: the human brain.”


� This is the principal graphic from my last monograph, � HYPERLINK "http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=991" ��Human Intelligence: All Humans, All Minds, All the Time� (SSI, 2010), Figure 4, page 12.   


� His work is � HYPERLINK "http://www.phibetaiota.net/tag/garigue/" ��readily accessible� at Phi Beta Iota the Public Intelligence Blog, where his � HYPERLINK "http://www.phibetaiota.net/2010/12/robert-garigue-on-advanced-information-operations/" ��Technical Preface� to my book, INFORMATION OPERATIONS: All Information, All Languages, All the Time (OSS, 2008), stands as a testament to his originality and continuing importance.  


� Russell Ackoff, “� HYPERLINK "http://www.phibetaiota.net/2009/10/about-doing-right-things-righter/" ��Transforming the Systems Movement�,” Conference Paper, 26 May 2004 and � HYPERLINK "http://www.amazon.com/exec/obidos/ASIN/0804747946/ossnet-20" ��Redesigning Society� (Stanford, CA: Stanford University Press, 2003).


� Robert Garigue, “� HYPERLINK "http://www.phibetaiota.net/2010/12/robert-garigue-the-new-information-security-agenda-managing-the-emerging-semantic-risks/" ��The New Information Security Agenda—Managing the Emerging Semantic Risks,�” Bell Canada, Undated, and in particular the slide, “� HYPERLINK "http://www.phibetaiota.net/2010/12/robert-garigue-truth-trust-as-security-requirements/" ��Truthfulness and Trustworthiness�” are security requirements in semantic systems, Phi Beta Iota, 25 December 2010.


� GEN Al Gray, � HYPERLINK "http://www.phibetaiota.net/1989/07/general-al-gray-on-global-intelligence-challenges-1989/" ��“Global Intelligence Challenges in the 1990’s�,” American Intelligence Journal (Winter 1989-1990), pp. 38.


� The eight tribes are illustrated in Figure 1, and consist of academia, civil society, commerce, government (all levels), law enforcement, media, military, and non-governmental/non-profit.  Three early discussions of the importance of harmonizing efforts by all eight tribes are provided by Robert David Steele, “� HYPERLINK "http://www.phibetaiota.net/1999/04/1999-virtual-intelligence-conflict-avoidance-and-resolution-through-information-peacekeeping-journal-of-conflict-resolution-spring-1999/" ��Virtual Intelligence: Conflict Avoidance and Resolution through Information Peacekeeeping�,” Journal of Conflict Resolution (Spring 1999), pp. 69-105; Robert David Steele, “� HYPERLINK "http://www.phibetaiota.net/2006/09/ijic-193-peacekeeping-intelligence-information-peacekeeping/" ��Peacekeeping Intelligence and Information Peacekeeping�,” International Journal of Intelligence and Counterintelligence (IJIC), Vol. 19 No. 3 (Fall 2006), pp. 519-537; and Robert David Steele, “� HYPERLINK "http://www.phibetaiota.net/2004/07/ijic-142-information-peacekeeping-the-future-of-intelligence/" ��Information Peacekeeping & The Future of Intelligence�,” IJIC Vol 17. No. 2 (Summer 2004), pp. 265-285.  See also, by Walter Dorn, “� HYPERLINK "http://www.phibetaiota.net/2010/01/reference-intelligence-led-peacekeeping/" ��Intelligence-Led Peacekeeping: The United Nations Stabilization Mission in Haiti (MINUSTAH), 2006-07�,” Intelligence and National Security, Vol. 24 No. 6 (December 2009), pp. 805-835.


� One treatment of the deconstruction concept is provided by L Cherbakov, G Galambos, R Harishankar, S Kalyana, and G Rackham, “� HYPERLINK "http://www.mendeley.com/research/impact-of-service-orientation-at-the-business-level/" ��Impact of service orientation at the business level�,” IBM Systems Journal Vol 44 No 4 (2005), pp. 653-668.


� David Weinberger, � HYPERLINK "http://www.phibetaiota.net/2009/07/everything-is-miscellaneous-the-power-of-the-new-digital-disorder/" ��Everything is Miscellaneous: The Power of the New Digital Disorder� (New York, NY: Holt Paperbacks, 2008).


� � HYPERLINK "http://www.phibetaiota.net/2010/01/journal-haiti-earthquake-cab-21-sequence-of-events/" �Journal: Haiti Earthquake CAB 21 Sequence of Events�, 12 January 2010.


� GEN Al Gray, � HYPERLINK "http://www.phibetaiota.net/1989/07/general-al-gray-on-global-intelligence-challenges-1989/" ��“Global Intelligence Challenges in the 1990’s�,” American Intelligence Journal (Winter 1989-1990), pp. 37-41.


�  Robert David Steele, Study Director, � HYPERLINK "http://www.phibetaiota.net/1990/03/1990-expeditionary-environment-analytic-model/" ��Overview of Planning and Programming Factors for Expeditionary Operations in the Third World� (Marine Corps Combat Development Command, March 1990).


� Col Walter Breede III, Director of the Marine Corps Intelligence Center (MCIA), and the author, his Deputy Director and also Special Assistant, were the intelligence briefers.


�  The official record of the event is provided by Lloyd J. Mattews, � HYPERLINK "http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?PubID=230" �Challenging the United States Symmetrically and Asymmetrically: Can America be Defeated?� (SSI, July 1998).  The four forces after next and one individual’s conclusions from the event are provided in Robert David Steele, “� HYPERLINK "http://www.phibetaiota.net/1998/11/1998-jfq-the-asymmetric-threat-listening-to-the-debate/" ��The Asymmetric Threat: Listening to the Debate�,” Joint Force Quarterly (Winter 1998-1999), pp. 78-84.


� Defense Science Board, � HYPERLINK "http://www.phibetaiota.net/2004/12/2004-defense-science-board-report-on-transitions-to-and-from-hostilities/" ��Transition to and from Hostilities� (Summer 2004); and Defense Science Board, � HYPERLINK "http://www.phibetaiota.net/2004/09/2004-defense-science-board-report-on-strategic-communication/" ��Strategic Communication� (September 2004).


� COL David J. Smith, “Information Operations,” lecture, Carlisle Barracks, PA, U.S. Army War College, 6 February 2004.  Cited with permission of COL Smith.  COL Smith’s analogy is apt: the current DoD definition of IO capabilities appears to be derived from status quo military capabilities rather than from any vision of what IO capabilities DoD might require to perform its missions.


� Joint Pub 3-13: Joint Doctrine for Information Operations. Washington, D.C.: U.S. Government Printing Office, 9 October 1998., II-2–II-7 and III-4–III-7.


� LTCOL Andrew B. Seward, � HYPERLINK "http://www.strategicstudiesinstitute.army.mil/ksil/files/000227.doc" ��U.S. Strategic information operations: The Requirement For A Common Definition And Organizational Structure In Support Of The Global War On Terrorism� (SSI, March 19, 2004), p. 15.  Notes 1 and 2 above as cited by LtCol Seward in the original.


� This statement was made by Dr. Straussman on multiple occasions in the 1992 timeframe.  The only known written citation is provided in Robert David Steele, � HYPERLINK "http://www.phibetaiota.net/1994/10/1994-brief-to-the-national-research-council-review-of-the-army-multi-billion-dollar-future-communications-architecture/" ��“DATA MINING: Don’t Buy or Build Your Shovel Until You Know What You’re Digging Into,”� (Invited Brief to the National Research Council Review of the U.S. Army Multi-Billion Dollar Future Communications Architecture), 25 October 1994, Slide 5.


� Seward, p. 16.


� Cf. Ram A. Cnaan and Phyllida Parsloe (eds), � HYPERLINK "http://books.google.com/books?id=MJqdviSsaX0C&pg=PA121&lpg=PA121&dq=Information+Technology+makes+bad+management+worse.&source=bl&ots=VoM4d5TgY8&sig=Ohgj87NOE5U9LvwJUpeOLkt4lw0&hl=en&ei=TbAYTcnaMYP6lwfNlIC4CA&sa=X&oi=book_result&ct=result&resnum=1&sqi=2&ved" ��The Impact of Information Technology on Social Work Practice� (Hawworth Press, 1989), p. 122, also published as Computers in Human Services, Vol. 5, No. 1 & 2 (1989).  


� Joint Publication 3-13 Information Operations (13 February 2006)


� Ibid, p. ix.


� Ibid, p. I-1.


� All articles, books, and briefings by the author are easily accessible free online at � HYPERLINK "http://www.phibetaiota.net" ��Phi Beta Iota the Public Intelligence Blog�.


�  Antulio J. Echevarria II, � HYPERLINK "http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=662" ��An American Way of War or a Way of Battle� (SSI, 1 January 2004). 


� MG Robert Scales, USA (Ret.) in unique for making this point, and could be superb champion for re-examining how the U.S. Army allocates its increasingly scarce research, development, and acquisition funds.  He articulated this point in “� HYPERLINK "http://www.phibetaiota.net/2010/10/event-rsvp-deadline-tomorrow-23-sep-event-27-sep-brookings-lunch-with-majgen-robert-scales-usa-ret-phd/" ��The Next Generation of Small Unit Warfare�,” Washington, D.C.: The Brookings Institute, 27 September 2010.  In contrasting the actual need (empowerment and protection of small units) and how the larger U.S. military complex allocates funds, he indirectly raises the critical matter of INTEGRITY—the concept of assuring holistic synergistic development such that each part reinforces and is reinforced by the other parts.  If the Office of the Secretary of Defense (OSD) is not able to demonstrate this kind of planning and programming integrity, then the U.S. Army needs to consider how best to demonstrate and demand that integrity, not only within the U.S. Army, but within the Department of Defense (DoD).


� H. John Poole, � HYPERLINK "http://www.phibetaiota.net/2005/04/phantom-soldier-the-enemys-answer-to-u-s-firepower-paperback/" ��Phantom Soldier: The Enemy’s Answer to U.S. Firepower� (Emerald Isle, NC: Posterity Press, 2001); see also by the same author, � HYPERLINK "http://www.phibetaiota.net/2005/09/the-tigers-way-a-u-s-privates-best-chance-for-survival-paperback/" �The Tiger’s Way–A U.S. Private’s Best Chance for Survival� (Emerald Isle, NC: Posterity Press, 2010), and � HYPERLINK "http://www.phibetaiota.net/2005/04/tactics-of-the-crescent-moon-militant-muslim-combat-methods-paperback/" �Tactics of the Crescent Moon–Militant Muslim Combat Methods� (Emerald Isle, NC: Posterity Press, 2004). He has published eleven books on tactics and intelligence, including The Last Hundred Yards and Tequila Junction, all articulating the urgency of getting back to human basics and abandoning the arrogant belief in technology at any cost.


� This point is made most ably in book-length form by MG Robert Scales, � HYPERLINK "http://www.phibetaiota.net/2000/04/firepower-in-limited-war/" ��Firepower in Limited War� (Presidio, CA, Presidio Press, 1997).


� GEN Tony Zinni Supra note 4.


� High-Level Panel on Threats, Challenge, and Change, � HYPERLINK "http://www.phibetaiota.net/2008/05/a-more-secure-world-our-shared-responsibility-report-of-the-secretary-generals-high-level-panel-on-threats-challenges-and-change-a-more-secure-world-our-shared-responsibility-report-of-the-s/" ��A More Secure World: Our Shared Responsibility� (United Nations, December 2004).  The chart is not part of the original report; it was created by the author to integrate our evolving understanding of what the multiplicity of unconventional threats require in the way of increasingly diverse sources and methods.


� The severe fragmentation of knowledge has been documented by Dick Klavans and others at Maps of Science, using citation analysis from the Institute of Scientific Information (ISI).  They publish the Science Citation Index and the Social Science Citation Index.  This “map” helps emphasize the current incapacity of any machine-complex to achieve holistic analysis or to integrate disparate knowledge in near-real-time tailored to a commander’s need.  When combined with the linguistically-fragmented world in which 33 languages are core, there are twelve variations of Arabic, and there are a total of 183 languages of sufficient operational interest to warrant assured access to translators on demand, the role of the human and the human brain in relation to any information technology network or capacity cannot be over-stated!


� All three documents are online at � HYPERLINK "http://www.phibetaiota.net/2009/07/2422/" ��Phi Beta Iota/NATO�.


� A rolling update is available at � HYPERLINK "http://www.phibetaiota.net/2010/12/wikileaks-us-diplomatic-traffic-rolling-update-from-20101128/" ��Phi Beta Iota/Wiki-War�.


� GEN Tony Zinni Supra note 4.  The over-stretch of theater communications is known to the author from his time in direct support of USCENTCOM, and earlier experience as the Service-level action officer for Theater Intelligence Architecture Plans (TIAP).


� The document, and a lengthy commentary, can be viewed at Phi Beta Iota, � HYPERLINK "http://www.phibetaiota.net/2010/12/reference-quadrennial-diplomacy-development-review/" �Reference: Quadrennial Diplomacy & Development Review�.


� Curtis J. Bonk, � HYPERLINK "http://www.phibetaiota.net/2010/08/review-the-world-is-open-how-web-technology-is-revolutionizing-education/" ��The World is Open: How Web Technology is Revolutionizing Education� (Hobocken, NJ: Jossey-Bass, 2009).  At Phi Beta Iota a very long summary review of this book is provided.  The bottom line is that the Industrial Era method for recruiting, training, sorting, and leading individuals is passé; in the open web world twenty-first century learning and operations pivot around informed choices, all the time, creating a culture of openness, sharing, and participation, along with the ability to respect diversity and see the value of alternative views and concerns.





