The Ultimate Hack: R@venting Intelligence to REngineer Eaht

The Ultimate Hack: R&nventing
Intelligence to ReEngineer Earth

Robert David Steele

It is for mea huge honor to be invited to deliver the countealancing view
within this distinguishd gathering of counteterrorism experts’

Let me begin by emphasl Ay3 ¢KIFG L O2yaARSN)I G2 0SS GKS
international terms,the & & 22RI&iI govérent counteterrorism thinking
today.

STRIKE ONETerrorism $ a symptom, not a root cause or
threat. Going after Al Qaeda has nothing to do with there
threatening fact that a corrupt Saudi monarchy embraces
infidels at the same time that it iglestroying its own
commonwealth and sponsoring Wahhabism wenlile.

STRIKE TWO:No government is trained, equipped, nor
organized to understand, much less ddfgarrorism in detail.
Although the United Natios (UN)has recently discovered

| 2KSNBYyOS: 6AGK GKS AYLXSYSyGlraAazy YSYS

hy S>é [|USRGovarfirentlaims to be interested in
Whole of Government opetins, neither is actually real (yet).

STRIKE THREEEarth is at a tipping point, with multiple
catastrophic possibilities, all of them interacting in complex
unpredictable ways. In this context, terrorism is the canary in
the coal mine, not the lethal atmosphere itself.

! The original briefing as delivered withovds in Notes format, can be found at
http:// www.tinyurl.com/SteeleDK5 A longer earlier version for engineers as delivered
at the University of British Columbia can be foundh#p:// www.oss.net/HACK
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I will reviewthese,and then outine a strategy for all of us that address all ten
high-level threats to humanity within which terrorism is but number nine, and
then only because of a potentialass destructiomvent.

STRIKE ONE: Symptom not Root Cause

Consider, please, thieelow illustration and the short story #t accompanies
itT terrorism is a boil, nothing more.

Infected Boil
Magnified 1000X

Figurel: Terrorism is a Bail A Symptom

¢ A man is driving a car with a boil on hign; he refuses to
stop the car, so his wife goes tance it with a needle
while he is driving.

¢ However, she does not have a needle, only a rifle, so she
decides to shoot the boil off after having the man open
the carwindow (we want to avoid collateral damage).

e The painof the bullet killing the boisurprises him and he
drives the car off the roadThe car is destroyed, all of the
passengers are injured, and the tiginterrupted at great
expense.

¢ Who is to blame: the boall, the rifle, the wife, or the man?
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| was inspired to develop this example aftaterviewing Steven Carmel, a
senior executive withMaersk Line Limited, who pointed out to me an
interview for my latest bookSteele, 2010}that most terrorist or piracy events
were in effect a minor traffic accident, and that it was the terribézidions of

the U.S. Government that were costing the shipping industry billions of
dollars. What we do in the way of counteerrorism is vastly more costly and
more harmful to global and local societies than terrorism.

STRIKE TWO: Politicized Ignoranostitutionalized Incompetence

Belowis the first oftwo graphicson this shortfall We simply do not have
access to, nor the ability to understand, most of theailable relevant
information necessary to achieve good governance at all l1évels.

A universe of

information
[ 1 g
74
Text mining What search
snags other “finds”.
textual
content Google Plus: You Get What Someone

ELSE Pays for You to See

Figure2: Missing Information

0 SLIK Sy Seddfi panRcEa oé ploy: Can cdiie intelligence improve
RI0Af A QOAKDD.£375388. Googl@ddrion added to this depiction.
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The abovegraphic is adapted with permissidrom my friend Steve Arnold

[Arnold, 2008].L KIF @S | RRSR I RSLIAOQUAZ2Y 2F K2g¢g D22
search engines can show you not what you need to know, but wiiseone

else is paying for you to se&till and alleven with the best of intentions and

the application of all available technologiege see a fraction of the relevant

informationt most of it unpublished oranalog and in languages we do not

read or unekrstand.

Global Intelligence Failure
Breakdown in Collection and Understanding

Digital Analog Oral/Unpublished
English L __INRO
Language
2o ERIS UN/STATE
Foreign -
Languages* ]

Cascading Deficiencies:

1) Don’t even fry fo access most information
2) Can’t process hard-copy into digital

3) Can’t translate most of what we collect

*29 predominant languages, over 3,000 distinct languages in all.

Figure3: Global Intelligence Collection Failure

tKS aS0O2yR &af ARSI ONBIGSR Ay (KS mMbppnQaz Az
degree to which secret sources and methods fail to capture all of the relevant

information in many foreign languages. Back then we focused on 29

languages and then on 33 languages, as well as twelve distinct versions of

Arabic. Today the essential number is 183, with growing awareness of the
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urgency of capturing historic indigenous knowledge otangable agricultural
and water conservation practices we have ignored for centuries.

My second graduate thesis [Steele, 198@ptured the essence: the average
Embassy accesses roughly 20% of the relevant information, and in the process
of sending it bak to ther varied home agencies, spi80% of that
Washington and other capitals are operating on 2% of the relevant
information.

This politicized ignorance and institutionalized incompeterisetolerated
because political ideology, not realingsed pdty, is the dominant
governance paradigm.

Before proceeding to discuss STRIKE THREE, we must first elaborate on STRIKE
TWO, as political ignorance and institutionalized incompetenae
condemning natiorstatesto bankruptcy, separatism, and internal §i

Our political pathology consists of several relapadhologies:

¢ Political segmentation within a twparty tyranny

e Disconnect between revenue (means) and ways and ends
e Stovepiped perspectivemnabled by both of the above

¢ Fragmentation of knowledge auss all disciplines & domains
o Persistat datapathologiesand information asymmetries

All of the above can be viewed as a matahitecture within which counter
terrorism as a focus of effort is doomed to failure. Every element of counter
terrorism, fram the secret and open source intelligence needed to understand

it to the political and financial arrangements needed to construct programs to
deter, prevent, and recover from count&grrorism, to the dissemination of
knowledge to help citizens and privasector organizations prosper in a world
GKSNBE OGSNNZNRAY Aa y2g | a3IAPBSYyzé GK
FNRY NBIFfAGEeY YR GKSNBF2NBE fFO1Ay3a A

52NRO® 2 S Ol y-eroiismabseninajdd ¢hamésiirSoNd system.

SasS I NB
yUSINRG
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Political segmentation within a tweparty tyranny

The United States of America (USA) is in my view no longer a full democracy,
but rather a hybrid regime in which a corrupt Federal Reserve serves as the
front for a corporate state thathas captured both Congress and the
legislature. The USA is a tyarty tyranny that no longer abides by the
principles of the Constitution. Below is one depiction.

’ Anarchists Fascists
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>
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)
Q
-l

erates All Around
Centrists (Ignored by Pig)

Mainstream Democrats

\ =
Anarcho-communists

Figure4: Political Segmentation in a TwBaty Tyranny

3Adapted with permission from Cran2004. See also Amat&®009.
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Disconnect between those revenue (means) and ways and ends

The failure of Congress, when combined with the failure of the Executive, has
created a government in which the taxes that citizens and small businesses
pay are earmarked by a corrupCongress toward equally corrupt
corporationg how the USG spends money has little to do with the public
interest and all to do with perpetuating a twgarty tyranny that feeds a
corporate regime practicing unilateral militarism, virtual colonialism, and
predatory capitalism in effect, a global reign of terror in multiple forms

Terrorism in All Its Forms

Information & Financial Asymmetries |-

Dumber, Blunder, & Plunder
No Feedback Loops, No Integrity

STRIKE
N

Tax |Legislate
Citizens |Spending

[ $9535 (9555 |G 4(

\Corporate Federal TWO
Profit | Waste

& haad STRIKE
J THREE

PEREK LEEBAERT

THE \UI\I OWS

EMPIRE

THE BATTLE

SOUL OF
CAPITALISM

See 1,400 Other Non-Fiction Reviews
www.phibetaiota.net JIM MARRS

Figure5: Global Terrorism in Perspective

Theabove slide integrates a few book covers representative of the pathologies
within our system that make terr@in inevitable, and a rough depiction of the
disconnect between citizens paying taxes, and how the tax revenue is spent.
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Perspective stovepiping enabled by both of the above

This global reign of stateased and corporatériven terrorism is made

possible6 8 G KS O2yOSYiNrdAzy 2F 4SIfOdK I F3GSNI
and by the fragmentation of perspective and knowledge. We have lost all

perspective including the alinportant moral perspective. Here and on the

next page are effect and cause.

Fragmentation of Perspective—the lllusion of Reality

Spiritualists:

Philosophers: “Worship the Frog” Humanities:
“Questionthe Frog” “Free the Frog”
Merchants: Scientists:

“Sell the Frog” “Dissect the Frog”
G- S as
Politicians: = :‘\:‘ Lawyers:

“Ignore the Frog” “Blame the Frog”

Economists: Engineers:
“Assume Fire, Cook the Frog” “Talking Frog: Way Cool”

Neither our political leaders nor our professional leaders
have been held accountable for achieving coherence.

Figure6: Empire of lllusiofi

Thepoint of the above is that all of these distinct communities are talking past
each other failing to communicate, they cannot make sense or counter
terrorism by agreeing to eradicate poverty and other toof violent rebellion.

* Cf.Steele, 2008, and Edge 2009.
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Fragmentation of knowledge across all disciplines & domains

Here arellustrated the cause of our impotence as citizens, not just in the USA,
but around the worldthe poor are illiteratewhile the rich areignorant.

Figure7: Web of Fragmented Knowledge

Abovewascreated by Kevin Boyack in partnership with Dick Klavans and Brad
Ashcroft, themselves pioneers in citation analysis, scientific & technical
forecasting, and commercial intelligente.

®> Cf. http://www.sandia.gov/news/featurs/mapping_science.html#and also see

http://scimaps.org/maps/map/maps_of_science_fore_ 50/
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Persistentdata pathologiesand information asymmetries

The fragmentation illustrated above, in combination with corrupt

governments that allow ideology to displace intelligence and technology to
displace thinking, leads to multiple data pathologies and information
asymmetries below, all of them very costly to the public and the Earth.

DATA PATHOLOGIES & INFORMATION ASYMMETRIES

* Forbidden Knowledge . #8872, THE CURE

LOOK INSIDE!

wnng 2
MANUFACTURING

CONSENT

* Manufacturing Consent e
THE AGE OF/
MISSING

INFORMATION
_———

* Missing Information

Ajlu39ju|

* Fog Facts
* Propaganda WERPONS OF MASS
DECEPTION

* Rule by Secrecy

JIM MARRS

* Weapons of Mass Deception

Figure8: Data Pathologies & Information Asymmetries

| devised this modest typology based on the illustrated works by others, and
have recently added Forgottédfnowledg.

All of the above prevent clarity, diversity, and integrity from achieving
sustainability they create loselose rather than nofzero outcomes for most.
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Now, finally, we come to STRIKE THREE. It is in the context of the multiple
potential catastrophes thatface the Earth that it is easiest to see that
terrorisnt and therefore counteterrorismt are minor isolated and largely
cosmetic symptoms of a system failure so large, so pervasive, and so imminent
as to render completely irrelevant all effért 0 2 & R gefrori€h® dizyhis S NJ
context, trying to do counteterrorism is the equivalent of trying to design a
better race car by focusing only on oil leaks. Below is a general depiction.

Terrorism in Context

MY OYI0 RS ONT ICHENG I UMan HIgNISIVapE2uua 20 2oy Il ULV

Figure9: Map of World Conflict &Human Rights Violations

Created by Berto Jongman (NL), this mdpngman, 2002Js no longer
updated annually but remains one of the best single depictions of the
complexity and fragility of the human condition around the glolids a useful
context forthinking about higHevel threats to humanity.
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STRIKE THREE: Earth at Tipping Point;ltaghal Threats to Humanity

Ever since Lakhadar Brahimi (AG) led the Panel on UN Peace Operations
(2000), the UN has been evolving. Two other panels have beenia$pec
important: the Panel on Highevel Threats, Challenges, and Change (2004),
and the HigH_evel Panel on SysteWide Coherence (2006Rrior to the 2004

report from the UN Higlevel Panel on Threats, Challenges, and Change, no
one had ever put togettr a credible list of the top threats to humanity, nor
placed them in any sort of priority order. This panel did both, and the fact that
LtGen Dr. Brent Scowcroft, USAF (Ret), was the participant representing the
USA, may help explain both the coherendett®e report, and the lack of US
ideological interference with the findings.

| list theten highlevelthreatsto humanityhere intheir originalpriority order:

Poverty

Infectious Disease
Environmental Degradation
Inter-State Conflict

Civil War

Genocide

Other Atrocities
Proliferation

Terrorism

Transnational Crime

FigurelO: Ten HigH_evel Threats to Humanity

This is not the place for a detailed discussion of these threats, other than to

LRAYG 2dzi GKFG aGSNNRNRAEY:Etenfiaitocdyge G KA a A&
mass casualties with nuclear, biological, chemical, or radiological weapons

something the USA corporate state does on a daily basis.

It also bears emphasis that poverty is the root condition accelerating and
extending all of the other tleats to humanity.
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Taken together, the three endeavors represent the evolution of the UN away
from a Memberdependent body for consultations, and toward an
intelligencedriven body for harmonizing spending and actiamghe field by
both the UN and by ottrs. Now here is a Coherent view of the ten threats
combined with twelve core policies and eight demographic challerfgers.

7 <.
(o »/O/ <<\ 65« 2 W
Policy/ /C’% %, C’o,)O oqf,z 6’\’@\ "5 '%® %, %, % % 3
) . 73 24 A .
Threats % o AN 2% ”>/¢ % 9 G % % o [Major
Poverty Players*
Disease Brazil
Ecology China
State War . .
India
Civil War
Seroside Indonesia
Atrocities Iran
Proliferation Russia
Terrorism
' Venezuela
Transnational *
Crime ’.. Wild Cards

*Other than European Union (EU)and USA.
Figurell: Strategic Analytic Matrix for Achieving Coherence

In this contextterrorismis no more than ongenth of the threat. Coherence
demands that the UNMembers states, andall other parties not only

dzy RSNRGF YR (KS aiGNHzS O2aité 2F SOSNE
consideration, but that they understarttiis in a systemic context.

® As devised by the 26 dounders of the Earth Intelligence Network (EIN), at
http:// www.earth-intelligence.net Its front end ishttp:// www.phibetaiota.net
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As RussellAckoff [2003has taught 8, and Buckminster Full¢t982] would
heartily agree what is good for one part of the system may be very bad for
another part of the system. Isiall about balance, and balance cannot be
achieved without both understanding by all parties, and harmoimabf
spending and behavior by all partieBelow in one means of seeing the Whole

High-Level Threats
to Humanity

True Costs
Known

Terrorism |Proliferation

Inter-State
Conflict &

Infectious
Disease

Environmental
Degradation

ENERGY

Atrocities

Agriculture

Get a Grip!
Justice &
Security

Diplomacy

Economy &
Immigration

Energized _

Reality-Based Edication F:('ELVJ Energetically

Policies Waging Peace for Profit
Earth.

Figurel2: Coherence Circle for Planning & Operations

As with Figure 11a red circle shows where the count@rrorism investment

is in terms of both relevance arstope. It is both excessive in cost within the
USA and negligible to counteproductive in relation to all elselt is helpful

to appreciate the timeenergycost of each alternative option.
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There are just a few points that need to be made as we fleghthe context
within which most counteterrorism plans, programs, budgets, and
operations are next to worthless in terms of achieving sustainable outcomes.

Keeping this at a very high level:

Changes to the Earth that used to take 10,000 years now ttalee.
Education, Intelligence, & Research (EIR) must move as quickly as
possible toward realime science and redime policy!

Catastrophic accelerators are everywhergom paving over the
wetlands to storing chlorine in massive rusted tanks aboveesup
highways; from cow shit into our spinach to cow methane into our
atmosphere; from toxins and vaccines to new forms of resistant
bacteria we have created a petri dish for human extinctfon.

Nothing the USA does in the next twenty year is going to make a
differenceunless it decides to be serious about EIR, and foster a global
environment in which every person has a cell phone, call centers
educate the poor one cell call at a time, and the emphasis is on
helping the eight demographic powers create infinisustainable
wealth, achieving the nomero solutior”

"I cannot find the specific book, and since George Mason University accepted my
entire library as a gift when | joined the UNgm at a loss. | was influenced Byand,

2000.

8 Cf. Perrow, 2007. His book, especially, relegates terrorism to the minor ledagu
comparison with what our own nuclear, chemical, biological, and radiological
industries do every day.

° | am indebted to Tom Atle2003, 2009} his mentoring changed my lifeThis
specificpoint is made bya book he guided me tojNright 2001 See ado Benckler
2007, Carter 1999, Stewart 2003, and Toffler 2006
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What Is To Be Done?

The UN, despite its beingnaunhingedbureaucracy’, is on the right track.
LyiaSttAaaSyOS Aa aidatt I RANIE g2NR FyR Y2
0KS STTSOUAWE @DRW¥NBRyR 2F GKS { SONBGINEB DSy
to avoid any semblance of Coherence. One third of the UN staff is comprised

of individuals hired under a nepotispatronage system, and one third of the

UN staff appears to be professional intelligencécefs whosenvitationsto

lunch are always welcome, but whose incompetence at their cover jobs places

I FdzZNIKSNJ 0dzNRSYy 2y GKS NBYIFAYyAYy3d 2yS GKANR
RSI Tt o¢

HOWEVER, significant progress has been made in three areas.

First the value of intelligence as decisisumpport is now understood by the
more serious and committedmongthe UN leadership.The Department of
Peacekeeping Operations (DPKO) is the most serious ofalingforward in

the aftermath of the many construiste initiatives undertaken while MajGen
Patrick Cammaert, RN NL (Ret) was Military Advisor to the Secretary General
and then Force Commander, Eastern Congo. The Joint Operations Centres
(JOC) and the Joint Military Analysis Centres (JMAC) are now stanthed
Department of Political Affairs (DPA) and the Department of Safety & Security
(DSS) are beginning to hire analysts, but they do not fully understand the
intelligence process and they especially do not understand how to maintain
the integrity of the intelligencehuman, technical, & analytjgrocesses

1 The Secretary General has little meaningful authority over anything, and no
authority at all over the Specialized Agencies (SA) that comprise the bulk of the UN.
¢CKS !'b avYl yl 3% WWdsiabakitemoving Wternak information (inputs
and outputs), not about managing and certainly not about forecasting & adapting.

" Requirements definition; collection management; source discovery and validation;
multi-source automated and human fusioapplication of human expert judgment;
visualization; and compelling timely actionable presentatiorCf. the various
handlooks available dbttp://www.phi betaiota.net/category/handbooks.
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Second, the Department of Field Support (DFS) has been split off and
enhanced to the point that every element of the UN System that is in the field
can rely in the future on worldlass communicationgomputing, and logistics
support. Eventually this should mean that the United Nations Gfewnirce
DecisionSupport Information Network (UNODIN) should be integral to every
UN office at every locatioff.

Third, and for the first time, the UN has credta hybrid organization, the
International Commission Against Impunity in Guatemala (CICIG). Itis a hybrid
organization because it was chartered to be an arm of the government it is
supporting, with extraordinary intelligence and counterintelligence psve
include full access to human and technical sources, and also the unique right
to polygraph all personnel, both international and local, both assigned to CICIG
and within the government, so as to assure the integrity of the misSion.

It is my view tlat the Swedish military, long in the forefront of peacekeeping
and peacekeeping intelligence, has put forth the correct solution: the future of
international peace and prosperity is a hybrid future, in whibh Swedish
concept, as modified by EIN, providethe Coherence: Multinational,
Multiagency, Multidisciplinary, Multidomain Informatié®haring and Sense
Making (M41S2).

2 s discussed iBteele, 2010

3 As the US prepares to abandon Bdgistan, one bookOssman, 2010posits a UN
hybrid International Reconciliation & Reconstruction Agency (IRRA) staffed almost
exclusively by Muslim experts on detail from Indonesia, Iran, Malaysia, Nigeria, and
Turkey. Such an organization, as an arnthef Afghan government but empowered
with the polygraph and able to control corruption while avoiding the inevitable
o 33F3S 2F GAYFARStazé ¢62dZd R 0SS GKS ySs
adapted to the needs of Haiti, Somalia, Yemen, atietrs. What has become clear is
that neither governments nor negovernmental organizations such as the Red Cross
can be relied upon in isolation. Coherence demands a hybrid apprbat enables
intelligencedriven harmonization of effort by all parse while also providing the
integrity protectionof counterintelligence.
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Creating the World Brain & Global Gartfe

Terrorism, to use another analogy, is a cancer within the body of humanity.
Pursuing thatanalogy, below is an illustration of the four distinct aspects of
health.

Healthy
Lifestyle

Public Information &

i Prevefitable Government Oversight Natural and

| n
g .eat Y ‘ . Alternative

nvironment _
t Government Public Remediation

Preventable Oversight Information
Surgical &

Pharmaceutical
Remediation

Figure 13: Analytic Strategy for Health & Public Information

Qur approach to counteterrorism, as with our approach to health or any
other topic, is not just fragmenteds focusel on only one of the four critical
aspects of achieving a healthy body politido defeat terrorism, we must
eradicate the underlying conditions, including corruption, dictatorships, and
poverty, that alienate the public from governments and corporatidhat
predatory and therefore lacking in legitimate (Manwaring,

“YWw26SNI 5FGAR {G08SfSY a22NIR . NIB98 & 9l NIKDIFYSnus

Pagel8of 37



The Ultimate Hack: R@venting Intelligence to REngineer Eaht
Whole Systems& M41S2® Information Exploitation

The balance of this contribution will focus on how to eradicate terrorism,
along with the other nine higlevel threats to humanity, by using Whole
Systens approach, and the new M4IS2 concept for harmonizing how all
relevant actors spend and behave across the twelve core policies. | list them
below for emphasis. This is a minimalist approach, a simple beginning.

Agriculture Health
Diplomacy Immigration
Economy Justice
Education Security
Energy Society
Family Water

Figure 14: Core Policies for Informatidtnabled Harmonization

Here are the elements of the World Brain & Global Game that the collective
minds of the26 cofounders of EIN haveeveloped'®

e Universal Strategy

¢ Information Operations Cube

e Four Quadrants from Knowledge to Intelligence
e Fifteen Slices of Human Intelligence

e Six Bubbles for Digital Information Exploitation
e Global to Local Range of Needs and Gifts Table
¢ Intelligence Matirity Scale

* M41S2: Multinational, Multiagency, Multidisciplinary, Multidomain Infotioa-
Sharing and Senddaking.

!¢ Earlier summaries include the EIN brochurehéth:// www.earth-intelligence.net

and the chapterd2 2 NI R . NI Ay [Steeld, I 2RIBJOD INGFUD I Y S u
trademarked to EIN efbunder Medard Gabel, Global Game is a more generic term.
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Universal Strategy

Ethicg the heart of what Will Durant addressed in his 1916 doctoral thesis

and seminal workPhilosophy and the Social Probl¢burant, 2008]is how

civilization can evolve with each generation learning from the pastsstdest

of blood, treasure, and spirit. Morality, he and Ariel Durant tell ulseissons

of History[Durant, 2010]is a priceless strategic assett KS aD2f RSy wdz S3¢
common to all religions, can be universally implemented in a-zem

manner.

LOVE NOT WAR
Gandhi Had It Right

APPLY THE GOLDEN RULE
We Cannot Win With Guns

BE ACCOUNTABLE TO ALL
Citizens, Congress, Humanity

INTEGRATE FAITH & VALUES
Morality, Legitimacy, Reciprocity, Transparency

DEVISE & IMPLEMENT LONG-TERM
Multinational Information-Sharing & Sense-Making

APPLY OPEN EVERYTHING WITH INTEGRITY
Combine Access, Brains, Honor, & Tools

START WITH REALITY

All Information, All Languages, All the Time

Figure 15:Strategy to Creata Prosperous World at Peace
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Information Operations Cube

Earlier we addressethe pathologies that have to this day concentrated
wealth while fragmenting knowledge. The catastrophic separation of the
sciences from the humanitie@Vilson, 1999],the retardation of the social
sciences, the vanishing of history, and the proliferation of data pathologies
and information asymmetries must all be reversed if we are to implement the
strategy. Below is one way of looking at how we must eespll information

in all languages all the time.

Sciences without Ideology FUTURE
0,
S/ One World, Get A Grip
Humanitieswithout Hate

£707 |
(o) : : ”
3/ Faith without Fundamentalism

Intelligence (Decision-Support)

G Generic Multimedia Information
b3y

Raw Data
— R *Human
*Signals
*Images

«Signatures
HISTORY * Open Digital

All Cultures, All Languages +Open Analog
*Open Memory

Information Operations (10) as Dominant Foundation for National Security
Multinational, Multiagency, Mustidisciplinary Multidomain Information Sharing

Figure 16: Information Operations for World Prosperity & Peace

The above figure is intended to show both the diversity of points of view that
SEA&GEZ FYR GKIF(G Ydzad 0SS MNMBOHWHAKIDR Ay 2NRSNJI
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Four Quadrants from Knowledge to Intelligence
Appreciating the importance of accessing and exploiting all information in all

languages all the timgSteele 2006]yve now turn to the four quadrants, each
representative of a stage of modern dzéld information management.

IV - Organizational Intelligence  INTERNAL l§ EXTERNAL Il - External Information
o . MEMORY @ DATA
ut-Sourcing of DoD
Information State LEA ExpertHires
Processing Environmental Monitoring “JustEnough,
Justin Time”

Organizational o
8 Technology Monitoring

ilemorysystem Meta-Data Business
Etc \ y
< Feed ’ b intelligence
Data NGO High tlistamenonioring Institutionalized
Visualization -
Side . o Pocil
E-Commerce Patents, Etc. First overnment Monitoring oca
E-Shasring Trade Secrets Knowledge

Knowledge Capital™

Automated Analysis .
Project/Group Rolodexes/E-Mail Training

Management Personal Brand

Cell # Churning
(Rotationals)

Vendor Reporting _
Nokia*

UNICEF**

Heterogeneous

Search & Retrieval Internal Reporting Cell
RapidSMS 1]y
Data Reports
Conversion

Cell Patterns
INTERNAL
| - Knowledge Management  TECHNICAL Il - Collaborative Work

* Nokia phones charging on ambient waves. UNICEF expand RapidSMSto all UN/CA data inputs.

Figure 17: Knowledge Management to Organizational Intelligence

Most organizations are in Quadrantayant guardeindividuals in Quadrant Il.
Very few are deeply into Quadrant Ill, and virtually no one is in Quadrant IV.

Here again, the figure strives to illustrate the diversity of opportunities to
communicate & make sense that must be integrated to achieve full capacity.
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Fifteen Slices of Human Intelligence

The ongoing dialog over creating Whole of Government capaddifiat can

FLILX & Gaz2Fd LIRoSNE Aa |G NB2G lo2dzi Ay dS3aNg
enabling the sharing of all information across all human slicEsom an

SELISRAGAZ2Y I NENPN yOIASNNE NB2AAYY G 2F GASsI KSNB
of Human Inteljence (HUMINT) that are not being harnessed in tandem

today because we have governments focuses on turf andyghiather than on

G Yl 1 Ay &Steels 90404]

“Full Spectrum” Human Intelligence

Clandestine HUMINT

CovertAction HUMINT M Citizen as Sensor
Offensive Counterintelligence . "
Covert Defensive Counterintelligence m Soldieras Sensor (Overt/Open Signals)

“Hides” L m Operational Test & Evaluation
M Inspector-General (Org, USG, Int'l)

m Security Observation/Remote Webcams
W Document Exploitation/Imagery

W Overt Subject-Matter Experts (SME)

m Defense Attaches, MAG, Liaison, TDY

® Human Terrain Teams (HTT)

DOCEX

HTT ® Interrogator-Translator Teams (ITT)
DefAtt (S)l\\;lcErt $ 50% | m Soldieras Sensor (Covert "Hides")
ITT LNO $ 50% | = Defensive Counterintelligence
Offensive Counterintelligence
Open Source Intelligence (OSINT) Covert Action HUMINT [U2:N=2,J-2
is Human Source, Not Technical Clandestine HUMINT  IEeuuis

=

Education, Lessons Learned, Research, & Training are Foundation for Intelligence

CA3IdzNBE wmyY Il OKAS@GAY3 acCdz £ { LISOG NHzY ¢

90% ormore of what can be known andhared in not federal, not expensive,
and not secret.l have written and spoken extensively on this reality.
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Six Bubbles for Digital Information Exploitation

Inspired by the UN Highevel Panel on Threats, Challenges, and Change, |
funded and organizedEIN to reflect on how to change the information and
intelligence paradigm so as to achieve -Bgkectrum understanding. We
concluded that the cell phone, not the laptop, was the device of the future,
and that RapidSMS and Twitter were promising signs hef future of
information sharing and sengmaking. We can build this today.

Sustainable Sensible Future
1. Reality-Based Budget

2. Transparent Budget

3. Sustainable Budget

Serious Games for Change
Open Game Standard
Open Source Standard
Infinite Add-Ons

Infinite Team Options
Cash Rewards for Ideas
Funding of Solutions

Transpartisan Policy
1. Strategy for All Threats
Sees Many Opportunities
Integrates all Policies

2
3
EarthBudget 4. OpenSpace Dialog

DO AW

Memetics
& Transitional

Facilitation Earth

Intelligence
Network

eoSpatial Foundation:
Use or replace Google Earth

Key Concepts: . i ? andfor Terradex as shared
Tr:nysparency,?PubHc Intelligence) Public Intelligence in the focal point for visualization
Accountability (Digital Memory) Public Interest and data relations.
Resilience (Reality-Based Games) 1) Citizen-Voters & Advocacy Groups

Sustainability (Open Budgets) 2)  Non-Govemmental Issues Groups

3 3) Serious Games/Games of Change
Profit {Save Global Commerce)

Figure 19: Connecting All Humans to All Information
Both oligarchs and governments are fearful of this, not realizing that their

current wealth is insignificant and not worth iisttibutingt only the creation
of infinite wealth sufficient for all will dothis does that.
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Global to Local Range of Needs and Gifts Table

One insight that we achieved in the process of studying data pathologies and
information asymmetries as facilitaie by fragmented knowledge and
pathological political arrangements, was that corruption and intermediaries
are virtually synonymouscorruption here refers to both witting and
unwitting misallocation of resources. We concluded that enabling
intelligencedriven micrea A Ay 3 yR R K20 a2 O0Al

IATFOG FG P GAYSZé ¢l a GKS gl e (G2 ONBI

All those with a need, however miniscule

QO Cluster of
>
:i kS T ’s'a,/)) Medical Needs A
Cluster of 2 7%
Food Need 2 oy, A
Over Time = o
@© | Peerto peer v
Time-Phased g ‘ giving "’
. . 2
Harmonized Giving < - S L e .& ®
7; = ( 6\;\\(\ L
% = e Cluster of
S & A Clothing Need
= O
= < o
o~ A

Powered by Zero Waste Mind-Sets, Enabled by Ubiquitous Information Access
Benefit #1: On Demand Precision Giving Benefit #2: Elimination of Overhead

Benefit #3: Harnesses Giving of Billion Individuals Who Do Not Give Now

Peacekeeping Intelligence 21: Influence How OTHERS Spend

Figure 20: Intelligenc®riven Harmonization of Gifts & Spending

At the same time, we realized that for lack of transparemagjor investments
by the eight tribes of intelligence suffered for lack of harmonization.
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Intelligence Maturity Scale

Our final insightwas based on the realization that secret intelligence is very
immature as well as very wastefuln the USA$75bift A2y | &SI NJ LINR RdzOS

0Sadé¢ m> 2F oKIG GKS t NBAARSYd FyR | {GAye
of decisionrsupport. Here we capture the needed change of perspective.
TARGET 100% of Humanity
Poverty MATURITY World that Works for All
Infectious
Disease
Environmental
Degradation
Civil War 75% of Humanity
Genocide World that Works for Most
Other Atrocities
Pm"fe_ration 50% of Humanity
Terrorism World that Works for Some
Transnational
Crime SOURCES &
25% of Humanity METHODS
Inter-State World that Works for Few MATURITY
Conflict
Spies & Open Multinational World
Secrecy (OSINT) (M4152) Brain
Figure 21: Intelligence Maturity Scale
Using the ten higievel threats to humaity, all associated with terrorism as a
symptom, and our own knowledge of the possibilities for multinational,
multifunctional informatiorsharing and sensmaking, we conclude that the
P D2OSNYYSyd A& aG2dzi 2F O2yGNRT ¢ AY K29

desperately needs to understand existing waste and imminent opportunity.
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CONCLUSION Part I: Information Arbitrage

[2y3 32 L O2AYySR GKS GSNXY AGLYFT2NXIGAZ2Y | Nb
t SFOS1USSLAY3IAZ¢ YR L KI@BS F2@dmseSR TFT2NJ 2 GSNJ
information to create a prosperous world at peace. Although we have a good

ways to go, the plane of change is no longertflate are at the beginning of

an almost vertical trajectory of positive change.

OLD: GIVE THEM FISH

CURRENT: TEACH THEM

Information Arbitrage: The process of converting
information into intelligence, and intelligence into profit.
Information costs money, intelligence makes money.

FUTURE: ANCIENT
Concluding Observations & Recommendations WAYS, MOBERN MEANS
Five billion poor are the center of gravity
Indigenous knowledge & energy are the way
Information arbitrage is the means

Denmark can influence other people’s money
Denmark can make UN & NATO “Smart”

Denmark can save the North & restore the Earth - ( S |

SO O

Figure 22: Five Billion Poor, Ancient WaygwWMeans

Denmark specifically, and the other Nordic nations combined with Belgium,
The Netherlands, and Luxembourg can make a difference. | recommend this
new counterterrorismcenterwithin the University of Southern Denmark seek

to focus on counteterrorism as a symptornm context,not asa threat
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CONCLUSION Part II: Arcs of Crisis & Collaboration

Although | have not spoken as much as | would have liked about Buckminster
Fuller[1982]and RussellAckoff[2003], they are present in my every breath.

is not possible to address terrorism without addressing the whatelated
endeavors against terrorism alone are unaffordable and thus unsustainable.
We must achieve economies of both scale and holistic understanding. | will
end with this view of tke Earth, one that | observe is essential to planning for
the delivery of clean water, free electricity, and a sufficiency of food and
shelter to every human being on the Earth.

Figure 23: Rescuing the Arc of Crisis witformation-Collaboration

Withad §2daAK f2@S3s¢é L Ydzad O2yOf dzZRS GKIF G GKA&a C
you expand your thinking to include all ten threats across all twelve policies.
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