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Categories

1. Types of terrorism








2. Linkages










3. Kidnapping/hostage-taking







4. International cooperation








5. State-responses

6. ‘Best practices’ and ‘lessons learned’:  VN member state experiences

7. Psychological/sociological factors






8. Security










9. Legal efforts









10. Training










11. The evolution of terrorism







12. War and terrorism









13. Terrorism and the  criminal justice system





14. Media










15. Terrorism and the  public








16. Counter-terrorist measures and responses





17. Trends/statistics









18. Consequences of terrorism





 

19. Terrorist groups: organisations and characteristics




20. Victims










21. Terrorist demands/tactics








22. Theoretical/conceptual/definitional considerations




23. Risk-assessment









24. Dynamics of terrorism

25. General background factors facilitating terrorism








1. Types of terrorism

1. Religious/fundamentalist terrorism: comparisons of Christian, Hindu, Jewish, Islamist and other groups, including apocalyptic sects and suicidal cults;

2. Right-wing and racist terrorist groups: dynamics  of entrance and exit of members;

3. Separatism and  terrorism: comparative case studies;

4. Terrorists and chemical, biological, radiological and nuclear weapons:  motives and capabilities  of major terrorist movements most likely to acquire such weapons;  

5. Nucleair proliferation: patterns of stealing, smuggling and selling of radioactive substances;

6. Cyberterrorism and cybercrime: typology of  computer- en internet offenses with examples;

7. Case studies on single issue terrorist groups (e.g. animal liberation and  anti-abortion groups);

8. State terrorism: selected comparative case studies;

9. State-sponsored terrorism: selective comparative case studies;

10. Vigilante- and death squad  terrorism;

11. Unclaimed terrorist attacks and multiple-claim terrorist attacks: problems of identification of real perpetrators;

12. Catastrophic terrorism: is it a new type of terrorism?

13. New types of terrorism?

14. Is there a shift to maritime terrorism?

15. What are the determinants for the use or non-use of suicide terrorism?

16. Is 'islamofascism' a useful label for describing the current islamist threat: dark historic links;

17. Are the lessons learned during the Cold War in the containment of communism applicable today in the containment of islamist terror?

18. Diaspora terrorism (groups or agents from third countries carrying out attacks on fellow nationals on the territory of established democracies. Perpetrators and victims come from non-democracies).

19. Is terrorism stratified in the sense that international acts of terrorism are more likely  to be carried out  among those countries which are most like each other, and less likely  among countries and people who are less alike? 

20. Some-time, part-time, one-time terrorism;

21. Agro-terrorism: how vulnerable is the food supply to terrorism?

22. The concept of threat: a revision;

23. Terrorism: the outcome of the rule of treating one as one has been treated;

2. Linkages

24. The nexus between arms trade, drugs production and terrorism; 

25. Narco-terrorism: uses of terrorist tactics to defend drug cartels; uses of drug sales to finance terrorist strategies; 

26. Organized crime and the financing of terrorism; 

27. Drugs and conflict: how illicit narcotics fuel 30 ongoing armed conflicts; 

28. Backstage terrorist organisations and front stage political parties: division  of labour-case studies;

29. NGOs, charities and refugee organisations as terrorist front organisations: selected case studies;

30. Links between terrorist groups across borders; 

31. Varieties of terrorist financing;

32. Collaboration between domestic and international terrorist organisations; 

33. The interface between violent crime and armed conflict;

34. The tracing and penetration of transnational terrorist networks;

35. Command and control within and between terrorist networks: the (dis)advantages of high-tech and low tech means of communication

36. Israel: frontier of Russian organized crime (1 million Russian immigrants): the threat of the transfer of crime tactics to Palestinian terror groups;

37. Cutting edge platforms for analyzing and managing threat networks: examples; (e.g. www.trackingthethreat)

3. Kidnapping/hostage-taking

38. The kidnapping industry in various countries (e.g. Colombia, Mexico, Brazil, Guatemala, Iraq, Chechnya and the Philippines)

39. The factor of time in kidnap and siege situations: statistical explorations; 

40. Terrorist deliberations for selectively killing and releasing hostages; 

41. Determinants of the size of ransoms in commercial and political kidnappings;

42. Kidnappers: analysis of motives and modus operandi;

43. Kidnapping negotiations and hostage situations: commonalities and differences; 

4. State responses

44. Comparisons of state practices in combating terrorism related to the seriousness of terrorist threat (longitudinal analyses);

45. State responses to terrorism: liberal democracies vs. non-liberal democracies;

46. Questionable state responses to terror campaigns: case studies of cases where the cure was worse than the disease; 

47. The instruments of anti-terrorism and counter-terrorism: a review of the tools available to governments with a discussion of the conditions for their effectiveness;

48. Rules of engagement and standard operating procedures in combating terrorism: terrorism and weak democracies and countries in transition; 

49. Terrorism and legitimate resistance  against foreign occupation;

50. Terrorism and resistance  against non-democratic governments;

51. Centralisation and coordination of anti-terrorism measures across ministries;

52. Stimulation of alertness on different administrative levels to anti-terrorism aspects and crisis management consequences; 
53. The role of paramilitary organisations in counter-terrorism (institutionalized corruption, human rights abuses, long-term instability): comparative case studies;

54. Parliamentary investigations: truth commissions or white wash operations?

55. State support of drug trafficking: comparative case studies

56. Intergovernmental poaching: a growing problem;

57. The development of new cruise missiles (to be launched from submarines) (launchable within 15 minutes and able to hit targets  with a distance of 1500 miles): new means to strike rogue states and terrorist organisations: the usufulnes of standoff weapons against terrorists?

58. Is a failed state better than a rogue state?

59. Fusing  the 'war on terror' and the  'war on drugs': a misleading intellectual roadmap;

60. National anti-terrorism databases online: first experiences (e.g. www.frstrategie.org, www.interieur.gouv.fr)

61. The special UN rapporteur on the compatibility of counter-terrorism measures with international human rights laws: first experiences;

62. The development of a European Union Intelligence Service (EUIS) and its position within the EU framework;

5. International cooperation

63. Analyses of co-operative counter-terrorist efforts: multilateral, regional and bilateral;

64. The European Union and  terrorism: before and after the creation of Interpol; 

65. Interpol and terrorism;

66. Europol and terrorism;

67. NATO and terrorism;

68. The United Nations and terrorism: the effectiviness of the conventions and protocols, 1963-2005:  problems of measuring effectiviness;

69. The debates on terrorism in the General Assembly and the 6e Committee.

70. The effects of the UN sanctions committee (SC1267) with respect to al-Qa'ida and the Taleban;

71. The achievements and further potential of the Nunn-Lugar anti-proliferation regime;

72. The UN Security Council's Counterterrorism Committee: the implementation of  UNSC resolution 1373 (2001): the record so far;.

73. The evolution of a comprehensive UN strategy to fight terrorism and its implementation taskforce;

74. What could be the role of a new world anti-terrorism center as proposed in February 2005 in Riyadh? 

75. Regional organisations (African Union, Arab League, ASEAN, OAS, Islamic Conference) and terrorism: a comparison of measures taken;

76. EU-US cooperation: implementation of the Dromeland Castle declaration (June 26, 2004)

77. EU mutual evaluations of national systems to combat terrorism: the record so far

78. The EU Action Plan to combat terrorism: assessment of its implementation

79. The European Council: implementation of the Hague Programme: an assessment

80. Impact of the establishment of an EU Risk Analysis Center in Helsinki on strengthening of the EU's common external border;  

81. The evolution of a European strategy against radicalisation and recruitment;

82. The accession of new memberstates to the EU: consequences for crime & terrorism;

83. The rising number of attacks against NGOs and reliefworkers: the need for better security;

84. The handling of terrorism and related issues throughout the UN system: progress report on the newly established implementation task force; 

6. ‘Best practices’ and  ‘lessons learned’: UN member state experiences
85. Preventing and combating terrorism in general: an inventory of proposals since 9/11;

86. Hostage negotiations/ rescue operations: their interplay in kidnapping and hostage situations; 

87. Hijacking rescue operations: comparisons of fortunate and unfortunate outcomes;

88. 'Best practices' identified in the general terrorism- and  crime prevention literature;

89. Deterrence tested: an empirical study of claims of succesfull deterrence of terrorist attacks;

90. Protecting executives against terrorist attacks: lessons from the  open literature;

91. The use of military force in countering terrorism: lessons learned;

92. Secret negotiations with terrorist movements: determinants of failure and  success; 

93. The Cold War  counterinsurgency literature: what  can it teach us on countering contemporary terrorism? 

94. Failures of VIP protection: determinants of successful assassinations; 

95. Land- and sea-based hostage rescue missions which went wrong: lessons learned; 

96. Terrorist target selection: extrapolations from the past; 

97. Crisis management in terrorist incidents: Best/promising practices and lessons learned; 

98. How past terrorist campaigns were successfully brought to a halt: negotatiated and other settlements: comparative case studies; 

99. Strategies of counter-terrorism that failed or which were counter-productive: comparative case studies; 

7. Pyschological/sociological factors

100. The mindset or terrorist perpetrators: how terrorists defend their activities; 

101. The justification and morality of terrorist violence, according to the terrorists' own writings and speeches;

102. Analysis of  terrorist pamphlets and claim letters;

103. Terrorist atrocities: the psychology behind it;

104. Before they turned terrorist: the antecedents of terrorist movements; 

105. The  sociology en psychology of human undergrounds: resistance- and terrorist-organisations compared; 

106. Do terrorists also suffer from post-traumatic stress disorders (PTSD)?

107. Post-traumatic stress disorders of victims of terrorism and victims of natural disasters compared;  

108. The victim-terrorist nexus: under what circumstances do ex-victims turn into terrorists? 

109. Long-term refugee camps as breeding grounds for terrorists: comparative  case studies; 

110. The role of the media in terrorism and in countering terrorism; 

111. What can the literature on psychlogical operations teach us on countering terrorism?

112. Impact of terrorism on public behaviour at election times: comparative case studies;

113. Sabotaging peace talks through acts of terrorism: successful and unsuccesful attempts compared; 

114. Improving coping and healing strategies for victims of terrorism: promising practices;

115. Determinants of identification processes with victims or perpetrators during and after incidents of terrorism;

116. Suicide terrorists: the psychology of kamikaze terrorism;

117. The rise and fall of terrorist  profiling;

118. Probable consequences for society of large numbers of  victims  in case of attacks with weapons of mass destruction: what lessons can be learned from  the effects of large scale natural disasters?;

119. Determinants of radicalisation of individuals/groups in society;

120. The healing of nations: promises and limits of political forgiveness;

121. Psychiatric and socio-psychological profiles of terrorists and the alienated: distinctions between the pathological loner, criminals and those with a cause;

122. Terrorism: the ultimate breakdown of communication;

123. The enforced training of children (orphans and slaves) for terrorist purposes: the terrorists of the next decennium;

124. Former terrorists turning into regular police/military: comparative case studies;

8. Security

125. Comparative air port security;

126. Comparative port security;

127. Terrorism and major events: securing big sports events (Olympic Games) and VIP summits (e.g. World Economic Forum): lessons learned  since Munchen 1972;

128. Embassy security; lessons learned;

129. The role of intelligence services in the prevention of terrorism; 

130. Decisionmaking criteria for the transfer of authority to the Ministry of Defense in case of catastrophic terrorism: emergency/crisis planning;

131. Simulation exercises (on national, provincial, local levels) for crisis management: an inventory of training materials; 

132. Necessity to adapt existing legistation to cope with the terrorist threat to use new weapons of mass  destruction; 

133. Streamlining of organisation/authority structures in the field of anti-terrorism/counterterrorism: an inventory of measures taken in selected countries; 

134. The establishment of a unified command structure in which all capabilities of the fight against catastrophic terrorism are integrated; (from national to EU/NATO/world level)

135. Review of anti-terrorism policy/budgeting;

136. Problems encountered when an area has to be put under quarantaine;

137. Problems encountered with the introduction of forced inocculation; 

138. Research & development desiderata of counter-terrorist technologies

139. Improvement of security standards for the storage/production & transport of dangerous  agentia/substances in research laboratories and other facilities as protecton against theft and interdiction; 

140. Development of an international monitoring programme that can serve as a warning system for the outbreak of infectuous diseases and possible terrorist experiments with biological substances: Real Time Outbreak and Disease Surveillance System (RODS) as an extension of the Epidemic Intelligence Service (EIS);

141. Early warning: closing the gap between warning and decisionmaking (fear of erring, poor planning, complacency) 

142. How can negative effects of incorrect decisions be limited? (Type I error: say no where the correct answer is yes;  Type II error: say yes when the correct answer is no)

143. What is the use of so-called Security Impact Statements (SIS) as an analogy to Environmental Impact Statements (EIS)

144. Establishing safe houses for high-value potential targets of terrorism (international judges, politicians, opinion leaders, ambassadors): national experiences and lessons learned

145. The rise and proliferation of private security companies: what is the right balance between private and public security

146. The introduction of general alert systems: the shift from general national color systems to sector wise systems (e.g. drinking water system, electricity system, air travel system, banking system, railway system, computer infrastructure);

147. Do more advanced travel documents (introduction of biometrics) have an effect on terrorist operations?

148. Nuclear plants: adapting safety measures to new realities;

149. Strange and unexplained accidents: early warning indicator for terrorism; (e.g. suspicious incidents under investigation: http://unitedstatesaction.com)

150. The shift towards military entrepreneurship;

151. Iraq as the turning point for the use of Private Military Companies (PMCs): a unique combination of drivers;

152. Aligning the contrasting desires of US foreign policy and the objectives of PMC industries: a policy issue to be solved;

9. Legal efforts

107. Extradition requests and successful extraditions in cases of terrorism;

108. The (mis-)use of the political offense exemption in extradition requests and denials;

109.  Comparing  national anti-terrorism legislations and regulations; 

110. The sentencing of terrorists: national varieties; 

111. The working of the various international conventions and protocols on terrorism- comparing the records of ratifiers and non-ratifiers;

112. International treaty to improve cooperation in the field of preventing and the response to  cyberattacks-the state of the discussion;

113. The effects of the expansion of investigative powers on civil liberties: how much freedom are we willing to give up?

114. Legal dossiers of terrorist suspects: connecting case files: a terra incognita for social science

115. What to do if a significant part of the parliament or cabinet is wiped out as a result of a terrorist attack (US: Sensenbrenner Law): comparison of national legislation;

116. The International Criminal Court (ICC): experiences with preparing the first cases (Congo, Uganda, Sudan);

117. The United Nations as most suitable oversight body for a regulatory regime to regulate PMCs (standards of conduct and quality, rules for the treatment of PMC employees if captured, rules on when PMCs may be employed);

118. Potential problems if such a regime does not emerge (trial and execution of PMC employees for war crimes (they are not protected by the Geneva conventions), gross misconduct by untrained, unqualified PMC personnel in war zones, the establishment and operation of PMCs that operate against the international community of nations);

119. Lawfare: tactic whereby lawyers are called in to try and gain some military advantage via court proceedings: case studies;

120. The evolution of a super EURO-Just with increased transnational investigative and juridical powers;

121. The (ab)use  of lawyers  by terrorists in prisons: case studies;

10. Training
122. Trainingmanuals and courses in counter-terrorism: an inventory of public and private sector products; 

123. Bomb threat assessments; operating procedures in national capitals compared;

124. Explosives and bomb detection and disposal techniques;

125. Teaching anti-terrorism to foreign states: a comparative study  of the programmes of the US, Israel, France, Russia, China and the UK;

126. The improvement of  counter-terrorism trainingmethods: lessons learned;

127. The application of new software tools (Analyst Notebook)  in investigative research: a revolution in determining timelines and links within and between networks

11. The evolution of  terrorism
128. Case studies on the rise and decline of selected terrorist groups;

129. How terrorist organisations dissolve; 

130. Unilateral armistice offers of terrorist organisations: how serious should they  be taken. An analysis of various offers and their outcomes.;

131. Successful transformations of terrorist organisations to political mass movements/parties: comparative case studies; 

132. Selective terrorist careers: from criminals to statesmen-from statesmen  to terrorist; 

133. 'Old' and 'new'  terrorism: has terrorism really changed since the 1970s and 1980s?

134. Recent shifts in assuming and denying responsibility by terrorist groups;

135. Determinants of change in terrorist tactics and strategies; 

136. Historical successes and failures of terrorist organisations and their determinants: comparative case studies; 

137. Terrorist weaponry: shifts in arms and levels of violence?

138. Ethnic Russian Muslims: the new "jannisaries" (reference to fanatical forces of the Ottoman empire who were forced converts from Christian communities)

12. War and  terrorism

139. Uses of terrorism in interstate warfare;

140. Uses of terrorism in civil war;

141. Exploding a bomb in the marketplace and bombing a market place from the air: exploring the morality of the use of force by state- and non-state actors;

142. War crimes and acts of terrorism: similarties and dissimilarities; 

143. The status of domestic belligerents: freedom fighters, guerrillas, terrorists, lawful belligerents- how to differentiate?

144. The return of the Iraqi veterans: the transfer of terrorist expertise to other regions;

145. Damaged war veterans: the propensity of traumatized veterans to engage in terrorist and other violence;

146. Did military involvement in Iraq harm rather than benefit the war on terrorism?

147. Does the establishment of military bases drive insurgent groups into the camps of al-Qa'ida and Jemaah Islamiya?

148. The inclusion of counternarcotics operations in military operations: time for a re-appraisal?

149. Military operations in the Global War on Terrorism (GWOT): comparative case studies (Africa, Afghanistan, Philippines, Colombia) implications for the overall GWOT strategy?

150. The Pan-Sahel Initiative: an assessment?

151. US military operations in the Horn of Africa: template for future GWOT operations?

152. Merging peacekeeping and counterterrorism operations under NATO command: advantages and disadvantages;

153. War on terrorism is wrong: terrorism is a tactic not an enemy;

154. Reorganizing the armed forces for long-term stability tasks (more lethal, rapidly deployable, for a broader spectrum of threats): national experiences;

155. The use of police terror against drug gangs: comparative case studies (e.g. Brazil and Thailand)

156. The development of A-teams for covert operations abroad: national experiences

157. Black budgets for intelligence: are we getting value for our money?

158. The use of special Task Forces (e.g. Task Force 121) for the hunt of so-called high value targets: successes and failures;

159. The use of military exercises as cover for counterterrorism operations: comparative case studies;

160. Hearts-and-minds campaigns combined with intelligence collection efforts: comparative case studies;

161. Grand strategy: isolating the enemy  across three essential vectors: physical, mental and moral; 

162. Fourth Generation Warfare (4GW) tactics (rear area operations, psychological operations, ad hoc innovation): contemporary applications;

163. Victory in 4GW: destroying the moral bonds that allows the organic whole to exist (cohesion) by reinforcing menace, mistrust and uncertainty: successes and failures;

164. The implications of the replacement of terrorism as a method of warfare by global guerrilla warfare (infrastructure sabotage, market disruption, state failure and delegitimitization)

165. The evolution of global guerrilla warfare: a method of warfare that will be exported around the world;

166. The blurring of the distinctions between conventional war, nonconventional war and terrorism: the need for a reconsideration of the missions of conventional armed forces, police forces and surveillance agencies;

167. WWIII: the biologist's war;

168. Applications of system theory to terrorism (e.g. if 25% of the components of a system are lost the probability of systemic failure is more than 80%): case studies;

169. The fifteen key 'rules' according to which the new way of war operates (Martin Shaw)

 
13. Terrorism and the criminal justice system
170. Terrorists in prison: comparative case studies; 

171. Terrorists in court: comparative case studies;

172. The penitent terrorist as crown witness: problems of credibility and equality before the law;

173. Arrest and punishment of terrorists: how many are caught after how much time?

174. Prisons as terrorist headquarters: problems with putting terrorist inmates together;

175. Prisons: viable venue for Islamic radicalization and recruitment;

176. Witness protection programmes for terrorist trials: the record so far;

177. Special courts for terrorist crimes: comparisons between states using this instrument;

178. Effectiveness of the the International Convention for the Suppression of the Financing of Terrorism. 

179. Cybercrime:  the desirability and effectiveness of an international treaty focused on the harmonisation of national legislation, the sharing of information, the provision  of early warnings, and the formulation of acceptable procedures for the execution of international investigations of cybercrime; 

180. The refusal to let important terrorist suspects appear as witness in trials of other terrorist suspects: debates about accessibility of certain types of evidence and the hearing of certain witnesses;

181. The UN special rapporteur on the compatibility of counter-terrorism measures with international human rights law: first experiences; 

14. Media

182. Media guidelines on dealing with terrorist stories: useful in practice?

183. Terrorist propaganda: if publicity is the (only) goal-should one give in?

184. The portrayal of terrorists in contemporary fiction;

185. The portrayal of terrorists in contemporary videos/movies;

186. Silencing the press: journalists as terrorist targets;

187. Copycat crime: televised terrorist acts repeated: a review of the evidence;

188. Dealing with the media: comparing police practices;

189. Terrorism and the Internet: the dark web portal: uses and abuses;

190. Terrrorist perpetrators: media images and realities;

191. Hollywood as reenactor and proliferator of terrorist scenarios: a reality check

192. Live broadcasts of crisis games/simulations with government officials as a way to sensitize the public on crisisdecisionmaking problems and dangers in society; 

193. Monitoring terrorist websites: future directions (advent of weblogs, RSS and other forms of social software, direct clues about impending attacks, a closer alignment between the stated goals on the web sites of the terrorist networks and their actions)

194. The digital-cat-and mouse- game with cyber terrorists;

15. Terrorism and the public

195. The impact of terrorism on various segments of the population;

196. Determinants of popular support for terrorist organisations;

197. Public opinion and terrorism: reactive patterns in cases of terorist blackmail, terrorist intimidation and terrorist propaganda;

198. Educating the public about terrorism: national experiences;

199. The desirability and use of personal preparedness guides: national experiences;

200. The desirability and progress made with a global campaign against terrorism (modelled on the landmine and child soldier campaigns)

16. Counter-terrorist measures and responses

201. State security services and terrorist groups: varieties of relationships;

202. National counter-terrorist special units: a comparison of doctrine, organisation, tactics and weaponry;

203. Unilateral and bi-lateral armistices with terrorists: comparative case studies;

204. Interrogating terrorists: licit and illicit practices;

205. Torturing terrorists for purposes of intelligence gatehring: how widespread is  the practice?

206. Effectiveness in counter-terrorism: methodologies of measurement;

207. Terrorist safe havens: why some countries do not extradite terrorists;

208. Military responses to insurgent terrorism: comparative case studies;

209. Judicial responses to various types of terrorism;

210. Choosing appropriate strategies: law enforcement vs. military responses to terrorism;

211. Police strategies and tactics against terrorism;

212. Target hardening by prospective victims: does it lead to displacement of the locus of victimisation?

213. The effect of amnesty on terrorist organisations;

214. Possibilities and limitations of technical solutions in countering terrorism;

215. The possibilities of limiting the freedoms of terrorists to recruit and train; 

216. The effectiveness of blacklisting countries that are non-cooperative in fighting terrorism;

217. The effectiveness of placing terrorist individuals and  organisations  on terror lists;

218. The effectiveness of blocking terrorist fundraising;

219. The desirability and effectiveness of the monitoring of foreign students;

220. Boomerang effect: miscalculations of intelligence services in the interacting with  terrorists; 

221. The effectiveness of a policy of `pre-emptive assassination (`permissive termination’, `calculated elimination’);

222. The effectiveness  of digital investigations in tracing and prosecuting terrorists; 

223. The  `export’ of terrorist suspects to regimes known for torture practices;  

224. Intelligence and morality: explorations of ethical dilemmas in dealing with terrorist groups; 

225. The justification and effectiveness of a policy of `terrorizing the terrorists’ (do to the terrorists what they do to innocents)

226. Dilemma of national governments: how can the effectiveness of anti-terrorist policies be measured and expressed to the general public (in other words can they justify the increase in budget for security)

227. The fusion of government information (customs, immigration service, police, intelligence, economic control, tax office): determinants of success?;

228. Threat analysis by intelligence agencies: successes and failures in identifying threats;

229. Counter-terrorism: from law enforcement to war fighting: national experiences of transition;

230. Post 9/11 reorganisation of special forces: new tasks and responsibilities: national experiences

231. The fusion of domestic and foreign intelligence: national experiences; 

232. The establishment of Ministries of Security: national experiences

233. Deep access data mining techniques to track terrorists: new developments and national experiences

234. Attempts to create so-called Total Information Awareness (horizontal integration of information from all sources at all levels of classification): national experiences

235. Working with so-called 'red teams': national experiences

236. Experiences with linchpin analysis (identifying the role of key factors in the analytic calculus)

237. Experiences with alternative forms of analysis (devil's advocacy, risk-benefit analysis, high-impact low-probability analysis, quality of information check)

238. A consolidated score card against al-Qa'ida (www.angelfire.com/terrorismscorecard)

239. Thinking beyond the traditional practicioners' tool kit: the need for a new breed of conflict management practicioners to draw in and sustain a dialogue between the politically marginalized groups and government elites;

240. Replacing 'hard' power with 'soft' power: a formula for success?

241. Investigative committees into the functioning of intelligence services: national experiences

242. The desirability of a moratorium on the development and sale of synthetic nanoscale materials in organisms;

243. Measuring feelings of insecurity: the use of opinion polls in debates on security;

244. Vaccins needed to counter bioterrorist threats: factors determining sufficiency;

245. WMD Civil Support Teams (first response teams in case of CRBN attacks): national experiences;

246. Nuclear Emergency Support Teams (NEST) : national experiences;

247. Recalling the 33.000 pounds of HEU that was distributed to 43 contries in the the last two decades: progess made;

248. The establishment of radio-tv stations to counter terrorist and rogue state propaganda: recent experiences in the Middle East, Central Asia and Asia;

249. The desirability of a Biological Research Security System (a system on the basis of peer review for the persmission of dangerous experiments and the issuing of licenses to  scientists and facilities)

250. Standards for nuclear detectors and personal protection equipment against CBRN attacks: an assessment;

251. The use of controversial satellite tracking technologies (with help of bio-implants) for anti-terrorist purposes: first experiences;

252. The symbiosis between intelligence and business (e.g. Joint Intelligence Committee sends a weekly assessment of the economic and trade situation in the world to the Bank of England);

253. The integration of former terrorists in police forces and/or armed forces: national experiences;

254. The use of psyops: spreading rumours about the capture or death of important terrorists;

255. Monitoring charities: national experiences;

256. Improving control over the nuclear arsenals of states of concern: case studies;

257. The disentangling of the Khan-network (with involvement of the US, Netherlands Israel, South Africa, Germany, Japan, Singapore, Spain, UK, Malysia and Dubai): a case study;

258. Public education campaigns with the aim to increase security awareness of civilians: national experiences;

259. Keeping information on key infrastructures secret: national experiences;

260. The use of low-tech technologies (e.g. GSMs) to collect intelligence and prevent terrorist attacks: examples;

261. The Global Outbreak Alert and Response Network (GOARN) of the WHO: the need of more research into 'zones of emergence':  implications for bioterrorism;

262. The spread of the West Nile virus in the US: implications for bioterrorism;

263. The negative impact of a more strict control of Hawala/Hundi money transfer systems: an  assessment;

264. The establishment of Serious Organized Crime Agencies: national experiences;

265. Persuading terrorist organisations to enter peace talks with a promise to remove them from terrorist blacklists: successes and failures;

266. The construction of walls/electronic fences: impact on levels of violence and societies involved: comparative case studies (e.g. Israel/Palestine, Malaysia/Thailand, South Africa/Mozambique) 

267. The use of hiring creative thinkers that can imagine the impossible;

268. Unearthing potential members of operational cells well prior  to the 'h-hour of the op": case studies;

269. Analyzing connections of connections to identify emerging network 'leadership': case studies;

270. Signals of impending attacks (increased activity on the network, reversal of money flows, large-to face-to-face meetings of keymembers): case studies;

271. Designing a system that can keep up with the manufacture of new toxic substances: the challenge of avoiding Big Brother and deadly bureaucracy;

272. Dealing with state-sponsors of terrorism: small carrots for small gestures, large sticks for large infractions;

273. Use of the insurance industry as a vehicle to drive chemical facilities, food companies, utilities and other businesses to take greater precautions against terrorist attacks without heavy handed new regulations: first experiences;

274. Introduction of new sensor technologies: e.g.muon cosmic ray screening device developed by Los Alamos : first experiences with use  for screening vehicles at border crossings or ship cargo at major ports; 

275. Denying terrorists the support of constituents: case studies;

276. From joint regional to a world counter-terrorism centre;

277. The new hows and whys of global eavesdropping;

278. The INTERPOL resource center on bioterrorism: sharing information between police, health officials and scientists, and informing member countries about current threats and best practices;

279. Terrorism as a consequence of past government policies;

280. The removal and retraining of extremist clerics and teachers: national experiences;

281. The full facts about the detention, interrogation and rendition authority and practices of American government agencies;

282. Pakistani and Saudi support for proselytizing organisations: the incompatibility with their claims to be key allies in the war on terror;

283. The Trans-Sahara Counter Terrorism Initiative: an assessment;

284. The introduction of Enhanced Maritime Safety and Security Teams (EMSST): first experiences;

285. The feasibility of the development of a global nuclear detection architecture (task of the newly established Domestic Nuclear Detection Office (DNDO) in the US;

17. Trends/statistics
286. Cross-national and longitudinal trends of various types of terorism (single issue, left-wing, right-wing, nationalist, irredentist, separatist, racist, revolutionary, religious, vigilante, state-state=-sponsored, criminal, pathological, etc.)

287. Longitudinal and cross national analyses of datasets on international terrorism (e.g. US State Department, NCTC, RAND, Mickolus, Engene, IMPT, Terrorism Knowledge Base);

288. Statistics on domestic and international terrorism: how good are the data?

289. Comparative international apprehension rates of terrorists;

290. Frequency and consequences of terrorist hoaxes;

291. Dataset on prevented attacks: successful intelligence or failures in preparation;

292. Ron Motley's database on islamist terrorism: 1 million pages waiting for analysis;

293. The difficulty of collecting detailed, reliable casualty statistics in war zones: what does this mean for databases on terrorism?;

18. Consequences of terrorism
294. The consequences of terrorism (for various actors such as family, media, state, former hostages, etc.);

295. Terrorism and the tourism industry: damage assessments;

296. Accountability of terrorist groups for the consequences of their crimes;

297. Accountability of terrorist leaders for the consequences of their crimes;

298. What are the secondary effects of catastrophic terrorism: economic recession, disruption of travel and transport, disruption tourism industy, loss of innocence)

19. Terrorist groups: organisations and characteristics 

299. Organisational characteristics of contemporary terrorist organisations;

300. Activities (other than terrorist) of terrorist movements;

301. Infiltrators and informers in terrorist organisations: successes and failures;

302. The terrorist cell/network: varieties of organisational structures;

303. How do terrorist organisations react to leadership loss;

304. Terrorist arms procurement: what do we know?

305. The role of women in terrorist organisations;

306. Criminal activities of political terrorists.

307. Trademarks of explosive experts;

308. Development of 'exit' strategies that would encourage desertion;

309. Recruitment of a new generation of terrorists: impact on  the level of sophistication?

310. Media departments of terrorist organisations: comparative case studies; (e.g. the Global Islamic Media group);

311. The role of Councils of Guardians of islamic terrorist organisations; (e.g. Hamas, Muslim Brotherhood) : case studies;

312. The use of music/video clips to spread propaganda (e.g. Dirty Kuffar clip of the Soul Salah Crew);

313. The rise of a new generation of terrorist leaders: comparative case studies;

314. Mapping terrorist networks: e.g. Al-Qa'ida: requirements for a resilient organisation; (expect operation networks to be run by relative unknowns, assassination of a single network leader will not work, strategic attacks are possible with a network of less than 70 people);

315. Unraveling the entire network of al-Qa'ida: analyzing the people who received training in Afghanistan;

316. The rise of terrorist social services: replicating the social responsibilities of nation-states: is there a generalized ("business") model that can be derived for fully developed terrorist organizations operating in failed states?

317. The resilience of terrorist networks against decapitation (redundant design, meta-matrix design, dynamic design): case studies;

318. When is a liberation movement dangerous and wicked, and when is it part of the progress toward a democratic society?

319. Monitoring Deobandi and Wahhabi proselytising organisations: jihad's stealthy legions (e.g. Tabliqhi Jamaat, Hezb ut Tahrir, Tanzim e-Islami, Islamic Circle of North America);

320. The recruitment of children by terrorist/guerrilla organisations: comparative case studies;

321. Terrorists' other target audience: the aggrieved populations that they purport to represent;

322. Proposals for establishing a common database on terrorist organisations and their accomplices: feasibility and obstacles;

20. Victims

323. Victim and target selection processes by different types of terrorist groups;

324. UN and ICRC officials as victims of terrorism: the record so far;

325. Victims treatment: comparison of country programmes for victims(e.g. USA, France, Israel, Span, Colombia, Russia);

326. Post-traumatic stress disorders: short-, medium- and long-term effects on  victims, onlookers and perpetrators compared;

327. The psychology of fear in victims of violent crime and victims of terrorism;

328. Hostage- and kidnapping experiences: a survey of the literature  on survival and mental strength;

329. Coping with anxiety, fear and terror: theories of emotional control;

330. Varieties of victim responses to terrorism;

331. The impact of terrorist death threats on the lives of prospective victims;

332. Comparing victimisation patterns across time and space: class, occupation and  role of victims;

333. The utility of mutual self-help among former victims of terrorism compared to professional counselling;

334. Debriefing released hostages: what can be learned?

335. The Stockholm syndrome: beyond the original case;

336. Female prisoners marrying military officers they met in torture centers: Stockholm syndrome taken to an extreme (e.g.Argentina)

337. The financial and non-monetary costs of terrorism;

338. The establishment of an international fund to compensate victims and their families , to be financed in part from assets seized from terrorist organisations: a progress report;

21. Terrorist demands/tactics

339. Nature  and variery of terrorist demands;

340. Terrorist blackmail: comparative case studies of demand fulfilment and  demand denial;

341. The use of terrorist tactics by liberation movements;

342. Aborted terrorist attacks: why they failed;

343. Successful terrorist blackmail: analysis of factors leading to the release of imprisoned terrorists in exchange for hostages;

344. Scenarios of chemical, biological, radiological and nuclear blackmail;

345. Terrorist intimidation: determinants of mass panic, based on examples from recent history;

346. Terrorist uses of the Internet;

347. Anarchist cook books: a review of the do-it-your-self manuals for creating mayhem;

348. Target analysis: preferred targets in longitunidnal and cross-national comparison;

349. Terrorist rhetoric and strategy: analysis of their documents: reading between the lines;

350. Terrorist  threats and warnings: how to deal with them?

351. Guerrilla uses of terrorist tactics, terrorist uses of guerrilla tactics, terrorist uses of organized crime tactics: the nature of crossovers;

352. Identity card fraud and illegal immigration: their role in terrorist use of organized  crime and countering terrorism;

353. 'Pockets of anarchy’ as safe haven for  terror organisations;

354. The dirty dozen: the terrorist groups that have expressed an interest to acquire, develop and use CBRN weapons: how far have they progressed;

355. The threat of nuclear suit case bombs: a continuing story;

356. The application of 'smart mobbing' by terrorist organisations: case studies; 

357. The danger of an electronic Pearl Harbor (the danger of a large scale attack via the Internet to disrupt banking traffic and ruine the economy?: an assessment;

358. The 419 scam: application of similar methods to raise funds for terrorism;

359. Secret torture camps where youths are trained in torture and killing: comparative case studies;

360. Iraq: the establishment of satellite cells around the country that facilitate the supply of volunteers for suicide operations: disentangling the network of financiers and facilitators;

361. The rise in kidnappings for ransom of children of the upper class: national experiences;

362. The 400.000 missing passports: unhindered travel opportunities for terrorists; 

363. Trade marks of terrorist bomb makers (e.g. Terrorist Explosive Device Analytical Center (TEDAC), Quantica, VA)

364. The global system for the construction of bombs for terrorist purposes: tye proliferation of more advanced bomb blueprints and techniques; 

365. The development of a 'white' or  'blue-eyed' al Qa'ida: myth or reality?

366. The development of new types of IEDs that are capable of circumventing existing security measures: case studies;

367. The application of swarming tactics by terrorist organisations (an attack from multiple directions  by  autonomous units on a single target/unit): case studies;

368. How terrorist organisations use prior knowledge of attacks to generate revenu from global financial markets: case studies (attacks on invidual corporations, attacks on oil infrastructure, taking states hostage)

369. Nation states targeted/threatened with infrastructure disruption unless they make a large ransom payment: case studies;

370. Homemade directed energy weapons (HERFs) the weapon of choice  for terrorist organisations intent on infrastructure destruction: developments and examples;

371. Was 9/11 a black swan (an unpredictable event that defies prediction)? 

372. Understanding the stigmergic signaling between global guerrillas: requirement for the development of ways to disrupt their activity; (stigmergy: method to understand underlying patternms of swarming activity) ;

373. Temporary autonomous zones (TAZ) (geographic zones that are free of state control- an organic byproduct of a failed or weak state) and their exploitation by terrorist organisations (basic shelter, freedom of movement, open commerce): comparative case studies; 

374. Global guerrillas operating from geographical dispersed locations: e.g. failed and collapsed states, zones of chaotic organic disorder, the Internet: comparative case studies

375. The complex problem of  eliminating TAZs (taking into consideratiion the rapidly shifting locations, locations that resist interdiction and diversity): case studies

376. The economics of defense against CRBN-attacks?

377. Amateurish attempts to produce CBRN-weapons (e.g. botulism, ricin, sarin,  bubonic plague bacteria, typhoid bacteria, hydrogen cyanide, VX): changes in frequency and progress made;

378. Analysis of accidents which already  have taken place involving contagion and death while testing a nuclear device or a manmade disease transmission device; 

379. The exponential change in the technology of killing devices and in logistics and communications: what casualties can be inflicted by a small organized group of dedicated individuals in a single action?: an assessment;

380. An exportmodel to overthrow dictators peacefully: comparative case studies (e.g. Serbia, Ukraine (Orange Revolution), Georgia (Revolution of the Roses), Lebanon (Cedar revolution); Kyrguzstan (Tulip revolution) and te next candidates;

381. Terrorist manifests/manuals with instructions/guidelines to finance terrorism via cyber fraud: an assessment of Internet vulnerabilities and constantly developing policies; (e.g. Imam Samudra, JI) 

382. Cyberspace: where the bad guys are going;

383. Crossing thresholds: the compulsion of normbreakers to offer ex post facto justifications of their actions;

384. Terrorism: adopting the global business model;

385. Terrorism: utilizing 'brown zones' in Western societies; (specific neighborhoods or particular types of organizations, where state governments are reluctant to intervene)

386. The rise of so-called 'tiger kidnappings' (taking hostage relatives of an employee to get his cooperation in robbing a company): case studies and national comparisons;

387. Urban terrorism: key innovations of militant organisations;

388. Cell phone technology: an explosive tool for insurgents;

389. The transfer of bomb technology from states to terrorists (e.g. the Al-Ghafiqi project (R&D for all types of IEDs) of the M-21 directorate of the Mukhabarat): case studies;

390. Radicals in sheep's clothing: silencing people with the accusation of xenophobia;

391. The ongoing battle between criminals/terrorists and corporate security experts: new types of Internet scams;

392. The emergence of hotspots of cybercrime (e.g Romania): determining factors?

393. Seizing laptops of top level terrorists: what can be learned from them?

22. Theoretical/conceptual/definitional considerations

394. The literature on terrorism: mainstream and alternative interpretations of terrorism;

395. The causes of terrorism as reflected in terrorist writings and the literature on terrorism;

396. The concept of political crime/political offence in national and international law;

397. Theorists of terrorism: analysis of their writings;

398. Political violence other than terrorism: conceptual issues;

399. Attacks on military forces-terrorist or not? A discussion based on case  studies from Lebanon, Saudi Arabia and Russia;

400. The conduct and process of research: how to get into practice and relationships between research producers and users;

23. Risk-analysis
401. Threat and risk assessments: evaluating intelligence on possible terrorist attacks;

402. Early warning indicators of terrorist escalation;

403. Political risk analysis: the state of the art;

404. Cascading system failures: case studies;

405. The vulnerability of complex infrastructures to non-planned events: how terrorists exploit the assumptions of designers to create major disruptions in complex networks; (the concept of highly optimized tolerance (HOT))

406. Intergovernmental relations/federalism/governance issues: the arrival of the Department of Homeland Security (DHS): the need for definition and description of the changes to federalism: positive/negative effects and unintended consequences;

407. Reconsidering the all hazards vs. specific hazards approach: are we actually moving towards or emphasizing one type of hazard (terrorism) at the expence of others (natural hazards)?

408. Cultural differences between the 'old' and emerging organisations responsible for emergency management in the DHS;

24. Dynamics of terrorism

409. Training camps for terrorists: what do we know about them?

410. From physical training in camps to do-it-your-self training by Internet or CD-Rom

411. Interviews with terrorists: what do they tell us?

412. Countering terrorist propaganda rather than countering terrorist violence: oputline of an alternative strategy;

413. The self-image of the terrorist and how to weaken it;

414. Terrorist decision-making: what do we know?

415. What do terrorists hope to gain? Their motives and strategies.

416. Keeping a terrorist organization alive: skill-sets for facilitators (recruitment, false documentation, travel and transit, safe houses, finance, families, media, knowledge transfer, couriers)

417. Executing a successful terrorist operation: skill sets for terrorist operators (surveillance, countersurveillance, communication, constructing cells, target selection, reconnaissance, operational planning, operational security, device construction)

418. Changes in the repertoire of current terrorist organisations (ambush, siege, stand-off attack, kidnapping, close quarter assassination (CQA), man portable air defense systems (MANPADS), improvised explosive devices (IEDs), vehicle-borne improvesed explsive devices (VBIEDs) and personal-borne improvised explosive devices (PBIEDs) and water-borne improvise expliosve devices (WBIEDs))

419. The role of former military officials in terrorist organisations: key assets in the transfer of essential knowledge needed for setting up underground organisations;

420. The possibility of developing a transferable template for attacking any target country: an assessment; 

421. Determinants of prevention (e.g.public vigilance, unprecedented security, intelligence, law enforcement, military cooperation, proactive targeting of cells, planning and preparing attacks): is the threat diminishing?

422. Strategy meetings of terrorists: basic indicator of future threats;

423. The rising threshold of violence caused by the porosity of borders between terrorist organizations and the exchange of technical and human expertise between terrorist groups: case studies;

424. Are terrorism and drug-trafficking rooted in the same environment?

25. General background factors facilitating international terrorism

425. What is the relationship between terrorism, democracy and globalisation?

426. Do most terrorist events take place in the least-globalised and least-democratic countries?

427. Terror in the the least-well connected and  democratized part and the most-connected and democratized parts of the world;

428. How is the process of democratization linked to different levels of political violence: comparative case studies

429. Fuelling the Muslim rage: the continuation of catalyst conflicts (e.g. Palestine, Iraq, Chechnya, Kashmir, Mindanao (Philippines), Maluku (Indonesia), Sulawesi (Indonesia), Algeria, Afghanistan)

430. Extremist ideology: the principal driver of contemporary violence;

431. Islam: a blessing for humanity;

432. Occidentalism: the West in the eyes  of its enemies;

433. New oil/gas contracts as early warning indicators of armed conflict: case studies;

434. Addiction to the jihad: an explanation;

435. The Saudi paradox: the power of the principle and doctrine of Tawhid (monotheism) and the doctrine of Taqqarub (peaceful co-existence with unbelievers);

436. Sheikh Muhammed ibn Abdul Wahhab: driving force and source of inspiration for the jihad

437. The duty of Tawhid (islamic monotheism);

438. Ijtihad: reinterpreting Islamic principles;

439. Are there inhibiting factors which mitigate against a species self-destructing?

440. The puzzle why there have not been a far larger series of terrorist created disasters? 

441. Ethnic cleansing in reversal: state population policies with the aim to change the ethnic distribution: unintended consequences (e.g. Malaysia);

442. The exploitation of Islam to create a national identity: negative impact; (e.g. Malaysia)

443. Rejectionist movements: the attraction of new spirituality;

444. Identifying factors making a nation "hospitable" to transnational crime and terrorism;

445. The convergence of global terror and international migration;

� The original list was published as Appendix C in: Alex P. Schmid (Ed.) Countering Terrorism through International Cooperation. Proceedings of an International Conference held 22-24 September 2000 in Courmayeur, Italy. Milan, ISPAC, 2001, pp.378 - 385. – The categories have remained unchanged while the number of entries was expanded and in some cases modified.





