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‘We are fully aware of your long-standing limitations in gathering information. The limitations are inherent in the very nature of the United Nations and therefore of any operation conducted by it.’

UN Secretary-General U Thant to the Commander of the UN Operation in the Congo (UNOC), Lt-Gen. Kebbede Guebre, in a coded cable on 24 September 1962.

In the last forty years we have seen a quantum leap in technology, weaponry, military capability, war fighting ability and tempo of operations, but in the field of UN Peacekeeping operations little has changed! Our greatest capability remains the ‘Mark I eyeball’. Too often a UN mission is judged as a success or failure based on peacekeeper casualties rather than innocent lives saved. In today’s changing environment, pro-active operations and force security become paramount for successful peacekeeping – in a chapter VI (peace support) or chapter VII (peace enforcement) operation. These are dependent on accurate intelligence. In peacekeeping as in all military operations, the basis of all successful operations is:

· Accurate, timely intelligence

· How the commander utilises this, his most precious asset, in the application of his forces to achieve his mission objectives.

Aim

The aim of this chapter is to examine the role of intelligence in UN peacekeeping operations (PK)—specifically, what lessons we can learn for application in future PK operations. Subjects covered are:

· Introduction

· Role of intelligence in peace support operations

· Terminology

· UN peacekeeping and intelligence

· Brahimi recommendations

· The UN as a source of intelligence

· The UN as a recipient of intelligence

· The role of intelligence in the planning and execution of peacekeeping operations

· Elements of the intelligence process in UN peacekeeping operations

· Some intelligence lessons learned in UN peacekeeping operations

· General intelligence lessons learned

· Conclusions

· Recommendations

Introduction


‘What is called ‘‘foreknowledge’’ cannot be elicited from spirits, nor from gods, nor by analogy with past events, nor from calculations. It must be obtained from men who know the enemy situation.’        




                                                                              Sun Tzu
Ethnic, religious and political Inter-state and Intra-state conflicts continue to destabilise regions and lead to the formation of belligerent groups of whom it is becoming less and less clear whether they are freedom fighters, national military forces, guerrillas or terrorists. As the Brahimi report recommendations and recent initiatives have demonstrated, the UN Secretariat and Security Council are becoming more aware of the need for early warning and preventative interventions in the form of peacekeeping operations. Despite the digitalisation of the battlefield with remote sensors, on-line satellite imagery and digital data burst transmissions, in a post-September 11 world the role of intelligence, and specifically human intelligence (Humint), has become more and more crucial.

The Role of Intelligence in Peace Support Operations

Peacekeeping operations normally refer to peace support operations (PSO)—which may be conducted in relatively stable environments where belligerent parties have demonstrated a capability to abide by cease-firing agreements, or in highly unstable environments where conflict has developed or is ongoing. The efficient gathering and processing of information, and the dissemination of military information, is critical to the success of peacekeeping missions and the safety of mission personnel. This is especially relevant in UN peacekeeping operations where location and capability of belligerents are often known through ‘observations’ and ‘overt intelligence’. But the crucial information of ‘personalities’, ‘motives’ and ‘intent’ can only be obtained through traditional Humint means. (NATO definition: ‘a category of intelligence derived from information collected and provided by human sources’.) Commanders at all levels require accurate military information support in order to effectively execute their tasks. Poor intelligence means you often do not have the right forces with the right equipment at the right place and time. This is often reflected in the number of casualties – either peacekeeper lives as we have seen in Rwanda and Somalia, or the lives of the innocents that the mission was initiated to protect – the genocide in Rwanda and massacres at Srebrenica serve to illustrate this. In PSOs, military requirements for accurate and timely information are the same as elsewhere in the spectrum of conflict and in the continuum of operations. Military information gathering within a PSO relies heavily on observation of events through military observers and force elements—including mobile units, observation posts, airborne reconnaissance and a broad spectrum of surveillance devices. High-tech intelligence collection methods such as imagery intelligence (Imint) or signals intelligence (Sigint) are for the most part timely and accurate. While the sources and associated products attract considerable attention, largely due to the technologies involved, they cannot provide complete knowledge of the environment, local attitudes, emotions, opinions, identities and importance of key players and their role in the situation. Humint, on the other hand, gathered by well-trained troops in an area of operations, from interacting with the complete range of local human sources, provides this nature of critical information from which a complete picture can be developed. It is the major contributor to understanding the population, its culture and needs and how these relate to the operational environment.


PSOs differ from conventional military operations in the sense that the collection of information and processing it into analysed material may be politically restricted. Furthermore, information acquired must be guarded from all belligerent parties to a dispute, to ensure that the impartiality of the mission is not compromised and the consent of the parties in the conflict is maintained and fostered. So it is imperative that a secure channel is established for transmission of sensitive information to DPKO level and that a mechanism is in place for that information to be received, analysed, briefed to the right level on a ‘need to know’ basis and kept confidential.

Terminology

By design and definition, the UN is a highly transparent organisation. Due to political sensitivities, for many years ‘intelligence’ within the UN was not considered an acceptable term, activity or process. However, this view has to some extent changed in recent years. The UN now realises that basic ‘overt intelligence’ must be provided in order to ensure force protection and enhance the capability of the force to achieve its mandate. However, in the interest of projecting a non-threatening presence, the term military information (MI) is used instead of ‘military intelligence’. Despite the UN terminology, the basic intelligence processes are still present in all PSOs, as they cannot operate without an organised system to collect, analyse, interpret, predict and disseminate the sum of knowledge and understanding of the environment in which military activities are conducted. Not only does this include knowledge pertaining to the activities, capabilities and intentions of belligerent parties, but also to ‘neutral sympathisers’ of the belligerents and the physical environment where a military force is expected to achieve its mission. This is generally accepted practice, but the level of success is often linked to the level of confidential information that is obtained in this process. The most controversial issue remains the methodology used to get the confidential information needed, and the question is if force protection gives us enough leeway to actively collect critical information in a mission situation.

UN Peacekeeping and Intelligence

It has been said that the UN is a sieve for information – but this is not a flaw – it is a design feature to enable people and countries, some of which may be in conflict with each other, to work together and to be part of an organisation that has international organisational objectives. However, this makes it difficult for national intelligence agencies to work closely with the UN Secretariat. If the rationale for intelligence gathering at UNHQ level is to inform political decision-makers, then the logical place for it to interact with the UN is where it currently does, via the member states representatives in the legislative bodies, particularly the Security Council. Peacekeeping operations should ‘a priori’ be non-political. However, it is in the missions themselves where the knowledge and intelligence needed lie. Transmitting this sometimes confidential intelligence through the political filters to the right level is one of the greatest challenges we face.

Brahimi Recommendations

Change in the UN system is crucial in order to address deficiencies in the peacekeeping process. Important Brahimi report recommendations in this respect include:

· United Nations military units must be capable of defending themselves, other mission components and the mission’s mandate. Rules of engagement should be sufficiently robust and not force United Nations contingents to cede the initiative to their attackers.

· The Secretariat must not apply best-case planning assumptions to situations where the local actors historically have exhibited worst-case behaviour. It means that mandates should specify an operation’s authority to use force.

· United Nations forces for complex operations should be afforded the field intelligence and other capabilities needed to mount an effective defence against violent challengers.

· A new information-gathering and analysis entity should be created to support the informational and analytical needs of the Secretary-General and the members of the Executive Committee on Peace and Security (ECPS).

· The proposed ECPS Information and Strategic Analysis Secretariat 

· (EISAS) would create and maintain integrated databases on peace and security issues, distribute that knowledge efficiently within the United Nations system, generate policy analyses, formulate long-term strategies for ECPS and bring budding crises to the attention of the ECPS leadership.

· Rapid deployment standards and ‘on-call’ expertise

The first six to twelve weeks following a cease-fire or peace accord are often the most critical ones both for establishing a stable peace and the credibility of a new operation. Opportunities lost during that period are hard to regain. The Brahimi report recommends that:

‘A revolving ‘‘on-call list’’ of about 100 experienced, well- qualified military officers, carefully vetted and accepted by DPKO, be created within UNSAS. Teams drawn from this list and available for duty on seven days’ notice would translate broad, strategic-level mission concepts developed at Headquarters into concrete operational and tactical plans in advance of the deployment of troop contingents, and would augment a core element from DPKO to serve as part of a mission start-up team’.

It would be crucial to include qualified intelligence officers in this process, particularly those who have proven track records of capability and excellence during peacekeeping deployments.

· Adapting peace operations to the information age 

Another Brahimi recommendation is that modern, well-utilised                                                                                                             information technology (IT) is a key enabler of many of the objectives, but gaps in strategy, policy and practice impede its effective use. In particular, UN headquarters lacks a sufficiently strong responsibility centre for user-level IT strategy and policy in peace operations. A senior official with such responsibility in the peace and security arena should be appointed and located within EISAS, with counterparts in the offices of the Special Representative of the Secretary-general (SRSG) in every United Nations peace operation. Headquarters and the field missions alike also need a substantive, global, Peace Operations Extranet (POE), through which missions would have access to, among other things, EISAS databases and analyses and lessons learned.

Many of these recommendations cover the field of intelligence. The effective use of intelligence often depends on a Secure Communication Channel. One of the critical failures of the UN system is that there is no really secure confidential channel for sensitive intelligence to be sent from the field to DPKO. Information must pass through many channels to get to the level where it can be used to brief at Security Council level, making it potential public knowledge. Looking at the broader picture, there are two parts to the UN’s relationship with intelligence:

· The UN as a source of intelligence

· The UN as a recipient of intelligence.

The United Nations as a Source of Intelligence

There are elements of intelligence gathering for which United Nations peacekeeping missions are uniquely suited. An easy example is the United Nations Mission to Ethiopia and Eritrea (UNMEE) with its Temporary Security Zone (TSZ). Whilst interested national governments inevitably have sources of information in both capitals, only the UN has observers spread across the TSZ. They are able to offer independent assessments of troop movements and other relevant changes on the ground, for example changes in local administration, local command structures and attitudes of ground level commanders. This information gathering forms part of the dual role of UNMOs on a peacekeeping mission that is to prove confidence to the parties by acting as an independent observer. But it also provides independent and objective advice to the international community on the behaviour of the two parties who have sought the intervention. The UN can then confirm to each party what the other is doing in terms of adhering to the peace process. The UN also provides member states (who have invested in the peace and who make the political decisions about mandates etc.) with an objective assessment of whether the parties are in fact abiding by their commitments.

Similarly, the nature of UN staff engagement with local authorities means that it can and does receive a breadth of impressions and information that would not easily be acquired by national agents. The catch is how this information is passed on (think Rwanda again, or East Timor). There is undoubtedly a systemic problem with passing critical information to the Security Council from the field, in part because of lingering Cold War fears and in part because what the UN Secretariat knows is potentially public knowledge. Therefore it can embarrass its employers, member states, whose decisions to act or not on any given crisis will not simply depend on right or wrong, but also on national interests.

The Brahimi reports recommend telling the Council what it needs to know, not what it wants to hear. This is a solid and worthwhile position, but Secretariat officials (including even secretaries-general) have been severely punished for doing this in the past (e.g. Hammarskjöld on Congo when the USSR refused to speak to him, U Thant on Vietnam when the US refused to acknowledge him and set out to discredit him and even in the post-Cold War era: Boutros-Ghali on Bosnia and Rwanda. The problem remains..!

The United Nations as a Recipient of Intelligence

The United Nations is a deliberately transparent organisation, although it has been described as so transparent it is opaque, with no instrument to filter through the volumes of incoming data. However, accurate intelligence would clearly be of use to it, in determining how to respond to events on the ground in peacekeeping. The difficulty lies in finding a route to transmit classified intelligence material to those within the UN who need to know and ensuring the ongoing confidentiality of that information in the process.

The route cannot always be via the senior staff on a mission. Senior mission appointments are always political. This is inevitable and will not change. Without questioning the integrity of top mission appointments, it is a fact that the direct transfer of information during missions can be dictated by and influenced by the politics and national affiliations of the top-level political appointments of those missions. 

The proper mechanism is through the Security Council and its related Military Staff Committee, which is set up by the UN Charter. It is questionable whether a new methodology for rendering the Military Staff Committee more effective  has emerged after the end of the Cold War (the  effectiveness of the committee was severely restricted by Cold War antagonisms). It should, however, be made more operationally effective. There have been various proposals from academics and others to this effect, but this is on a different note.

The Role of Intelligence in the Planning and Executing of Peacekeeping Operations

When looking at the role of intelligence in PK operations, there are two basic phases in the process, namely the Planning Phase and the Execution Phase:

a.
Planning phase
This is the military strategic level where PK operations are initiated by the Secretariat and planned by DPKO. A wide spectrum of information is needed here and there is a large degree of dependency on open sources of information, fact-finding missions and intelligence from the national intelligence agencies of troop contributing nations. Experience has shown that PK missions are often destined to succeed or fail based on the scope and accuracy of the intelligence available for planning at this level.

b. Execution phase
PK missions normally follow the sequence of:

i. deploy an advance party to conduct limited reconnaissance and liaison with the emphasis on evaluating the situation on the ground

ii. meet the belligerents, initiate the logistics of deployment

iii. re-evaluate force security aspects. Determine exact deployment areas, Area of Responsibility (AOR), phase of deployment and expansion

iv. execute deployment, expand mission in pursuit of the mission objectives (e.g. TSZ, buffer-zone, demilitarisation, demobilisation)

In all of these phases we have learned that Intelligence Preparation of the Battlefield (IPB) is critical.

A force commander needs planning information on roads, terrain negotiability, infrastructure, hazards such as minefields and of course tactical positions and strengths of the belligerents. As the mission unfolds and force elements and military observers are deployed on the front line amongst the belligerent forces, force security and force protection becomes a critical issue. To be effective you must know the threat.

Tactical positions of belligerent forces, personalities of commanders and occurrences in the mission area which may impact on the tactical situation become critical as the mission moves towards some form of separation of forces, creating of a buffer, security or demilitarised zone, removal of heavy weapons to barracks or cantonments and some form of demilitarisation through demobilisation.

With all of these processes, force protection is a critical issue. To be effective, peacekeepers in conflict zones must proactively acquire and painstakingly analyse information about conditions within the mission area. This is especially true if the mission is conducted in a hazardous and unpredictable environment and the lives of peacekeepers are threatened. Accurate intelligence on the location, deployments and intentions of belligerents provides more force protection than having (greatly outnumbered) armed troops on the ground. It is here where the type, nature and structure of intelligence assets available to the force commander become critical.

Elements of the Intelligence Process in United Nations Peacekeeping Operations

The intelligence structure and functioning for a PKO is planned at DPKO level. As a force commander you must use what you get. Often the basic structure and elements are there but are far from ideal. Some of my experiences in this regard are as follows:

a. Organic intelligence ability and structure of deployed contingents

It is my experience that certain contingents which have a Humint collection orientation and their own organic intelligence structure and capabilities are several times more effective in controlling their AOR than other contingents with only an equivalent combat capability. I found to my dismay in my peacekeeping experience that there are some contingents to which in practice the word ‘intelligence’ is a foreign and theoretical concept.  Ideally, a force commander should have some good qualified and experienced intelligence officers with each contingent to direct the process of information collection and the intelligence cycle for those contingents’ AORs down to ground level.

b. Dedicated Humint field collection capability

There is much controversy over the concept of having dedicated groups of Humint teams in PKOs. In reality, the entire military component should be Humint information gatherers, although ideally every contingent should have a few specialist Humint collection teams which should be planned as part of a force structure. The least we should have is a good Humint orientation and training programme in the pre-deployment phase for contingents.

c. Strong intelligence analysis section at headquarters level

I have found that one or two really sharp officers are of more value to me as a force commander than having a intelligence section of fifteen people who are engaged in a ‘process’. That process tells me history, not implications, predictions and expected belligerent Courses of Action (CAOs)  which I need to know. This brings me back to the point of selection and training as well as the concept of having a stand-by list of experienced officers to deploy into critical posts on missions. We urgently need a military intelligence training wing at one of the international peacekeeping training institutions to address the issue of doctrine, training, selection and standards related to military personnel in peacekeeping operations.

d.
Intelligence photo interpreter capability at force headquarters
During the start-up of UNMEE, I had a dedicated aerial photo reconnaissance unit with a P-166 aircraft and a large team of technicians, photographers and support personnel, but no photo interpreter. They could take aerial photos for me but that was it. This was a critical resource for me in the investigations to determine the TSZ boundaries and subsequent changes which we made to accommodate more accurate facts on the ground. Fortunately I found one of the UNMOs, a young South African captain by the name of Peter Roos to be a specialist military intelligence photo interpreter. I brought him to headquarters and he did great work in assisting me with the analysis required to get an accurate picture of the TSZ during the sensitive process of getting a separation of the forces on the ground. However, there was no photo interpretation equipment available. Captain Roos offered to go and borrow some specialist equipment from his Defence Force. I thought this was a great idea but then we spent months trying to get the UN civilian administration to reimburse him for the excess baggage costs of getting the twenty kilograms of equipment there and back.

e.
Terrain analysis/Military geography team
The most beneficial aspect of the available Geographic Information Systems (GIS) technology is the ability to integrate information from various sources on top of digital maps of the theatre of peacekeeping operations. To be of effective value to a force commander, they need to deploy at the earliest possible moment and assist in Intelligence Preparation of the Battlefield (IPB). This should include terrain negotiability analysis, route maps, effect of weather on terrain, land-mine data, AOR maps and other GIS and mapping products utilising available databases, digital imagery, satellite support and Landsat imagery. However, I have found that like many other emerging technologies where capabilities and processes are not fully understood by all, there is a distinct lack of user functionality built into the GIS projects. During UNMEE we were using maps based on a 1937 survey updated in 1974. I needed maps with accurate roads annotated using Global Positioning System (GPS) route tracking data but lack of a $5 download cable to get the info from the GPS to a computer delayed this project for more than eight months. 

f. Force security threat

Here I include the concept of information security and particularly in the information technology (IT) field. The UN is potentially the best and most accurate source of information and intelligence for belligerent parties. We are vulnerable in our communications and data security, from Humint to the IT field and plain old-fashioned document security.

In DPKO missions we have embraced the wonders of the computer age with LANs, WANs, servers, share drives and firewalls. The only thing we have not done is addressed the human factor. We have people on missions with little or no previous exposure to computers. I have found sensitive information being placed in low security locations and open share drives, through negligence and lack of security awareness.

During UNMEE, two years after mission start-up we received state-of-the-art firewall hardware to prevent hackers getting into our systems; essential, but not my ideal time scale.

It is important to remember that a belligerent group will often only allow you as much access to tactical information (through observations and liaison) as their confidence in the UN mission’s ability to safeguard that information allows. This often translates directly into freedom of movement and level of co-operation on the ground, which is the primary data collection process in pursuit of the mission’s mandate and objectives. It is therefore critical to have counterintelligence and security specialists as part of a force structure to address Humint and IT vulnerabilities through monitoring, investigations, threat assessments and security awareness training. 

Some critical counterintelligence aspects that should be considered include:

· pre-deployment analysis of intelligence collection capability of the opposing groups in a mission theatre

· qualified force counterintelligence officer at headquarters

· computer network information security specialist

· availability of IT hardware such as firewalls at mission start-up

· field investigation/interviewing teams.

g.
Skills and Capabilities
The old adage of ‘a few good men’ (or women), is always relevant in any field, but particularly so in the military information field. It is almost ‘mission critical’ to have a core group of competent, experienced and capable military information officers. TCCs more often than not fail to provide the right profile of military information personnel, often it is not even a military information specialist who ends up in the military information section. One solution already mentioned is the establishment of a specialised UN military information centre or training wing at one or more of the established international peacekeeping training centres. Here the doctrine of ‘intelligence in peacekeeping operations’ can be developed, military information courses presented and standards of training and competencies determined, evaluated and implemented with teams assisting national training similar to the UNMO training concept. 

Some Intelligence Lessons learned from United Nations Peacekeeping Operations

Rwanda

With the UNAMIR mission in Rwanda, accurate information was available on the planned Hutu COA (genocide of the Tutsis). However, this ‘intelligence product’ was based not on an extensive military information system of collection, analysis, corroboration and a Military Intelligence Preparation of the Battlefield (MIPB), but largely on the information of ‘Jean Pierre’, a single highly-placed militia leader informant.

The MIPB process was lacking and politically restricted, not resulting in a proper flow of information which would lead to detailed analysis of the situation, development of belligerent COAs and possible ‘triggers’.

The impression created was that ‘bang’, out of the blue, DPKO headquarters received a horrific tale of planned genocide based largely on the information from one person. The often-quoted reaction in that fateful coded cable was really to be expected:

Subject:
Contacts with Informant
We have carefully reviewed the situation in the light of your MIR-79. We cannot agree to the operation contemplated in paragraph 7 of your cable, as it clearly goes beyond the mandate entrusted to UNAMIR under resolution 872 (1993).

More than half a million people died in the Rwandan genocide. Perhaps hundreds of thousands of lives could have been spared through decisive peacekeeping intervention. This was dependent on immediate and decisive Security Council member state support, however it was not forthcoming. The question needs to be asked: ‘If the information on planned genocide had been seen to be coming from a broad-based, multi-source MIPB process using established Humint resources over a period of time, would the Security Council and member states have reacted differently and could the world have been spared more than half a million deaths?’

Intelligence must be the product of the analyses of multiple sources of information over a period of time, there must be a system and commanders at all levels must have confidence in that system through consistency. With Rwanda, if there had been better intelligence and more confidence in that intelligence at United Nations headquarters level, they might conceivably have changed the mandate of UNAMIR to allow pre-emptive operations. This might have either stabilised the situation or bought enough time for reinforcements to be brought in which could possibly have made a difference.

United Nations Protection Force (UNPROFOR) – Bosnia

Ethnic cleansing was not a new concept to the Balkans. It was practised during the occupation of the Balkans by the Ottoman Turks and during the Second World War. One of the most valuable lessons from history is that history repeats itself. The break-up of the Former Republic of Yugoslavia led to renewed conflict and a cycle of violence. Lessons learnt by UNPROFOR in Bosnia should not have been new lessons. Some of these are as follows:

a.
Population really is key terrain! 

When separating the Bosnian Croats and Bosnian Muslims in Central Bosnia, local issues could often be resolved with prior knowledge of historical perspectives and emotive locations such as former battle sites, burial sites, religious sites, homes of local leaders, key locations for economic and other reasons and the list goes on. When trying to split formally linked communities, everyone has their own idea of who owns what.

b.
Military Geography
The lines of communication overlaid with data provided by terrain and weather analyses and engineer intelligence, provided the convoy commander with invaluable information. It allowed for those normally unforeseen difficulties and prompted the forward basing of engineer plant equipment on one main supply route.

c.
Personalities
This really does become a 10th order of battle factor and not just a miscellaneous element of the IPB. When faced with a military commander on one side who was a former JNA commander (disciplined, trained, etc.) and a local thug turned military commander on the other, this information becomes invaluable.

d.
Courses of Action
These really do multiply with Serbs, Croats, Bosnians, Bosnian Serbs, Bosnian Croats, Mujahideen and even United Nations allies with their own third-party interests. They all have potentially conflicting hostilities.

d. Language

When faced with the problem of linguistic skills and having only limited resources within the Force, the obvious answer is to use locally employed interpreters (it was useful to use Army linguists to monitor what they were actually saying). However, as the aid convoys crossed ethnic and military boundaries, these interpreters became an issue and were sometimes detained. The challenge with using local interpreters is that they are vulnerable to blackmail and coercion. They could be working for up to three different sides besides the UN.

General Intelligence Lessons learned

Debriefing

Valuable information can be gained from debriefing anyone who is available and willing. These casual sources provide mostly low-level information gathered recently in the region. This can be particularly useful when building up the database of personalities to be used for future dealings and negotiations.

Situation Awareness and Information reporting

Even the ‘mail run’ might pass that faction reinforcement convoy travelling otherwise unseen. Everyone must know the importance of reporting and how to do it. Memory joggers and acronyms should be taught at every level:

· OVERWHELM. Ordnance, vehicle type, electronics, recognition features, when, how many, equipment seen, location, morale.

· WHAT. Wheels, hull, armament, turret

· BBWT. Barrel, Baffle, Wheels, Trail.

Culture

An understanding of cross-cultural issues is essential, not just of the local population but also of your allies. For example, to a Bulgarian a nod of the head means ‘no’ and a shake ‘yes’. Why is the Battle of Kosovo Polje so emotive? After all they lost, did they not? A basic knowledge of the language, if only to say ‘hello’ or ‘thank you’ or sometimes more importantly ‘stop’ or ‘halt’ is also very useful and conveys a message.

Mission Start-up 

The beginning of a mission is often the most volatile and vulnerable, the MIPB system must operate from day 1.

MIPB

We have learnt that the ability to act faster than a belligerent is of paramount importance. Actions are based on contingency plans for possible COAs, which are dependent on accurate MIPB.

Intelligence awareness to lowest level
The best form of force protection is treat awareness.

· Every uniform member must be attuned to his role as ‘eyes and ears’ information gatherers.

· The MIPB concept and process should be understood and implemented at platoon commander level. It is not the exclusive domain and responsibility of the military information section at headquarters level!

A picture tells a thousand words

If there are cheap digital cameras and video recorders down to section level, with the ability to send a digital image by radio transmission or any other means to headquarters, the commander is already ten steps further ahead in the game than he would otherwise be.

Information resources

There are ways and means of enhancing open sources information collation and analysis efforts in missions. Commercially available IT and data mining products are highly sophisticated nowadays. The internet contains a vast amount of useful information which, if found, verified and assembled into a useful product, can be a valuable asset. Subscription-based products, such as FBIS and BBC Monitoring can also provide a useful flow of raw ‘near intelligence’ material. Of course, that raw data then has to be analysed and this requires resources, skill and effort.

Exploit expertise and experience

A commander is often only as good as his staff. Successful commanders identify and surround themselves with experience and expertise, officers who can translate vision and commanders’ intent into effective military information collection plans, own force battle plans and courses of action.

Conclusions

After examination of the role of intelligence and specifically lessons learned from the deficiencies and successes of Intelligence in Peacekeeping Operations, the following conclusions are reached:

a. Strategic/UN headquarters level

i. Plan military information structure to cater for worst case, not best case, tailor to mission, include counterintelligence.

ii. Plan for sufficient military information assets, Humint teams, headquarters & field specialists, special equipment, aerial photography capability, aerial reconnaissance, access to satellite imagery, access to national databases of troop-contributing countries, geographical-cell capability.

iii. Early deployment of military geographical cell.

iv. Greater use of commercial technology, GPS, digital cameras, satellite imagery, commercial data encryption software.

v. Do not let political sensitivities compromise Force Security by restricting the military information mandate to collect information.

vi. Implement Brahimi report recommendations of military information early warning and analysis capability at United Nations DPKO level.

vii. Secure channel for sensitive intelligence to United Nations DPKO.

viii. Military information mandate to recruit informers and collect confidential information relating to force security.

b. Operational (mission) and tactical level

i. Staffing of critical posts, do not let rank inhibit function. Use your best resources.

ii. Utilise all assets and personnel for information gathering.

iii. Tap national intelligence capability of Troop Contributing Countries (TCCs) in mission.

iv. Aggressive MIPB, use all resources, manage the info flow process, continuously evaluate status of Periodic Intelligence Reports (PIRs), profile the personalities, monitor the bigger picture, know the history of the conflict, monitor the media and political scene, analyse motives.

v. Importance of digital imagery and real-time information.

vi. Reliability and consistency of the intelligence system and product.

vii. Information security.

viii. Attitude of commanders to military information, and specifically how the force commander utilises his intelligence assets and capability, is critical.

Recommendations

Although the conclusions reached for the future have addressed the aim of this chapter, I would like to stress the following recommendations:

· Implementation of Brahimi recommendations on establishment of a ‘analysis and early warning secretariat’ at United Nations headquarters level is crucial.

· The issue of training needs to be addressed with the creation of a military information training centre at one of the peacekeeping institutions which could have the dual role of developing doctrine and integrating emerging technologies with the military information function and setting standards for training.

· In mission planning we must plan for success, using worst history behaviour models of the actors in a conflict, not the best case. Ensure that sufficient military information capacity is provided for the structure, assets and quality of personnel.

· Use of emerging technologies from GIS to digital cameras can provide a significant near real-time and mission-wide information network. Information is power and digital images tell a thousand words.

· Secure channels should be created to ensure capability for flow of highly confidential sensitive information from mission military component to United Nations DPKO level without loss of confidentiality or ‘filtering’ to cater for political sensitivities.

· In complex contingencies, especially where peacekeeping operations have a force security threat or face a mission situation that could deteriorate into required intervention (peace enforcement), military information assets need to have the mandate and capability to acquire relevant confidential-level information (read: use of informants).

There will always be too many Peacekeeping challenges and too few resources. Let us not forget the hurt of the past where we could not do enough but learn from it so that we can have the power to do more in the future.




































In the Balkans, both French and British officers emphasized the value of Human intelligence and the fact it was particularly lacking.  However BRITFOR obtained 98% of their information from Humint sources, primarily from their own soldiers on patrol. British intelligence officers stated the tactical picture had to be built up by piecing together Humint and by interpreting the totally biased Serbian/Croat/Muslim radio.


                                                      Initial Impressions Report  French and British                                                     Operations Other Than War (OOTW)


                                                      Former Republic of Yugoslavia	





The ‘EISAS’ secretariat has since been referred to as a ‘system wide information and analysis’ effort. It is the closest the Secretariat has come to establishing an official intelligence capacity, however its implementation is fraught with potential obstacles. However, this is a specialist subject for discussion on its own.
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