INFORMATION OPERATIONS: All Information, All Languages, All the Time

From the Foreword (USA)

OSINT is an integral supporting element of 10 and JIOC. Robert Steele has
done more than any other person to promote the effective use of OSINT in
support of policy, acquisition, operations, logistics, and all-source intelligence,
and with this book he expands his original vision to show how a properly
integrated approach to global collection, man-machine foreign language
translation, and advanced analytics can enhance our success in various “IO-
heavy” mission areas.

Congressman Rob Simmons (R-CT-02)

From the Technical Preface (Canada)

Information Peacekeeping is about new capacities of action that come from
creating new meanings and understandings through the knowledge processes of
an organization. The challenge of Information Peacekeeping is how to use the
power of the cyberspace and leverage the grid - the infrastructure - and its
content - the infostructure - to act with effect on the social, cultural, and
political spaces of communities as well as within cognitive and belief systems
of individuals. Information Peacekeeping enables an organization to leverage a
belief system to create action at a distance — this effect is the equivalent of what
is entanglement is in quantum physics.

Dr. Robert Garigue

From the Author of Ambient Findability (UK in the USA)

At the crossroads of ubiquitous computing and the Internet, a technology
tsunami is transforming the global information landscape beyond recognition.
In this emerging future present, Robert Steele understands that open source
intelligence is the key to finding and making sense of the data that makes a
difference. If you value peace and freedom, read Information Operations right
now, before it's too late.

Peter Morville, best-selling author
Ambient Findability
Information Architecture for the World Wide Web
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From Scotland Yard (United Kingdom)

For nearly two decades Robert Steele has challenged conventional thinking in
traditionally-based secret intelligence communities. Always seeking to match
innovation with public and financial integrity, Steele has many times gone
head-to-head against the establishment with the uncompromising conviction for
which he has become world-famous. The most valuable commodity in the
world today is accurate, timely intelligence. Those with access to it will be the
richest, the most powerful and the most influential. With a global cauldron of
open source information available in so many languages, those with the ability
to distil and refine the gold from the dross will become the Alchemists of our
time. With both a full career in the secret world, and a second career in the open
source intelligence (OSINT) world, Steele’s unique combination of experience
and evangelism has taught us that there is no Holy Grail of Intelligence—no
secret golden chalice—and that the time has come to challenge conventional
paradigms that have been the mainstay of intelligence collection and
analysis. In this book Steele shows us a more mature and intelligent way of
conducting the business of being informed; of making decisions; of changing
how we approach war, peace, wealth, and democracy.

Steve Edwards, M.B.E.
Founder, Scotland Yard Open Source Intelligence Unit

From the Defemse Intelligence & Security Service (The Netherlands)

Steele never fails to surprise me. In every book he publishes: new
ideas, new viewpoints, defining new relations between existing phenomena
giving new solutions, all well presented in a logical manner with clear
boundaries, every aspect addressed. Although much focused on the US
situation, the book is very useful for international OSINT shops and
Intelligence Services, since a major part applies to international communities as
well. In my opinion, a MUST read for everybody seriously involved in the
business; it very clearly explains what the current situation is in the - mainly
U.S. - intel/security community, the current challenges we all face, and what
can be done and should be done. I certainly wish I could write a book like that.

Amo H.P. Reuser, Chief, Open Source Intelligence
Defense Intelligence & Security Service, The Netherlands.
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From the United Nations Force Commander in the Congo

Peacekeeping is not easy. Effective peacekeeping depends above all else on
reliable information. At the strategic level, information helps the Secretary
General organise the correct mandate. At the operational level, information
helps the Under Secretary General for Peace Keeping Operations and the
Secretary General’s Special Representative (SGSR) develop the correct force
structure and inter-agency strategy. At the tactical level, historical and cultural
information as well as inter-unit information sharing can do a great deal to
avoid misunderstanding and further dialog. This book, the third in a series, is
an important contribution. Information Peacekeeping is a very important
concept. This book offers a practical approach to multi-national information
sharing that will be helpful to all legitimate governments and their civil
societies. This book is a practical manifestation—a technical solution—to the
recommendations of the Brahimi Report.

MajGen Patrick Cammaert, Royal Netherlands Marine Corps
General Officer Commanding Eastern Division MONUC
In the Democratic Republic of Congo

From The Editor, Intelligence & National Security

Robert Steele knows as much about American intelligence and how to improve
it as anyone. This latest book is a treasure trove of good ideas and should be
mandatory reading for anyone interested in U.S. national security.

Dr. Loch Johnson, Regent’s Professor
University of Georgia

From The Editor, Foreign Policy

Robert Steele has a unique ability to offer highly technical information in a way
that is both provocative and interesting. This book is about mind-sets and open
mindedness, about the urgency of ensuring that in making decisions our policy
makers consider all information, in all languages, all the time, not just that
information that is readily available, comfortable and politically convenient.

Moises Naim
Editor, Foreign Policy
Author, ILLICIT (Doubleday, 2005)
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Honor Roll

I could not have survived the seventeen years of striving to
educate reluctant governments, had it not been for my wife.

Mrs. Kathy Steele
I was ready to give up in 1997. In less than ten minutes he got
it, directed its adoption by SOF, and gave me new life.
General Peter Schoomaker, USA
There is only one person at the national level that has
championed Open Source Intelligence (OSINT) ably to date.
Dr. Joseph Markowitz
Now we have a new champion, the first-ever Assistant Deputy

Director of National Intelligence for Open Source
(ADDNI/OS), to whom we pledge our support.

Mr. Eliot Jardines
Across all Nations, across the seven tribes of intelligence, over
25,000 may claim to belong to this special group.
Golden Candle Society
Finally, I would be remiss if I did not recognize the role and
reality of very special people, my people, who provided me

with a sense of community and intelligence not now to be
found within the U.S. “Intelligence Community.”

Hackers
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Publications Review Board

CIA’s Publications Review Board has reviewed the
manuscript for this book to assist the author in eliminating
classified information, and poses no security objection to
its publication. This review, however, should not be
construed as an official release of information,
confirmation of accuracy, or an endorsement of the
author’s views.'

' The Publications Review Board completed its review in less than three weeks. The
process works and I am very glad to have been able to avail myself of this professional

means of ensuring that intelligence reform manuscripts are not inadvertently harmful to
national security. St
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Acknowledgements

The past two books benefited from the insights I gained from thousands
of people over the course of years, both professional U.S. intelligence
colleagues, and foreign participants in the annual conference on global
information. This book, however, can be said to be the result of my interaction
with a small handful of individuals who prefer not to be named individually.

The most important insights came from the architects for the Joint
Inter-Agency Collaboration Center (JICC) at the U.S. Special Operations
Command. They taught me that secret intelligence specifically, and
intelligence more generally, is a tiny sub-set of all that must be integrated and
exploited in the larger Information Operations (IO) scene.

The next most important insights came from L-3 communications
leaders. They taught me that Open Source Intelligence (OSINT) is meaningless
unless it is providing tangible real-time support into a Joint Intelligence
Operations Command or Center (JIOC), and comes with a full range of man-
machine foreign language translation and statistical analysis tools. With their
help, we brought together a team that can do all this—the best is yet to come.

I have also been inspired by Dr. Stephen Cambone’s call in January
2004 for universal coverage, 24/7, in all languages, at sub-state levels of
granularity. I have been inspired as well by the integrity of those who have
sought to create the Defense Open Source Program. I share with them dismay
over the continuing selfish and pathological aspects of the varied bureaucracies
that impede our progress. We are our own worst enemies.

Lastly, 1 thank the Strategic Studies Institute of the U.S. Army War
College, without whose help this book could not have been first devised as a
monograph.

The mistakes are my own. In no way does this earnest
Acknowledgement suggest endorsement of the book and its ideas by any named
organization or individual. In no way do I seek to “hijack” IO, rather I embrace
it and subordinate myself to a larger vision to which I try to contribute in the
small manner for which I am uniquely qualified. Sz
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Author’s Preface

This book is really two distinct offerings. The first, the body of the
book, started as an unsolicited White Paper for the Director of National
Intelligence and the Deputy Director of National Intelligence, then morphed
into a sanitized monograph for the Strategic Studies Institute, and is now
presented to the multi-national, multi-agency public for consideration.

My personal view is that the key points of the book are that:

e inter-agency sharing of non-secret information is much more
important than precision delivery of secrets to the top guy;

e unclassified information on operations, logistics, beliefs, etc. is
much more important that technical secret information; and

e there is a larger process called "Information Operations" (10)
that has been mis-defined in the US as offensive cyberwar and
PSYOP on steroids, which in fact deals with

o the full and constant integration of global coverage in
all languages all the time (including historical and
cultural knowledge at the neighborhood level);

e the technologies of sharing, translating, and
understanding; inclusive of online video gaming; and

e the crafting of inter-agency BEHAVIOR and
BUDGETS (means) in order to achieve useful ends.

In short, it's not about secret intelligence; it is about global awareness
and ethical behavior done across all the instruments of national power, wisely.
As Dr. Cambone demands, we need universal coverage, 24/7, at sub-state levels
of granularity, but we also need to act on that information in a timely as well as
ethical manner, utilizing all of our resources, not just our military, and
harmoniously integrating our intelligence and operational activities with those
of other legitimate governments and non-governmental organizations.

vii
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The second book is contained within the Annotated Bibliography. 1
confess to having some reservations about mixing the two, for unlike the main
body of the book, which is sensible and well-grounded in non-controversial
appreciations, the bibliography is subjective, and some comments will be
considered to be controversial, perhaps even objectionable.

I came down in favor of putting the two together for the simple reason
that it is my hope that every 10 professional will read the body of the book for
action, and the annotated bibliography for reflection.

Much of what we believe, much of what we have been taught, is, as it
was fashionable to say in the 1970’s, “socially-constructed reality.” Our
perceived reality is nowhere near the actual and perceived reality that billions
of poor disenfranchised individuals face around the world. Our leadership, our
public, our senior uniformed officers, our media, our schools, our religions, our
labor unions, our families, are all largely oblivious to what I regard as a sucking
chest wound in our national security: on the one hand, we do not have an
earnest and objective appreciation for how others see us; and on the other, we
do not have a well-rounded grasp of the damage we are doing, both
domestically and internationally, with our policies and our behavior.

Here at home I am worried about the dumbing down of America, the
obesity; the movement of over 70% of our light manufacturing and computer
construction, including software programming, overseas, and the draconian
neglect of our infrastructure including transportation, financial databases,
medical capabilities, and basic social services and law enforcement.

I am worried about the end of cheap oil, the end of free water,
pandemic disease, organized crime and immoral capitalism—the latter two
deprive the U.S. Government each year of over $500 billion a year in legitimate
tax revenue that could be applied to social programs and international
assistance. We are hollowing out as a Nation. We have failed to absorb our
legal immigrants to the point that they are actually citizens, and we have failed
to stop the flood of illegal immigration that weakens our Republic.

Overseas 1 see the Chinese and Iranians, but also the Brazilians, the
Koreans, the Russians, the Venezuelans, and others, making moves that are
both hostile (e.g. the Iranian sponsorship of terrorism including Khobar
Towers) and practical (e.g. attacking our militarism by stressing our economy).
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We lack a unified national security strategy, and we lack a unified
national approach to being strong and sustainable into the future. I weep for the
future of all children, including my three boys, as I contemplate how foolish
and selfish we have been these past fifty years, with collective intelligence and
democratic sanity all too distant from near-term achievement as things now
stand.

To the extent that this bibliography and my earlier books can help
alarm others, inspire others, engage others, then I will be well-pleased.

I have learned two things in my lifetime, and they drive all that I do:

1) There are not enough guns in the world to protect our way of life.
We must do so with morality, charity, inspiration, wisdom, and sharing.

2) No one Nation, much less any one organization, can comprehend
global reality by itself, regardless of the number of individuals or the magnitude
of its budget. Understanding this Earth in all its complexities requires nothing
less than a World Brain. This book is intended to help us in that direction.

God Bless America; God Bless all human beings who believe in the
Golden Rule’ regardless of their specific religious or cultural constructs; and
may God protect this Whole Earth by enlightening us and enabling us to use the
information that is within our reach, in order to create a heavenly community of
nations and tribes within which each individual person can hope for life, liberty,
and the pursuit of happiness.’

Robert David Steele (Vivas)
Son, Husband, Father, Marine, Patriot

2 GOLDEN RULE: "Do unto others as you would have them do to you". Luke 6:31.
Cf. http://www.jcu.edu/philosophy/gensler/goldrule htm.

? This term in the U.S. Constitution is best understood as the pursuit of actualization or
fulfillment of one’s potential to contribute, rather than mere joy or selfish pleasure.

1X
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Foreword

In the mid-1990s, it was my honor to command the 434™ Military
Intelligence Detachment (MID), a U.S. Army Reserve unit associated
with Yale University and located in New Haven, Connecticut. With the
active participation of CWO-4 Alan D. Tompkins and SSG Eliot A.
Jardines (for many years an accomplished OSINT manager in the private
sector and today the first-ever Assistant Deputy Director of National
Intelligence for Open Source), our unit wrote the first handbook for
Open Source Intelligence (OSINT) for the U.S. Army. In 1994, our unit
was honored with the Golden Candle Award presented by Open Source
Solutions in recognition of its “unusual dedication and persistence ... in
preparing a primer, Open Source Intelligence Resources for the Military
Intelligence Officer, which is of value to all joint and coalition
personnel.” The following year the Reserve Officers Association gave
the 434™ MID its “Outstanding USAR Small Unit Award” for 1995-
1996, due in no small part because of its contributions to OSINT.

In 1997 General Peter Schoomaker, USA then Commander-in-
Chief of the U.S. Special Operations Command (USSOCOM), was
briefed on OSINT, understood its value, and ordered the creation of an
OSINT support cell within the Special Operations Command Joint
Intelligence Center (SOCJIC). Today that small unit, for a negligible
amount of money, is responsible for satisfying 40% of the all-source
intelligence requirements generated by all elements of USSOCOM.

In 2000, General William F. Kernan, USA, then serving as both
the ranking flag officer of the Joint Forces Command (USJFCOM) and
as the Supreme Allied Commander, Atlantic (SACLANT), agreed to a
suggestion by Brigadier General James Cox of Canada, then the Deputy
J-2 at Supreme Headquarters, Allied Powers Europe (SHAPE), validated
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by General Kernan’s Deputy at the Atlantic Command, Admiral Sir
James Perwone of the United Kingdom, and commissioned three study
guides for the North Atlantic Treaty Organization (NATO): the NATO
Open Source Intelligence Handbook, the NATO Open Source
Intelligence Reader, and (NATO) Intelligence Exploitation of the
Internet. All three of these documents remain valid and useful today.

In the years between 1994 and today, over 40 countries have
developed some form of OSINT Center or Cell, most of them for
military use. The United States, however, was slow to focus on OSINT
across the board, and on 11 September 2001, we were attacked on our
homeland by a terrorist group whose intentions had been amply
documented in both secret and open sources.

What we have learned since 9/11 is that Information Operations
(I0) is, as the title to this book suggests, the new semantics of war and
peace, of wealth and democracy. Information is, as Alvin and Heidi
Toffler have suggested, a substitute for violence (deterring and resolving
conflict), for wealth (creating wealth that stabilizes populations), and for
capital, labor, time, and space.

In the Age of Information, 10, not force structure, is the center of
gravity for achieving national security and national prosperity in an
uncertain world.

USSOCOM, today responsible for the Global War on Terror
(GWOT), and the U.S. Strategic Command (USSTRATCOM), today
responsible for 10 and global information monitoring in support of our
national and homeland defense, are both breaking new ground.

Under the inspired direction of the Undersecretary of Defense for
Intelligence (USDI), Dr. Stephen Cambone, both are leading the way
with the development of Joint Intelligence Operations Centers or
Commands (JIOC), capabilities that will be rapidly migrated to the other
Combatant Commanders.
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OSINT is an integral supporting element of IO and JIOC. Robert
Steele has done more than any other person to promote the effective use
of OSINT in support of policy, acquisition, operations, logistics, and all-
source intelligence, and with this book he expands his original vision to
show how a properly integrated approach to global collection, man-
machine foreign language translation, and advanced analytics can
enhance our success in various “lO-heavy” mission areas.

As I reflect on all that I have learned since being Staff Director to
Senator Barry Goldwater (R-AZ), then Chairman of the Senate Select
Committee on Intelligence (SSCI); as an Army officer; and as a
Congressman with responsibilities on both the House Armed Services
Committee and as Chairman of the Subcommittee on Intelligence,
Information Sharing, and Terrorism Risk Assessment of the House
Homeland Security Committee, I find myself seeing four areas where we
can improve our Nation’s prospects for the future:

First, it is clear, as this book suggests and as Dr. Cambone has
demanded, that we must be able to access all information in all
languages, all the time. Secret intelligence is a fraction of what we need
to know to defend America, collaborate with allies, and enhance the
prosperity of all countries. It is no longer enough to have spies and
diplomats—we are engaged in a 100-year six-front Global War, and
nothing less than universal information coverage will meet our needs.
Nor can we limit ourselves to online information. We must be able to
access historical and cultural documents, and all off-line information.

Second, it is clear to me that information sharing rather than
secrecy must be the most important mind-set to be fostered as we go
forward. Information must be shared in secure reasonable ways across
all boundaries. Multi-national, multi-agency, multi-disciplinary, multi-
domain information sharing—what the Swedes call M4IS—is the wave
of the future.
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Third, since 80% of what we need to know is controlled or
accessible only to non-governmental organizations or private sector
parties, most of whom have no wish to be associated with covert
intelligence organizations, it is clear to me that the Nation needs to create
a national Open Source Agency.

Fourth and finally, we must recognize that the traditional
information technology approach, in which unlimited amounts of
taxpayer dollars are applied to proprietary, unilateral, expensive systems
operating in isolation from one another, is neither affordable nor sensible.

e External to the Republic, we must interact and share
information with non-governmental organizations,
universities, and foreign governments and their sub-state
elements, all with limited budgets.

e Internal to the Republic, we must dramatically improve
the ability of state and local governments to make sense
of all of the information available to them, while also
making it possible for them to interact with our federal
government and other parties using the best available
affordable digital technologies.

For these two reasons, open source software must join open source
information as a foundation for global information sharing and IO.

I strongly support USDI’s focus on creating JIOCs, and I hope
that in partnership with the Defense Advanced Research Programs
Agency (DARPA), the General Services Administration (GSA), and
other pioneering elements of the U.S. Government and allied foreign
governments, that we will take the next step, and sponsor regional Multi-
national Information Operations Centers (MIOC) that focus initially on
early warning and open source information sharing, but could perhaps
evolve to support multilateral secret intelligence sharing and even
multilateral clandestine and covert collection management.



INFORMATION OPERATIONS: All Information, All Languages, All the Time

The world is at war. It is a war between legitimate governments
and destabilizing criminal and terrorist organizations. Our position is
weakened by mistakes of our own making, including a sustained
reluctance to address global issues such as poverty, disease, ecocide,
vanishing water supplies, and reduced energy supplies.

While some speak of the singularity being near, of the enormous
potential of technology—notably robotics, genetics, and nano-
technology—the reality is that technology may be invented but it will not
be applied intelligently or ethically unless there is public intelligence and
public accountability. At root, IO is democratically empowering. IO is
potentially the greatest force for good that our Republic could nurture.

As we develop our 10 capabilities, we must focus on the ethics of
openness, not the manipulation of opinion. We must strive to deliver the
tools for truth to all peoples everywhere, and nurture democratic
elements from the bottom up as well as at the national level.

As someone who has spent over thirty-five years as a Military
Intelligence Officer in the U.S. Army, on both Active and Reserve
assignments, my years with the 434™ MID were among the most exciting
and productive in my career, due in no small part to our revolutionary
work with OSINT and its new parent, 10.

Today, as I serve on two Committees led by Members of
Congress who understand both the urgency of sustaining our Armed
Forces and the urgency of securing our Homeland, I see IO as the
foundation for revitalizing our national power and our national
prosperity. 1 see IO as central to both our effectiveness overseas in
projecting American values and protecting American interests, and I see
IO as central to our homeland defense in as much as it helps to educate
our citizens about global realities, and helps our citizens to communicate
bottom-up dots through Community Intelligence Centers and networks.
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This book is an invitation to think about a whole new dimension
of national power. I urge the reader to take it to heart and to mind. God
Bless America!

Rob Simmons

Member of Congress
Second District, Connecticut
Colonel, USAR, RET

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































