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We don't Have
big budgets
many staff
much room

much time
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Open Source Intelligence
Use it as corroboration
Don’t use it
without corroboration
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Tactical use of CD-
Rom & Commercial
On-Line
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Using Web Based Open
Sources
to Track Electronic
Communications

(SamSpade.org)
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The Hidden Web - Tips
& Tricks
hold tight...

The ‘Deep’ Web
Sixty of the largest deepWeb sites collactively cortain abagr 750
terabytes of iformation - sufficient by themaelves to axceed the
iz of the surface Web fortytimes.
On average, desp Web sites recaive fifty per cent greater month
traffic than surface sited and ore moe m;hly Ilnkz% to than y
surface siteg) however, the typlcal (median) deep Web #ive ig net
well known o the Lnternet-searching public

The de¢p Web i the largear growing category afnew information
on tha Internet.

Deep Wab sites tend ta ba narwwer,
with deepar cantent, than conventianal
surfane fites,

Bavrca - brighrplonct

“Searching on the Intermet today can be compared
to dragging a net across the sutface of the ocean.

While a great dea] may be caught in the net, there is
still a wealth of information that is deep, and
therefore, missed.

The reason is simple: Most of the Web's
information is buried fax down on dynamically
generated sites, and standard search engines never
find it.”

MICHABL K. RERGMAN

The 'Deep’ Web

Tatal qality cantent of the deep
Weh is {,000 to 2,000 imes
greater than thar of the surface

Daep Web contant i2 highly relevart
10 avary information naad, markat,
R and domain.

Mara than half of the deep Web content raides in toplc-specific
darabases.

A fUult ninaty-five per cant of the deep Wehix publicly accessible
information — hat fubject to fees or subseriptions.

Founcs  brightilonct

The ‘Deey’ Web

Public Informetion an the deep Web 13 currently 400 ta 550 times
fanger than the commanly defined World Wide Web.

The deep Web contains 7,800 terabytes ofinformation compared to
hinartaan terabytesof information in the surface Web.

The deep Wab contains nearly 550 billlen
individual documents com te the one
billlon of the surface Web,

More vhan 200,000 deep Web sites presenty
exist.

Source - rigniplomet
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Organised Crime
..a few examples
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Advance Fee Fraud
(419 Scams)
The 419 Coalition
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Intelligence &
Financial Crime Information from
the news.
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