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TAKEDOWN: 

The Asymmetric Threat to the Nation

By Robert David Steele


    Can America be defeated

    through asymmetric means

    that strike at the known

    Achilles’ heels of the military,

    as well as key nodes in the

    largely unprotected civil

    infrastructure?  A recent

    Army conference provides

    a strong answer: YES.  

    This leads the reviewer to

    propose not one, but four
    distinct “forces after next,”

    each with a prominent

    mix of reserve and civil

    counterpart elements.

“Challenging the United States Symmetrically and Asymmetrically: Can America be Defeated”, was the focus of the Ninth Annual Strategy Conference hosted by the U.S. Army War College this past spring, and the answer was a very clear cut “No, we cannot be defeated” by symmetric attack and “Yes, we can be defeated” by asymmetric attack.  Hosted by MajGen Robert H. Scales, Jr., Commandant, and opened by LtGen Paul K. Van Riper, USMC (Ret.), the conference brought together what may be the single largest collection of iconoclasts and “out of the box” thinkers who are both available to the Department of Defense, and allowed to speak publicly on this important question.

The Bottom Line

In the largest sense, the conference called into question every aspect of Joint Vision 2010, and clearly documented the need for abandoning the force structure—but not the budget—required to fulfill—simultaneously—two Major Regional Conflicts (MRC) and a minor contingency (the “2+” approach).  Although not endorsed by all present, the strategic vision offered as a substitute might be the “1 + iii” approach—one MRC, one low intensity  conflict or law enforcement support scenario, one major humanitarian relief operation, and one major electronic campaign—either in the offense or the defense—“1 + iii”, simultaneously.

   The most difficult issue confronting most of the participants was not that of threat identification, nor even that of response development, but rather the more ambiguous political issue of “whose job is it?”  According to many present, the U.S. military must not allow itself to be distracted from its primary responsibility to prepare for, deter, and win conventional wars.  However, all present appeared to recognize that the U.S. government is not trained, equipped, and organized to deal with three of the four threat classes
, and therefore the larger challenge may be internal to the U.S. government as a whole—developing concepts, doctrine, and organizational means of working across legal, cultural, and budgetary boundaries.

A Naval Officer Opens

   LtGen Paul K. Van Riper, USMC (Ret.) set the stage for the conference with hard-hitting remarks about how the past fifty years have left us with a defense decision-making system that has forgotten how to plan, cannot adapt to change, and is incapable of stimulating a serious dialogue.  From Joint Vision 2010 to “dominant battlefield awareness”, we are burdened with the proverbial naked emperor.

   With specific reference to information operations and asymmetric warfare, LtGen Van Riper stated in no uncertain terms that we have no one who can really define what information superiority means or how we achieve it—we have substituted pablum publications for strategic thinking; and wishful thinking about how we want to wage war, in lieu of realistic planning.

   Desert Storm, seen by many to be the catalyst, the vindication, or the culminating point for the so-called Military Technical Revolution, must be considered with great caution.  The enemy may have suffered a tactical defeat, but at the strategic level not only retained power, but grew in influence in both the Arab and Islamic worlds.  In particular, the failed promises of aviation have not been scrutinized, and too many senior decision-makers continue to believe that strategic and tactical aviation can preclude the need for placing infantry at risk. 

The Historical Perspective 

   Several distinguished historians
 examined lessons from the past, but were perhaps most helpful in provoking thoughts for the future:

· Mobility is more important than mass.

· Technology is worth little in the absence of timely and insightful intelligence, and geospatial data at a useful level of resolution.

· Tools must fit the target—we cannot afford to take out hundreds of small targets with extremely expensive high precision munitions.

· Time and space are much more available to our enemies than to ourselves—and can be traded for bodies and bullets.

· The enemy’s objective is to get us to spread ourselves too thin—yet we persist in starting every confrontation that way: spread too thin.

The Threat Today—Non-State and State

   Seven speakers provided a comprehensive review of the non-state threat today.  Their most telling observations are summarized below:

· We are our own worst enemy—continuing to procure computers which are wide open to errors & omissions, inadvertent destruction of data, insider abuse, and outside attack (the least of our problems).

· U.S. vulnerabilities to asymmetric attack are largely in the civil sector, and include bridges, levees, dams; power and telephone switches; and downlinks for the U.S. Intelligence Community and operational commands.  Most vulnerable of all are the data managed by banks and major logistics elements including fuel suppliers.

· Our enemies will succeed by waging war between the seams in our legal system, not our operational capabilities.

· Time favors the enemy using any kind of information virus.

· Our future enemies will not be stupid—they will choose carefully between stand-off, indirect (anonymous) and hands-on attacks.

· The political, economic, and technological climate favors an increase in terrorism and asymmetric attack.  This will lead to the privatization of security, the militarization of the police, and the gendarmnification of the military.

· Our existing criteria for victory are impossible to achieve (decisive victory, limited casualties).

· Our existing force structure is vulnerable to superior asymmetric maneuvering in time, space, and materials (e.g. infrasonic waves easily penetrating armor to harm personnel).

· We continue to be vulnerable to well-informed campaigns to manipulate the international media and our home public’s perceptions, especially with regard to atrocities and casualties.

· Our Achilles heel in future overseas deployments will be our dependence on volunteer civilian contractors essential to the maintenance of complex technologies beyond the abilities of our uniformed personnel—as soon as they are terrorized, we lose our cohesion.

· When all is said and done, most men, and especially men from non-Western cultures and less-developed areas, are capable of taking great pleasure in great evil—the human factor cannot be ignored and cannot be underestimated as a cause and a sustaining element in conflict.

   The three speakers addressing state-on-state conflict offered several useful insights:

· One man’s limited war is another man’s total war—U.S. perceptions of “information operations” as a form of warning or limited attack are completely at variance with Russian perceptions of C4I attacks as “core” attacks against the very survival of the state.

· It is not enough to win in the field—you must also win strategically.

· Lessons to be drawn from the Gulf War include the essential nature of coalitions; the critical value of public support that can only be achieved if policies and objectives are explained and make sense; and the importance of timing in identifying and responding to challenges.

· Related to states, but going beyond states, one speaker identified the following six functional areas of concern:

· Anti-U.S. coalitions such as Iran-Iraq; or an Asian economic block;

· New borders and contested new states such as a Kurdish Republic challenging Turkey, Iraq, and Saudi Arabia—or Kosovo (90% Albanian, within Serbia);

· Regime changes such as may emerge within North Korea, Egypt, and Saudi Arabia;

· Conditions inhibiting the use of U.S. forces;

· Critical dependence on allies; and 

· Criminalization of governments such as has occurred in Colombia and Mexico.

Summary Conclusions


   The concluding panel began with a summary of the event by Dr. John Allen Williams of Loyola University in Chicago, and the following is noteworthy:

Getting into their heads is more important than getting into their bytes.

   This observation by Dr. Williams is based on the numerous references throughout the conference to the fact that an understanding of potential enemies, their circumstances, and especially their cultural context, is perhaps more vital than any technological advantage.  Indeed, the whole point of the conference seemed to be that our technology is not an advantage in asymmetric warfare, but rather a vulnerability, and that the only recourse we have to defend ourselves under these circumstances is a greater understanding of the threats, and hence an ability to address their root causes intelligently, in time to avoid conflict.

   Dr. Williams provided a very succinct summary of the conference, and additional observations.  His summary:

· We must respect the utility of history.

· U.S. will continue to have great difficulty in dealing with complexity and non-linear conditions, especially since our expensive systems are driving us in one direction and reality is often found in the other direction.

· Reserve sources have important roles to play—but we have not really defined what they can do in pursuing asymmetric strategies.

· There is some question about the ability of the U.S. to combat certain challenges, including domestic terrorism and ambiguous threats.   

   Expanding upon his summary observations, Dr. Williams brought forward four additional areas requiring further consideration:

· Fallacy of misplaced concreteness—we are too quick to accept our programmed systems and our approved force structure as a given of value.

· Offensive asymmetry—we have not explored the areas where we have an advantage.

· Nature of the planning process—does not deal with unanticipated radical shifts.

· Civil-military relations—need to examine the role of the military officer in educating the civil sector and advocating specific strategies for dealing with threats to the Nation.

   MajGen Timothy Kinnan, Commandant, Air War College, was trenchant and to the point: we cannot afford the existing force structure, but the services are like rats in a box, eating each other over the allocation process.  We need to move away from 2+.

Technology will not replace boots on the ground….its greatest contribution may be to let us all work together in real time and finally begin the process of integrating all of our components in a sensible fashion.

   MajGen Scales, host of the conference, closed with several points that should guide our future deliberations:

· States are unlikely to risk outraging the U.S.—“that’s not the deal.”  They know where to draw the line between pushing for maximum gain and goading the elephant into extreme anger.

· Today’s military appears to be splitting between Navy-Air Force reliance on air power, and Marine Corps-Army reliance on ground power as the fulcrum for victory.

· We clearly need to rethink and create a new military—must look beyond 2010.  Ten years is the blink of an eye—we can take it slow on technological reforms and investments for a decade, see what time brings.

· The issue is one of balance—of how to achieve interdependence rather than interoperability.  Need to start with a vision, not rush, think it through.

· Soldiers cannot be policemen—calls for totally different mind-sets, cultures, and reactions under fire; there are good reasons why soldiers are precluded from domestic employment.

People have a longer lead time than machines.

   If we focus on people, priorities for the next decade or two can be:

· Leader development

· Training & education

· Doctrine

· Experimentation

The Way Ahead

   Nothing in this article should suggest that anyone at the conference endorsed the following proposal for the future of the Department of the Defense and other elements of our national security structure.  However, it can be said that this gathering of intellectual eagles must be credited with stating the obvious—that which Washington would continue to ignore—in articulate and erudite ways. 

The Emperor is Naked.  Let us acknowledge this, and get on with the task of creating a serious and balanced national defense capability against all enemies, domestic and foreign.


    This concluding section

    proposes that the U.S. 

    defense budget be frozen at

    its present level—perhaps 

    even increased somewhat—

    with two conditions: that 

    three of the four “defense”

    segments be turned over to

    CINCSOC, the Secretary of

    State, and the Attorney

    General; and that the entire
    intelligence budget—black,       

    gray, and white—be fenced

    and left to the absolute

    discretion of the Director of

    Central Intelligence (DCI).

   We must, in brief, create four “forces after next”, each trained, equipped, and organized for dealing effectively with one of the four warrior classes facing us in the 21st Century.  It will be difficult for us, because three of the four “forces” will not be military at all, but rather skilled at transnational law enforcement, feeding people, and the minutia of electronic crime and economic espionage.  To accept this, and to lead this charge from in front, is the challenge facing the Secretary of Defense and his most senior military officers now serving.   

Allocating the Existing Budget


   After some reflection, the author proposes that the existing Department of Defense budget, with some increase, be gradually—over the next six years—realigned and allocated as follows:

· 60% (roughly $153.6 billion a year) to existing strategic nuclear and conventional forces, excluding special operations and low intensity conflict.

· 20% (roughly $51.2 billion a year) to CINCSOC, with the caveat that no less than 5% (25% of the allocated amount or roughly $12.8 billion a year) be earmarked for direct support, including full-time civilian manpower, to transnational law enforcement.  [This 5% for law enforcement agencies is left with CINCSOC rather than lumped with the final 10% for electronic security because the intent is to have a military-based bridge spanning  the gray areas between para-military and coalition operations, and direct support to law enforcement.]

· 10% (roughly $25.6 billion a year) to the Secretary of State, and specifically to a revitalization of the U.S. Information Agency, the Peace Corps, and selected sustainable development initiatives intended to deter and preclude conflict, including civil war, stemming from shortages of water, food, and other resources including civil order.

· 10% (roughly $25.6 billion a year) to the Attorney General, who will serve as Executive Agent for a number of government departments responsible for various aspects of electronic security and counterintelligence within the U.S. and around the globe.

Active-Reserve Force Mix


  The role of the Reserve—both the Ready Reserve and the National Guard—is very important.  One can even suggest, given the following proposed alignments, that the role of the Reserve in the 21st Century is two to three times more important than it has been in the past.

· In conventional units, the active force must restore its ability to fulfill intelligence, military police, combat support, and combat service support functions, with no less than 75% of all required capabilities in the active force, and 25% in the Reserve.

· In low-intensity conflict and missions in support of transnational crime-fighting, the split should be closer to 50-50, with the Reserve providing the bulk of the foreign area officers, linguists, and 90-180 day multi-lingual personnel with unique skill mixes needed for SOLIC and transnational criminal interdiction missions.  A Law Enforcement Reserve within the National Guard is specifically envisioned.

· For missions in support of the Department of State and international missions of mercy, dealing with religious, political, and environmental refugees, the Reserve becomes vastly more important than the active force, and a 25-75 mix is appropriate.  Major new units with regional, linguistic and civil affairs skills should be formed and ready for short and mid-term deployment in support of non-combat humanitarian assistance and sustainable development missions.

· Finally, to deal with the rapidly growing challenge of providing for electronic security and counterintelligence—for the protection of U.S. intellectual property upon which our national security and national competitiveness are founded, it is appropriate to return to a 50-50 mix, with uniformed and civilian active duty experts providing for a disciplined and knowledgeable “continuity of operations”—and the Reserve can be placed throughout the communications and computing industry, serving as a “network in place” of citizen-soldiers who understand the threat and can move easily between military and civilian occupations.

   The above discussion of the active-reserve mix should inspire a broad dialogue about completely redefining the nature of the Reserve.  Only a small portion of the reserve force must be trained, equipped, and organized to conduct traditional conventional military operations—indeed, it may be that the largest portion of the reserve force need not be in uniform, and perhaps need not be pre-selected and pre-trained.  Instead, we may find—and this is especially true of requirements for foreign area specialists and other experts—that we need a vastly expanded concept of the reserve force which allows for the short-term contract hiring of any expert, any where in the world, without clearances and without the “recruit” needing a shave and a haircut or even basic military training!

Government-Private Sector Mix


  After putting its own house in order, the greatest difficulty facing the military, and the U.S. government, is the determination of how best to divide responsibilities for dealing with serious threats, between the government and the private sector.  Here the following are suggested as rough rules of thumb that might inspire specific legislative and financial incentive programs.

· Conventional military operations, 75% government, 25% private sector sustainment.

· Low intensity conflict/transnational crime, 50% government, 50% private sector (with special emphasis on private sector reporting responsibilities and auditing of records and containers in support of law enforcement and compliance).

· Refugee and cultural operations, 50% government and 50% private sector (with special emphasis on nurturing overt action and information peacekeeping operations by private sector non-profit groups).

· Information operations and defending against economic espionage, 25% government and 75% private sector (the government can set the standards and provide oversight for testing and certification laboratories, but the private sector must be made to realize that it bears the ultimate responsibility for protecting its own intellectual property).

   In considering the role of the private sector in contributing to national security and the defense of the Nation across a spectrum of complex and often ambiguous threats, it merits emphasis that a classified threat is not an actionable threat to the private sector.  As Senator Daniel Patrick Moynihan and others have noted, there are significant policy and economic costs to secrecy, and among them, is our inability to communicate to our most important allies—our own private sector—the nature of the threat and the role they must play in defending America against such threats.

Thinking Inside the Box


   The resulting division of dollars and responsibilities might look something like this:



HIC (High Intensity Conflict)  

MRC (Major Regional Conflict)

SOLIC (Special Operations and Low Intensity Conflict)

LEA (Law Enforcement Agencies)

IW (Information Warfare)

ECON (Economic Counterintelligence)

About Intelligence


   Intelligence has traditionally been an after-thought within the Department of Defense, and we continue to build extraordinarily expensive weapons and mobility systems without regard to either strategic intelligence generalizations (acquiring systems limited to a few countries, or without regard to mobility constraints characteristic of most areas of operation), and without regard to whether or not we have the sensor-to-shooter architecture, and the equally vital global geospatial data (which we lack at the appropriate level of resolution for fully 90% of the world).

Getting into their heads is more important than getting into their bytes.”

   An important part of avoiding and resolving all conflicts which threaten the national security and national competitiveness of the United States of America, in the 21st Century, will revolve around giving the Director of Central Intelligence (DCI) the urgently needed authority to rationalize our national intelligence roles and missions and related capabilities.  This community includes three important but mis-guided agencies (the National Security Agency, the National Reconnaissance Office, and the National Imagery and Mapping Agency), all using the bureaucratic stone walls within the Pentagon to avoid meaningful oversight.  We process less than 6% of the signals we collect, and less than 10% of the classified imagery we collect.  We spend $12.6 billion dollars a year on collecting classified imagery, and only $10 million a year on buying commercial imagery urgently needed by our peace-keepers and war-fighters.  We continue to accept the complete absence of maps for most of the world at the 1:50,000 level where fires are coordinated and lives are saved.  

A Balanced National Defense


   The National Security Council (NSC) may or may not be the place from which to provide for day-to-day oversight of a balanced national defense.  If the President were to re-define and enhance the duties of the Deputies Committee, and give both the Attorney General and the Secretary of State the broader charter they require, this might be a good solution.  CINCSOC and the Assistant Secretary of Defense for Special Operations and Low Intensity Conflict also require special handling, possibly by integrating SOLIC and International Security Affairs under a new Under Secretary of Defense for Peacekeeping, who would then serve as a second DoD member of the Deputies Committee.

   A much bolder notion would be to create a Deputy Vice President for National Security, with command & control oversight of the Departments of Defense, State, and Justice; while also creating a Deputy Vice President for National Commonwealth, with oversight over the remainder of the bureaucracy.

   Whatever management forum is chosen, with the advice and consent of the Congress of the United States, we urgently need to set this plan in motion.  The time has come to increase dramatically the operational reach and spending authority of both the Attorney General and the Secretary of State, while also down-sizing our conventional force structure and simultaneously doubling our SOLIC capabilities.

   Until the Secretary of Defense acknowledges the vital role of the DCI, and fences the intelligence budget under the pre-eminent authority of the DCI, we cannot strike the proper balance between collection and processing, between secrecy and intelligence, and between an obsessive focus on traditional conventional enemies, and a more informed focus on the vastly more subtle—and vastly more difficult—threats and opportunities which face us in three of the four warrior classes.

We have met the enemy, and he is us.

   It is time to get on with the job of rebuilding our national security community.  Joint Vision 2010 is not the answer, but DoD does have the answer within its enormous self.  Only DoD has the talent, the discipline, and the resources to fund this revitalization, but DoD must accept—and demand—the engagement of the Attorney General and Secretary of State, and of the DCI, in bringing about a renaissance in American national security.  DoD must propose to the President the need for a unifying leadership position with over-arching authority sufficient to better integrate military, peacekeeping, and law enforcement capabilities.  It is DoD that must step forward with a broad vision of national defense, fund the achievement of that vision, step back into its proper role as the master of strategic nuclear and convention military capabilities, and also serve as the coordinator and facilitator for civilian government operations against the more complex and ambiguous threats facing the Nation—if DoD does this, we will enter the 21st Century well-prepared to combat all enemies, domestic and foreign.


Mr. Steele, a former Marine and 20-year veteran of the U.S. national and defense intelligence communities, is the founder and president of OSS Inc.  He is featured in the chapter on “The Future of the Spy” in Alvin and Heidi Toffler’s War and Anti-War, and has been twice named one of the “Microtimes 100: Industry leaders and unsung heroes…who helped create the future. “  Mr. Steele is a distinguished graduate of the Naval War College and holds degrees in political science, international relations, and public administration.
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� Dr. Earl H. Tilford, Jr., Director of the Strategic Studies Institute, led the team that conceptualized and organized this superb event.  He can be reached at (717) 245-4086.


� The four threat classes facing the Nation in the 21st Century consist of the high-tech brute (state-based militaries with complex systems and heavy logistics trains); the low-tech brute (a combination of criminals and non-state terrorist groups); the low-tech seer (masses of people without arms, generally driven by religion, ideology, or circumstance); and the high-tech seer (a combination of information criminals and economic spies).  This typology was first articulated in the author’s “The Transformation of War and the Future of the Corps”, in INTELLIGENCE: Selected Readings—Book One (Marine Corps University, AY 1992-1993).


� This conclusion bears a striking similarity to the conclusion of the Navy’s Technology Initiatives Game 1991, after which Vice Admiral Reynolds reported to the Chief of Naval Operations that technology was not the challenge.  Instead, the organizational difficulty in developing new concepts and doctrine represented the greatest challenge to adaptation., as discussed in the author’s earlier “C4I: The New Linchpin” (Proceedings, July 1992).


� Our acquisition of systems continues to be characterized by a complete avoidance of the tough issues of intelligence and logistics supportability.  Major programs, such as the Army’s multi-billion dollar communications program, continue to “assume” that all needed data will be provided in digital form by the U.S. Intelligence Community or “other” sources, and continue to avoid planning for either the hard task of discovering and digitizing critical external information (including maps and other foreign area information), and also the hard task of communicating with coalition partners who do not have space-age computers and the kind of bandwidth that the U.S. considers commonplace.


� Dr. John F. Guilmartin, Jr. of Ohio State University; Colonel Robert Dougherty of the U.S. Military Academy; and Dr. Donald J. Mrozek of Kansas State University.


� According to unclassified internal reports in the aftermath of the Gulf War, the U.S. Navy exhausted its supplies of precision munitions within the first eight days of firing.  At the time there was also discussion of the cost difference between an 8” round from a battleship ($800) and a Harpoon missile ($80,000), and also of the disconcerting evidence then appearing that many of our “precision” munitions actually missed the target—either because of internal design flaws, or the absence of adequate targeting data from the U.S. Intelligence Community.


� The author, in “TAKEDOWN: Tools, Targets, & Technocracy”.  The paper is available at  <http://www.oss.net/TAKEDOWN> together with a companion paper, “INFORMATION PEACEKEEPING: The Purest Form of War, at <http://www.oss.net/InfoPeace>.


� Ibid.  Admiral Arthur K. Cebrowski, then J-6 of the Joint Chiefs of Staff, first articulated the military’s vulnerability through the private sector with his staff and public briefings on “sanctuary lost”.  Winn Schwartau, author of INFORMATION WARFARE: Chaos on the Electronic Superhighway (Thunder Mouth Press, 1994), is his civilian precursor.


� Mr. Edmund M. Glabus, Aegis Research Corporation, “Blindsided by Viruses: Unconventional Weapons of Mass Destruction”


� Ibid.


� Dr. Steven Metz, Strategic Studies Institute, “Trans-National Threats”


� Dr. Stephen Sloan, University of Oklahoma, “Terrorism and Asymmetry”


� Dr. Robert J. Bunker, California State University, “Five-Dimensional (Cyber) Warfighting: Can the Army After Next be Defeated Through Complex Concepts and Technologies” (Strategic Studies Institute, 10 March 1998).  Although very difficult to read, this paper briefs better than it reads, and was—in the author of this article’s mind--the most exciting paper presented in the entire conference.


� Ibid.


�  Col Charles Dunlap, U.S. Strategic Command, “Asymmetrical Warfare and the Western Mindset”; this officer is also the author of the very influential article, “How We Lost the High Tech War of 2007”, The Weekly Standard (29 January 1996).


� Ibid., in luncheon remarks.


� Mr. Ralph Peters, distinguished author and retired LtCol, USA, in “Our New Old Enemies”.  His earlier article, “The New Warrior Class”, in Parameters (Summer 1994), ranks with Col Dunlap’s (supra note 15) as one of the seminal works in considering the nature of modern war.


� Dr. Stephen J. Blank, Strategic Studies Institute, “Major State Strategies: Russia”.  Dr. Blank also noted that today’s information warriors appear to overlook the “dead hand threat” of pre-programmed launch in the event C4I links are cut.  Dr. Blank also commented that under such circumstances, the imminent potential of a U.S. information warfare attack could provide an incentive for a nuclear first strike.


� Ibid.  Implicit throughout the conference, in the remarks of many speakers, was the sense that the Department of Defense in particular, and the U.S. government in general, have completely lost all understanding of how to think strategically.


� Dr. Stephen C. Pelletiere, Strategic Studies Institute, “Regional State Competitors: Middle Eastern Candidates”.


� Dr. Kori N. Schake, “Other Possible State Competitors: Have You Thought About ____?”


� Among other things, this cut should require a dramatic—indeed a draconian—reduction in U.S. subsidization of arms sales abroad, and a termination of virtually all U.S. foreign military aid.  The level of U.S. aid to specific countries need not be reduced, but it should be converted into peacekeeping dollars under the oversight of the Secretary of State.


� Our leadership and its intelligence community continue to down-play the environmental imperatives even though in isolated instances (e.g. Secretary of State Christopher, and before him Secretary of State Baker) we declare that the environment is a national security priority.  Rwanda-Burundi were not about a “clash of civilizations”—they were about a shortage of water and food, combined with a break-down of the state, which caused the tribes to fall back into traditional forms of organization and traditional forms of violence, in seeking to secure adequate resources—never mind that this required the mass murder of “lesser” beings.  The best “intelligence report” in this area remains the annually produced State of the World from the Worldwatch Institute, under the leadership of Mr. Lester R. Brown (W.W. Norton, 1997).


� This is the Swiss model, in which all civilian communications nodes have trained military reservists in key positions.


� Cf. SECRECY: Report of the Commission on Protecting and Reducing Government Secrecy (Washington, D.C. 3 March 1997).


� The official unclassified briefing by the National Mapping and Imagery Agency acknowledges that 90% of the world is not available at the 1:50,000 level (10 meter resolution) at which most military operations are coordinated.  At this time the best maps available for the Third World, where most contingency operations are executed, are from the former Soviet Union, which has 1:100,000 coverage of most of the Third World, with contour lines, at roughly $300 a map sheet.  Commercial image maps, with contour lines, can be obtained for roughly $6-10 per square kilometer, at the 1:50,000 level.  Despite defining a requirement for $250-500M a year, NIMA only receives $10M a year for commercial sourcing.
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At www.defensedaily.com/reports/takedown.htm and in Joint Forces Quarterly (Winter 98-99)


